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TEMMU, 1O BUHOCATBCA HA BCTYIIHE BUITPOBOBYBAHHS

1 Kpunrorpagiysai MeToau Ta NpOTOKOJIH

1. IIIuppu mnepectaHoBKH Ta  npocrtoi 3aminu. [IpuHumnm
kpunrorpadiunoro 3axucty indopmanii. Kpunroananituani ataku. Ix sugu. Iugp
ckutana. [Hudpyroui Tabmuui. Hudp mariuaux keazapartis. [ludpp Kapgano. udp
atOam. [lomobiancekuit kBagpat. [ludp Lezapsa. udp Lezaps 3 kKI10UOBUM CTIOBOM.
Mudpyroui Tabmaumi Tpucemyca. Iudppu cxknannoi 3aminu. udp ogHopasoBoro
OJIOKHOTY.

2. Mudp I'poncdenbaa. Uludp I'poHcdenbaa 3 KIOYOBUM CIOBOM.
Mudpp Bixenepa. lludp Bixenepa 3 kimtouoBuM cioBoM. PoTopHi mmdpyBanbHi
mamunHu. Poropna mudpysansHa mammaa Enigma. birpamuuit mmmgp Ilneddeiipa.
[lonsitnuit xBagpat Yircrona. Iludp woruprox ksaaparis. udpp ADFGVX.
udp onnopazosoro 610kHOTY. Anroputm DES.

3. Crpykrypa aaroputmy DES. Horo nepeBaru ta Henoniku. Oneparrii
anmroputMy DES. ®yuknis mudpysanua anroputmy DES. I'eneparuis miaxiio4is
anmroputMy DES. Pexumu po6otu anmroputmy DES: enekTpoHHa komoBa KHUTA,
3uerieHHs 0J10KiB udpy, 3BOPOTHIH 3B’ 130K MO MHUPPTEKCTY, 3BOPOTHIN 3B’ 30K IO
Buxonay. ['any3si 3actocyBanns anroputmy DES.

4. Aaroputmu IDEA ta 'OCT28147-89. CtpykTypa anroputmy IDEA.
Woro mepesaru ta memomiku. Omeparii amropurmy IDEA. Teneparis miakioouis
anroputMmy IDEA. 3aranbHa ctpykTypa anropurmy TOCT28147-89. Horo nepesaru
Ta HEAOJIKU.

5. YkpaiHcbKkuit Ta CBIiTOBM CTAHAAPTH CUMETPUYHOI 0
mudpyBaHHs. YKpaiHCbKUN CTaHIapT cCUMETpudHOro ImudpyBaHHS «KamumHay.
CeitoBuit cranmapt cumerpuyHoro mudpyBanHa AES (Rijndeal). CimeiicTBO
aaroputmiB RC. RC-noxi6ni anroputmu. Anroputmu RC 2, RC 4, RC 5, RC 6.

6. Apudmeruka acuMeTpUYHUX KpunrocucreM. OCHOBHI MOHSTTS.
Anroput™m EBKIima, HOro HAcIiOK, MOIMIYK OOEPHEHOIO eJIeMEeHTa, KHUTalcChbKa
TeopeMa 1po octaui. dynkuis Eitnepa. Teopemu Eitnepa ta depma.

7. Kpunrocucrema RSA. Onuc xpuntocuctemu RSA. T'enepyBanHs
kimtouiB. [lludppyBanns Ta posmudpyBanns. KopekTHICTb, €(QEKTUBHICTH Ta
HaJIIHHICTh KPUIITOCUCTEMHU.

8. Kpunrocucrema PabGina. ['enepyBaHHS KIIOYIB KPUINTOCHUCTEMH
PaGina. llludpysanns Ta posmudpyBanus B kpunrocuctemi Padina. KopekTHicTb,
e(eKTHBHICTh Ta HAAIMHICTh KPUITOCHCTEMH.

9. Kpunrocucrema Eap-T'amans. Kpunrocucrema  Enp—I'amais.
MudpyBanus ta posmudpyBaHHs B kpuntocucteMi Emp—I"amans. KopekTHiCTs,
e(eKTHBHICTh Ta HAAIMHICTh KPUITOCHCTEMH.

10. Eaexrtponnmii uudposuii mixnuc. [IoHATTS e1eKTpOHHOTO IUPPOBOTO
mignucy. Enektponnuit nudposuit mianuc B cuctemax RSA Ta Enp—Tamans.
Anaroputm  DSA. Cucrema IIHoppa. EdekTuBHICTb, JOCTOBIPHICTH Ta
KOH(1AEHIIHHICTD MIAMUCIB y PI3HUX AITOPUTMAX.



11. IlludpyBannsa i3 maposem. llludpyBanusa 13 maponem. AmnapaTHi
npucTtpoi 30epexxeHHs kimouiB. Kpuntorpagiuni akceneparopu. biomerpuuna
iaeHTudikaiis.

12.  Housarrsa xem-¢gyHkuii. 3acrocyBanus xem-pyHkuin. BusnaueHus
(GyHKIIT XeyBaHHS Ta BUMOTH 110 Hei. Anroput™m QyHkuii xeuryBanus no 'OCT P
34.11-94. AHaniz aJropuTMy Ta OCOOJIMBOCTEN Horo mporpamHoi peanizauii. [emn-
¢yHKIIi HA OCHOB1 JUI€HHS. MyJbTHIUIIKATUBHA CXeMa TellyBaHHA. [ emryBaHHs
PAAKIB 3MiHHOT 10BXkMHU. Kpunrorpadiuni xem-¢pyHkiii. 'eomerpuune reuryBaHHs.
[IpuckopeHHs MONIYKY JaHHX.

13.  Xem-¢pynkuii THumy MD Ta SHA. VYkpaiHCbKHil CTaHIApT
xemyBaHHd. Xeul-gyukuis MD (MD-2, MD-4, MD-5). CimeiicTBo xemi-(yHKITiH
SHA (SHA-1, SHA-2, SHA-3, SHA-256). Ykpaiucekuii crangapt xemyBauas JICTY
7564:2014 «Kynuna».

14.  TI'enepauis EIIII Ha ocHoBi xem-pyukuiii. [Ipouienypa BupoOiaeHHs Ta
nepeBipku enektponHoro mianucy mo JCTY 4145-2002. I'eneparrisi 3araabHUX
napameTpiB, CEKPETHOTO Ta BIAKPUTOTO Kit0ouiB. OCOOIMBOCTI MPOTpaMHOIi peaizaiii
npouenypu. Anroputm DSA.

15. Housarra eninTuyHoi Kpunrorpagii. Peanizania mmdpyBanHs Ha
eJiNTUYHUX KpUBHUX. ENINTUYHI KpUBI HaJl KIHIIEBUMU MOJsIMU. EXinTHYHI KpuUBI
HaJ TOJSIMH HEMapHOi xapakTtepucTuku. Teopema Xacce. EminmTuuHi KpuBi Haj
noyisMu  xapaktepuctuku 2. [IpoektuBHi koopauHaTu. llIBuaka pemykiiis (NIST-
kpuBi). Enintuuni kpusi, pekomenaoani NIST. Po3mip kiroya.

16.  EIIII na ocnoBi exinTuunux kpuBux. Ocob6mmBocti ELI1 Ha ocHOBI
emnTuIHUX KpuBux. Bubip mapametpis. ['enepyBanns kimrouiB ECDSA. IlepeBaru
ECDSA nepen DSA. Ilpaktuuna peanizaitisl.

17.  Kpuntorpadgiuni nporokosu. BusHaueHHs kpunrorpadiqyHoro
nporokoiy. Ilepenik BuMor mo kpuntorpadidHOTO MPOTOKOIY. AHami3 aTak Ha
KpunrorpadgidyHi MpOTOKOJIW. BUKOpHUCTaHHS CUMETPUYHOTO Ta HECUMETPHUYHOTO
muGpyBaHHS B KPUNITOTpadigHUX TPOTOKOJIAX.

18. Ilpukiaagu cy4acHMX KOMI'IOTePHMX KpuUNTOrpagiyHux cucrem.
Xapaxkrepuctuku npotokony SSL xommnanii Netscape Communication Corporation
JUTSE 3aXHUCTy iHQOpMaIiiHOTOo 00MiHY B cepemoBuilli [HTepHET. lepapxis KiIrOUiB,
OJIOK-CXeMa PO3CHIKH KIIOYiB a0OHEHTaM Mepexi, OJIoK-cxeMa 3a0e3MeueHHs
M (POBOTO MIAMKUCY AAHUX B MEPEXKI.

19. Eaementu creranorpagii. Komm'torepna cteranorpadis. Metoau
BKJIaJieHHs iH(popMarlii y daiinu myasTuMesnia. MeToau nmpuxoByBaHHS iHpOpMaIIii B
300pakeHHIX. MeTonu MpuxoByBaHHs iHGOpMAIIii B ay/1i0 CUTHAJIAX.

20. KpanToBa kpunrorpadia. Ilonsarrs kBaHTOBOi Kpunrorpadii.
KBanToBuii posmomin kimtouiB. CrmocoOuM Ta mpucTpoi TreHeparii Ta mnepenadi
onuHOYHKX (poTOHIB. PazoBe Ta yacoBe KoayBaHHS. OCHOBHI HANIPSIMKU PO3BUTKY Ta
npoOsieMu KBaHTOBOI kpunrtorpadii. [TopiBHsAIbHMI aHAaNI3 TPOTOKOJIB KBAHTOBOT
kpunrorpadii.
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2. be3neka KoMII'lOTEPHUX Mepex

1. Inentudikauisa, ayreHTU(IKALISA 1 aBTOpU3aLls B KOMIT'IOTEPHUX Mepexax

2. Tpiaga «koH(DIACHIIHHICTD, JOCTYIIHICTb, IIUTICHICTHY

3. Tunu 1 npuKIaau atak Ha KOMI'tOTepH1 Mepexi. [lacuBHI 1 akTUBHI aTaku

4. BimMoBa B 00CIIyrOByBaHHI.

5. AnMmiHicTpaTuBHUM piBeHb. [lomiTrka 6e3nexu. 3acobu Oe3nexu
MPOLIETYPHOTO PiBHS.

6. Texnosorii aBTeHTUDIKAIII].

/. ®akropu aBTeHTU}IKAIIT JIIOAUHU. ABTEHTHU(IKAI[IS HA OCHOBI MMapOJIiB.
ABTeHTH(]IKaLIS HA OCHOBI anlapaTHUX aBTEHTU(IKATOP.

8. ABrentudikauis iHpopmarlii. EnekrponHuit nianuc. ABTeHTUdIKAIIA Ha
OCHOBI IU(PPOBUX cepTU(]IKATIB.

9. TexHoJ0r1i yIpaBIiHHS AOCTYNOM 1 aBTopu3aiiii. DopmMu noJaHHs
00MEXEeHb JOCTYITY.

10. Cucremu ayTeHTH}IKAIi 1 yIPABIIHHS JOCTYIIOM OTNEpaliiHUX
CUCTEM.

11.  Agrentudikamis B OC cimeiictBa Unix. I[IpoTokon SSH.

12. Texuonorii 6e3meku Ha OCHOB1 (UIbTpalii 1 MOHITOPUHTY Tpadiky.
Bunu dinsrpartii tpadiky.

13.  ®aepBonu. OyHkiioHanbHe NpU3HaYeHHs OpaHamayepa. Tunu
daepBoTiB.

14.  Tlpokci-cepepu. OyHKIIIT MPOKCi-cepBepa.

15. TumoBi apXiTEeKTypH MEPEXK, 110 3aXUIIAIOTHC (PacpPBOJIOM.

16.  MomnitopuHr Tpadiky. AHaII3aTOPH IPOTOKOJIIB.

17. Cucrtemu BUSIBJICHHS BTOPTHEHbD.

18.  ApxiTekTypa Mepexi 3 3aXUCTOM MEPUMETPa 1 TOAIOM BHYTPIIITHIX 30H.
AyauT moii 6e3meKu.

19. Ataku Ha TpaHcmopTHy iH(ppacTpykTypy ™mepexi. TCP-arakwu.
3aroriensas SYN-naketamu. [linpooka TCP-cermenTa.

20. MepexeBa po3Bigka. 3aBAaHHS 1 PI3SHOBUAM MEPEKEBOI PO3BIIKH.
CkanyBanHs Mepexi. CkaHyBaHHS MTOPTIB.
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3 CucTteMH TeXHIYHOr0 3axXucTy iHpopmamii

1. Buau Tta Hocii indopmanii, mo migasraots 3axucty. Kiacudikaiis
mxepen iHdopmanii. Buau HociiB iH(opmamii: JroaH, JAOKYMEHTH, NPOAYKIIi,
BUMIPIOBAJIbHI JATYMKH, IHTEIEKTYalbHI 3ac00M 0O0poOKM 1H(pOpMaIlii, YEPHETKH 1
BIZIXOJIM BUPOOHHUIITBA, MaTepiaju 1 TeXHoJoriyHe obnagHaHHsa. CyTHICTh 3amucy i
3HIMaHHS 1H(dOpPMAaIii 3 HOCIS.

2. HeOe3meuni curHaiaum Tta ix kepesa. JDxepena curnami. [[xepena
(GYHKIIOHAIBHUX CUTHATIB: TIEpeaBadl pajio- 1 pagloTeXHIYHUX 3aC00IB 1 CHCTEM,
JIa3epHI CUCTEMH 3B'SI3KYy, BUIPOMIHIOBAYl aKyCTHYHUX CHUTHAJIB T1APOJOKATOPIB 1
3aco0iB  MIJBOJHOTO 3B'A3Ky, yMOBHI curHamu. [loGiyHi Ta mapa3uTHI
€JIEKTPOMArHiTHI BUTIPOMIHIOBAHHS Ta HABEJCHHS.

3. Texniuni po3Bigku, iX MOXKJIHUBOCTI Ta 3acTrocyBaHHsi. Po3BimyBaibHa
nisibHICTh. TexHiuHa po3Bigka. OCHOBHI TNPUHIIMIN OpraHizamii ¥ BeIeHHs
TeXHIYHOT po3Binku. Knacudikarmis 1HO3eMHOI TEeXHIYHOI PO3BIAKU. MOXKIMBOCTI
BU/IIB TEXHIYHOT pOo3BiAKH. [IpoTHIiS TEXHIYHUM 3ac00aM PO3BIJIKH.

4. 3aco0um BizeocmocTepe:keHHSI Ta TMOMKEKHOI CHTHAJi3amii, ix
xapakrepucTukn. CuHcTeMH OXOpOHM TepuTOpii. Ix kmacudikamis Ta
xapaktepuctuku. Cucremu curnainizaiii. KomOiHOBaHI cuCTEMU OXOPOHHU TEPUTOPIH.
CucreMu BIIKPUTOTO 1 MPUXOBAHOTO BIJEOCMOCTEPEKEHHS. 3aCO0M TMOXKEKHOT

5. Pajgio- Ta eslekTpOTeXHIYHI KaHaJM BUTOKY iHopmamii. Di3udnHi OCHOBU
pamio- Ta eNEeKTPOTeXHIYHUX KaHamiB. CTpyKTypa Ta kiacudikaiis pamaiokaHaIiB
BUTOKY 1H(popmariii. Pamgiomonitopunr. Kananm mnepexomieHHs — (3HSTTS)
iHopMmarlii 3 KaHasiB 3B’ sA3Ky. PamioenexkTpoHHi KaHaIM BUTOKY iH(QOpMAITii.

6. AxycTnuHi Ta BiOpoakycTHYHI KaHAJIM BUTOKY iHpopmamii. Di3uuHi
OCHOBHM aKyCTHKH Ta BIOPOAaKyCTHKH. AKYCTHYHI KaHalld BUTOKY iHQoOpMaIlii.
CepenoBuinie TOMUPEHHS aKycTUYHUX curHamiB. Lmsaxu BUTOKY aKyCTHYHOI
iHpopmartii. Oco0aMBOCTI BIOpOAKYCTUYHUX KaHATIB. AKYCTOCIEKTPUYHI KaHAIH.
OnTuko-enekTponHud kanan. [lapamerpuuni kanamu. OOnagHaHHS KIMHATH IS
MepEeroBopiB.

7. EneKTpuYHi KaHAJAW BUTOKY iHpopManii. Oi3U4HI OCHOBU E€JIEKTPUUHUX
KaHaiB BUTOKY 1Hopmalii. KaHan moO1YHUX €NeKTpOMAarHiTHUX BUIPOMIHIOBAHB
OT3C. Kanan mno6luHux enekTpoMmardiTHux BumnpominioBanb JT3C. Kanan
“mapasutHoi”’ monynsuii curHaniB BY reneparopiB. Kanan “mapasutnHoi” BY
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reHepaii niacuiatoBaviB. Kanan moOIiYHMX €IEeKTPOMAarHiTHUX HaBeJCHb Ha JIiHil
enextpoxkuBiaeHHss (3azemiieHHs) OT3C. Kanan mnoOIYHUX e€IEKTPOMArHiTHUX
HaBeqeHb Ha koMyHikauii AT3C. Kanan BY HaB’s3yBaHHA (1715 3HATTA 1HPOpMaIlii,
10 o0pobisersest B OT3C).

8. BisyaiibHO-oNTHYHI Ta MaTepiaJibHO-TIPeIMeTHI KaHAIu BUTOKY. Di3nuuHi
OCHOBU ONTHYHUX KaHAIIB BUTOKY 1H(Mopmanii. TexHidyHl KaHanu BUTOKY BUAOBOL
iHpopmarlii. 3arpo3u BUTOKY BUAOBOI iH(popmarii. CiocoOu OTpuMaHHSA BUAOBOL
iHpopmariii. CriocoOu MPUXOBAHOIO BIJEOCHOCTEPEKEHHS 1 3HOMKHM MarepiajabHo-
PEUYOBHHHI KaHaJM BUTOKY iH(opMarlii. CrocoOu rapaHTOBaHOI'O 3HUILEHHS Ta
no6yBaHHs 1H(OpMaIlii 3 MAarHITHUX HOCIIB.

9. 3akaagni mpuctpoi. Kananu BuToky iHpoOpMarllii Ha OCHOB1 3aKJIaJHUX
npuctpoiB. CyTHICTh Ta Kiacudikailisi 3aco0iB HECAHKI[IOHOBAHOI'O MEPEXOTUICHHS
iHbopMaii (3aknmagHux nOpucTpoiB). Pamiozakmamui mpuctpoi. PagiozaxmanHi
NPUCTPOi 3 TIEPEBHNPOMIHIOBAHHSIM. 3arajbHi XapaKTEPHUCTUKH Ta OCOOIUBOCTI
JESKUX THUIIB 3aKIaJHUX MPUCTPOIB. 3aKjaJHl MPUCTPOI TUIY «IOBre ByXo» abo
3aKiIazika «31 ITYYHO MITHATOI TpyOKowo». MepexeBi 3akiiaiHi MPUCTPOi. 3aX0au
3axucTy iH(opMallii BiJl BUTOKY KaHaJIaMU Ha OCHOBI 3aKJIQIHUX MPUCTPOiB. MeToau
BUSIBJICHHSI 3aKJIQIHAX MPUCTPOIB. JleMackyrodi 03HaKH 3aKJIaIHUX MPUCTPOIB.

10. Texuiyni 3aco0M NACHBHOIO Ta AaKTHBHOIO 3aXMCTy MOBHOIL
ingpopmanii. Crnextp mMoBHOro curHany. CrnekTpu HIymiB. 3allryMJICHHS MOBHOTO
curHany. [lepeTBOpeHHs CIIEKTpa MOBHOTO CHTHaly (CKpeMOJIIOBAaHHS CHUTHAIIB).
[TacuBHi 3acobu 3axucty. OpraHizamiiiHi Ta peXUMHI 3aX0au. AKTHUBHI 3aco0u
3axucty. CTBOpEHHS MacKylouM Ta BIOpariiHux mepemkon. JIiHiiHe 3arryMIIeHHS
JHIA eTeKTPOKUBIICHHS.

11. 3acTocyBaHHsI MOOLILHUX PUCTPOIB /ISl epeXonJieHHs inpopmanii Ta
3aco0u ix 3axumcery. Ckian MOOUTBHMX TpHUCTpoiB. IliaciayxoByrodi MpUCTpOi 3
MOOUTEHUM 3B'SI3KOM. GSM mificnyXOoBYIOUMH TPUCTPiIA HA OCHOBI MOOUIBHOTO
tenedona. Metoau mpoTH il MiACITYXOBYIOUUM MPUCTPOSM 3 MOOUTHHUM 3B’ I3KOM.

12. IlpunymenHss pagiokaHadiB BUTOKY iHopmamii. CTpykTypHa cxema
paxiomikpodona (PM). Cxemorexuiuna peamizaiisi anamorosux PM (100-108 MI'w,
433 MTI'n) i uudpoBux PM (2.4 I'Tn). [lpunnunu BUSBICHHS HAMIBIPOBITHUKOBUX
enemenTiB. Heminiitai pamionokaropu. Mertanomykaui. Knacudikaris 3aco6iB
BUSBIICHHS BUIPOMIHIOBAHb 3aKJIAJIHUX MPHUCTPOIB. Amaparypa paaiOKOHTPOIIO.
Hetextopn  3Y.  Amapatypa  npunaymeHds — pagiokaHamiB.  ['eHepartopu
3aropoKyBalIbHUX 1 MPHUIIUIBHUX MEPENIKo/l. 3aco0u MOPYIIEHHS POOOTH 3aKJIaTHUX
NpucTpoiB. PyliHYBaHHS 3aKjIaJHUX PUCTPOIB..

13. 3acoOm 3anobiranHst BUTOKY iH(opMalii Yepe3 moOiYHi Ta mapa3suTHi
eJIEKTPOMATHITHI BUNPOMIHIOBAHHSI Ta HaBeJdeHHs. Mojesi pearyBaHHs Ha
IHIMIeHTH.

[TapasutHi epeTBopenHs. [lapasutHi 3B's13Ky. JlaHmroru BUTOKY iH(OpMaIii.
OOMexkeHHsT Manux amIUIITyA. OJHOCIpSMOBaHa TNiepeAadya CUTHamiB. 3acolOu
€KpaHyBaHHS €JIEKTPOMArHiTHUX MoJiiB. Mojeni pearyBaHHS Ha IHIIUACHTU Ta iX
00poOKa.

Pexomenodosana nimepamypa
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2.4 Cucremn Ta TEXHOJOTII KidepOe3nexku

Llentp MoHiTOpUHTY Ta yrpaBiiHHs 6e3nexoro (SOC).
EnemenTu eHTpy MOHITOPHUHTY Ta yripaBiiHHs Oe3nexoro. SOC
JIrvomu B SOC. Tlponec B SOC. Texnomorii B SOC

4.  Kopnopatusauit SOC 1 mociyry 3 yrpaBiiHHS 1HOOpMaIIHOIO
0e3IMeKoro.

5. 3axucT 1 aHaJi3 KIHIEBUX MPUCTPOIB. 3arpo3u JUisl KIHIEBUX
pUCTPOiB. be3neka KiHIeBUX PUCTPOIB.

6. 3axuct Big mkigmuBoro [13 Ha piBHI XocTa.

7. 3axucrt Big mkigmuBoro [13 Ha piBHI Mepexi.

8. MbkMepexeBi eKpaHH Ha PiBHI X0cTa. BUsSBICHHS BTOPTHEHB Ha
ocHoBI xocta. dynHkuionyBanus HIDS.

9. TloepxHi Bpa3nusi 10 arak. DopmyBaHHS YOPHOTO 1 OLJIOTO CIIUCKIB
IIOTATKIB

10. Busnenns anomainiit mepexi. [lepeBipka Mepexi Ha ypa3auBOCTI.

11. 3aranpHa cuctema oriHku BpasnuBoctedt (Common Vulnerability
Scoring System, CVSS).

12. ba3a BpaznuBocteit CVE.

13. Cranpaprt 6e3neku nanux iHmycTpii arixkanx kapt (PCI DSS).

14. Cuctemu ympaBiiHHs 0€3MEeKOr0. YTPaBIiHHS PU3HUKAMHU.

15. KoHTpoJsib Bpa3znuBOCTEN. YTIPaBIiHHS pecypcaMmu.

16. KopmnopatuBHe ympaBiaiHHS BUTIPABICHHSIMHU.

17. Meroau ynpaBiiHHSI BUTIPABICHHSIMH.

18. Momnitopunr 6e3mekn. Syslog i NTP, DNS

19. Texnomorii mepeTBopeHHs MepexeBux aapec (NAT) i mepeTBopeHHs
anpec noptiB (PAT)
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20. IIudpysaHHs, IHKANCYISLIS 1 TYHEJUTIOBAHHS.

21. OpHopaHrosi Mepexi Ta Tor,

22. IHCTpYMEHT MOHITOPHHI'Y KOMaHAHOTO psnka tcpdump, NetFlow.

23. MOHITOPUHT 1 KOHTPOIb poOOTH NoAaTKIB. KypHanu GuibTpalii BMICTY.

24. IDS Tta IPS HOBOro MOKOJIiHHS.

25. Jlxepena nanux npo Oe3nexy. [loBHe nepexonaeHHs MakeTiB.
Kypuanu xocta. Cucremuuii xxypnai. XXypHanu cepBepis.

26. AmHani3 maHux BTOprHeHb. Security Onion. [HCTpyMeHTH BUSBICHHS
11 300py TaHUX MOTIEPEIKEHb.

27. JlerepmiHoBaHUM aHaNI3 1 IMOBIpHICHUHN aHami3. CKOpOYEHHS JaHUX.
Hopwmanizais qanux.

28. Poo6ora B Sguil. O6po6ka moiii B Sguil.

29. Tlpouec nudpoBoi TexHiuHOi ekcnepTu3u. Tunu nokasis. [lopsnok
300py J10Ka3iB.

30. OOGnik 30epirands pedoBuX J0Ka3iB. L{iicHICTH 1 30epeKeHHs TaHUX.
ATpuOyTH aTax.

31. PearyBaHHs Ha IHIIMJIEHTH 1 iX 0OpoOKa.

32. PosBigyBanbHa ataka. CTBOpeHHs 30poi. JlocTaBka 30poi.

33. 3acTocyBaHHS €KCILJIOUTIB.

34. PomMOoBuIHA MOJIEITb 1 JTAHIIOT KiI0epBOMBCTBA.

35. Kowmmn'torepHi rpynu pearyBanHs Ha Hajn3BuuaiHi curyaiii (CERT)

36. JKurreBwuii uki pearyBanHs Ha iHIuAeHTA NIST.

37. Eramnu BUsABIEHHS Ta aHATI3Y IHIMJICHTIB.

38. CtpumyBaHHS, YCYHEHHS Ta BIAHOBJICHHS.

39. Mii micns iHOmuaeHTy. 301ip 1 30epiraHHs JaHUX MPO 1HIUICHT

40. Bwumorwu 10 3BITHOCTI Ta 00MIH iH(popMaIIi€tO.
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