BIII'YK
Ha OCBITHBO-IpodeciiHy nporpamy «Kidoepobezneka»
1ArOTOBKH 37100yBad1B BHUIIIOI OCBITH HA JPYroMy (MariCTepcbKOMY) P1BHI B
3ax1JHOYKPalHCbKOMY HaI[IOHAJIbHOMY YHIBEPCUTETI

JlemapramenT ki10eproyimi HamjonanesHol moumiiml  YKpalHd, BUIIIOBIAHO J10
3aKOHOJIaBCTBA Y KpalHU, 3a0e31edye peas3ailio Jep>KaBHOI IOJITHKH Y chepl 00poTHOU
3 K10€p3JI0YMHHICTIO, OPraHI30BY€E Ta 3AIMCHIOE OIIEPATUBHO-PO3IIYKOBY HISUIBHICTS 1,
BIJIIIOBIJIHO, Ma€ IOTPeOy y NpodecifHuX KaJipax 3a OCBITHBO-IPOMECIMHOIO ITPOTPAMOIO
«K10epoOe3mekay.

B 3axilHOyKpalHCHKOMY HAaIllOHAJLHOMY YHIBEPCHUTETI Ha 0asl KaeapH
K10epOe3IeKu 3JIIMCHIOETHCS ITIJITOTOBKU 3400yBadlB BHIIOl OCBITH 32 OCBITHBO-
npodeciiinoro mnporpamoro «KibepOesneka». BkazaHa mnporpama XapaKTepU3yETHCS
MPAKTHYHOIO CIIPSIMOBAHICTIO HA OTPUMAaHHS 3/100yBayaMy 3HaHb Ta HABUKIB, TAKUX SIK
3aCTOCOBYBATH HaI[lOHAJIILHI Ta MDKHApPOIHI PEryJordl akTh B cdepl 1HQOpMaIIKiHOL
Oe3leKH JUIS PO3CILAyBaHHS BHYTPIINIHIX Ta 30BHIIIHIX 1HIUIEHTIB B c@epl
K10epOe3neKn; 3TIMCHIOBATH CUCTEeMaTUYHUM 301p 1 00poOKyY 1H(hopMallll, sika MOxe OyTH
BUKOPHCTaHa JUIS IIJABUIINEHHS 3aXMIICHOCTI MEPEeXl, IPOIECY YXBAICHHS PIUIEHHS,

OI[IHKM IporpamM a0o BHUPOOJICHHS IIOJITHKM O€3leKHd, 5Kl 3a0e3[1euyroThes
muctrmuTinamMu:  «JIOCHi/pKeHHsT 1 IIPOSKTYBAaHHS CHUCTEM 3axucTy iHdopMariiy,
«[udppoa kpuMiHamicTUKa», «MOHITOPMHI Ta VYIPAaBIIHHA 1H(OOPMAIITHOIO
0€3IIEKOI0», «AHAI3 NIKIJUIMBUX IIPOrPaMHOro 3a0€31IE€UYEHHS» Ta ITHIIUMU.

Biytin nporuaiil kidep3noynHaMm B TepHONUIBCHKIA 00aCT1 TUIHO CHIBIIPAIIOE 3
kadenporo kibepOesmexku s OOMIHY JOCBIJIOM, 30Kpema, BHKJIaJadl Kapeapu
3aIIPOIIYIOTECS JIJISI YMTAHHS MPOOJIEMHO-OPIEHTOBAHUX JIEKI(1M 3 aKTyaJlbHUX IUTAHb
K10epOe3nexu. [IpamiBHUKHM BIAALTY KIOEpHOJIIIll, B CBOIO YEPTY, IIPOBOIASITH TPEHIHIH 3
G POBOT KPUMIHAIICTUKY Ta 3HAKOMIISTH CTYJICHTIB OCBITHBO-IIPOQPECIIHHOI IPOrpaMu
“Ki10epoOe3nieka” 31 cnenu@1Kor poOOTH K1I0EPITOJIIIILI.

B minomy, ocBiTHBRO-TIpodeciiiHa nporpama «Kidepoesreka» apyroro piBHs BUIIO]
OCBITH 3a crreraibHicTIO 125 «Ki1bepbe3neka ta 3aXUCT 1HQOpMALIl», MA€E KOMIUIEKCHUN
MIX1X IS IJArOTOBKM  (axiBIIB, $KI  BOJIOJAIIOTH (PAXOBMMHM HaBUKaMH Ta
KOMIIETEHTHOCTSIMHU HEOOXITHUMHU JUUISL MMOJAJNBIIOI ITPOQECIMHOl AISIIBHOCTI 3a JIaHOIO
CIEIIAILHICTIO Ta PEKOMEHJYEThCS JUId peamsanll y 3axiJHOYKPalHCBKOMY
HaI[lOHAJILHOMY YHIBEPCHUTETI.

B TepHonuischkik oOnacti JIKII
HaimmonanbsHO1 MOl Y KpalHu

IT1JII0JIKOBHUK IOJIIIIT Irop 1 JIA 1M1




BIJII'YK

Ha OCBITHBO-TIpOo(eciiiny nporpamy «KidepOesnekar»
M1rOTOBKU 3700yBauiB BUILIOT OCBITH HA IPYroMy (MaricTepCcbKoMy) piBHI
3a cnemianpHicTiO 125 KibGepOesmneka Ta 3axuct iHpopmarrii

SlkicHa miarotoBka 3400yBauiB BHUINOI OCBITU B cdepl KibepOe3neku Ta
3axXUCTy I1H(oOpMalli € BaXJIMBUM Ta aKTyaJdbHUM 3aBaaHHaM. [lorpeba B
kBai(hikoBaHUX (paxiBISIX 3 MUTAHL PO3POOKH Ta BIPOBAIKEHHS 3aXUIICHUX
iH(opMaIiiHUX CUCTEM IMOCTIMHO 3pOCTa€ 1 15 TeHJEHIIs Oyje 30epiratucs B
MaliOyTHBOMY.

OcBiTHBRO-TIpOdeciitHa nporpamy «Kibepbesmnekay JIPyToro
(Marictepchbkoro) piBHsS, 1[0 po3pobieHa Ha Kadenpi KidepOe3meku
3axiAHOYKPATHCHKOTO HAI[IOHAIBHOTO YHIBEPCUTETY, JUISl MiATOTOBKHU (DaxiBIliB
BpaxoBy€, SK Cy4YacHI HANpsIMKU JOCHIPKeHb TaK 1 TEHACHIII PO3BUTKY
KpuntorpadiuHuX aJropuTMiB Ta MPOTOKOJIIB.

OcBiTHS mporpama COpsIMOBaHa Ha  OTPUMAHHS  MOTVIMOJEHUX
TEOPETUYHUX 1 MPAKTUYHUX 3HAHb, WIOJI0 PO3POOKH, BIPOBAKEHHS Ta
JOCIIIIKEHHSI CUCTEM 3aXUCTy 1H(opMallii, aHami3zy MKIJIUBOTO MPOrpPaMHOIO
3a0€e3IeUeHHs], BUSBIICHHS Ta pearyBaHHs HA KIOEPIHIUICHTH.

HapuanbHuii miaH, mnepenik Ta oOCSIT HOPMATUBHUX Ta BHUOIPKOBHUX
OCBITHIX KOMITOHEHT MIATOTOBKHM MAariCTpiB MOBHICTIO BIJIMOBIJA€ CTPYKTYPHO-
JIOT1YHIN CXeMi Ta 3aBJIJaHHSAM OCBITHRO-TIpodeciiinoi mporpamu «Kidepoesmnekay.

BBaxaro, mo ocBiTHbO-TIpodeciiina mporpama «KibepoOesneka» apyroro
(MaricTepchbKoro) piBHS BiAMOBIAAa€ CTaHy MIATOTOBKH (axiBIliB 3 KidepOe3neku
Ta MOXKEe OyTH pEeKOMEHI0OBaHA JIJIsl iITOTOBKH CTYJEHTIB 3a CIiemianbHICTIO 125
Kibepb6esneka Ta 3axuct iHpopMmaiii B 3axXiTHOYKPATHCHKOMY HAI[IOHATTEHOMY

YHIBEPCUTETI.
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KepiBHUK OCBITHBOTO I€apTaMEHTY

Distributed Lab, x.T.H., 1011€HT JW/ Onena BOJIOIIYK



Ha OCBITHBO-NIpoMheciuny nporpamy «Kidbepodesiexan
N1ACOTOBKH 3/100yBaylB BUILIOI OCBITH Ha APYroMy (MariCTepchbKOMY ) PIBHI B

3ax1JHOYKPAlHChbKOMY HAI[IOHAJIBbHOMY YHIBEPCHUTETI

JI1s 3axucTy 1H@QOpMAILIll B KOMII FOTEPHUX Ta IHPOPMALIMHUX CUCTEMAX, SKI
IIUPOKO  BOPOBAKYKOTHCA B PI3HI  Tajly3l  €KOHOMIKH,  IIOTPI1OHI
BUCOKOKBaJII(PIKOBaH1 (paxiBIl 3a chnemanbHICTIO «KibepOe3neka Ta 3axucT
iHbopmMaiii». Ha ganmii yac, Ha pUMHKY Ipaill, BIAYYBAEThCSI rocTpa morpeda y
dhax1BISIX 3a L€ CIIELIAJIbHICTIO.

OcBiTHBRO-TIpO(deciiiHa  nporpama  «KibepOesmeka»  po3poOiieHa  Ta
peam3yeTbCs  BHKIJIazadamMu Kadeapu KiOepOe3neku 3ax1JHOYKPalHCHKOIO
HAIlIOHAJILHOTO YHIBEPCUTETY 13 3aJIy4€HHSIM CIICIIaJIICTIB IIPaKTHKIB Ta
CTYIEHTIB.

3axX1JHOYKPalHCBKOIr0 HAI[IOHAJIBHOI'O YHIBEPCUTETY Ma€ KBaJll(h1KOBAaHUU
HAyKOBO-NEJAaroriyHiy IepCcoHaJ, MaTeplajiIbHO-TEXHIYHE Ta 1H(QOpMaIlliHE
3a0e31e4YeHHs AJIs IM1IN0OTOBKY JOOYBaY1B BHUIIO1 OCBITH 3a OCBITHBO-IIPOMECINHOIO
nporpamoro «Kidoepoeznekay.

OCBITHS IporpamMa BU3HA4ae U1, IIPOrpaMHl KOMIIETEHTHOCTI Ta pe3yJIbTaTH
HaBYaHHS, SIK1 BIAIIOBIIAOTh CTaHIAPTy BUIIIO1 OCBITH.

OCHOBHHM (OKYC OCBITHBOI IIpOorpaMM — IIIATOTOBKA (PaxiBIIB JIs
NPOBEICHHS  JOCIIIKEHbh Ta  HAYKOBO-TEXHIYHHX pQ3p06OK y  rajiysl
1H(POPMaAIIMHO] Oe3rekHu Ta\abo K10epOe3IeKH.

PeneH3oBaHa oOcCBITHbO-IpodeciiiHa Inporpama «Kibepbesmeka» 37aTHA
3a0€3MeYNTH, 32 YMOBH BHUKOHAHHS 11 YYaCHHKaMM OCBITHBOI'O IIPOLECY, SKICHY
MIArTOTOBKY 37400yBa4iB BHILOI OCBITH APYTroro (MariCT€pCbKOro) piBHS IJIS

3aXUCTY IHQOPMAILIMHUX PECYPCIB Bl CY4aCHHUX 3arpos.

JIOKTOp TEXHIYHMX HayK, IIpodecop,
3aB1AyBa4d Kadenapu Oe3neKu
IH(OpMAaIIMHUX TEXHOJIOTH
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HarmonanbsHOro yHIBEpCUTETY
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Ha OCBITHLO-TIpOdeciiny nporpamy «Kidepbesiiexay
M1ACOTOBKH 3/100yBaylB BHILOI OCBITH HA JAPYroMy (MaricTepCbKOMY) PIBHI B

3ax1IHOYKPAIHChbKOMY HAIL[IOHAJIBHOMY YHIBEPCHUTETI

JI1s 3axucTy 1H(GOpMAIL[ll B KOMIT FOTEPHUX Ta IHPOPMALIMHUX CUCTEMAX, SKI
[IUPOKO  BOPOBAIKYIOTBCI B PI3HI  Tally3l  CKOHOMIKH,  IIOTPI1OHI
BUCOKOKBaJII(PIKOBaH1 (PaxIBIl 3a CIENIaJbHICTIO «Ki6ep6e3nel<a Ta 3aXMCT
iHbopmMalii». Ha manuit yac, Ha pMHKY Ipalll, BIAYYBA€THCI roCTpa morpeda y
(daxiBISIX 3a L€ CIEL1aIBHICTIO.

OcBiTHBRO-TIpO(deciiiHa  nporpama  «KibepOesmeka»  po3poOiieHa  Ta

peam3yeTbCs  BHKJIazadaMu Kadeapu KiOepOe3neku 3ax1TJHOYKPalHCHKOIO
HAIlIOHAJILHOTO YHIBEPCUTETY 13 3aJIy4€HHSIM CIICIIAJIICTIB IIPaKTHKIB Ta
CTYIEHTIB.

3axX1JHOYKPalHCBKOIr0 HAI[IOHAJBHOT'O VYHIBEPCUTETY Ma€ KBaJll(p1KOBaAaHUU
HAyKOBO-NIEJAaroriyHuid IepCcoHaJ, MaTeplajibHO-TEXHIYHE Ta 1H(QOpMaIlliHE
3a0e31e4YeHHs AJIs IM1ATOTOBKY J00OYBaY1B BHUIIO1 OCBITH 3a OCBITHBO-IIPO(MECIMHOIO

nporpamMoro «Kibepoesmneka.

OCBITHS IporpamMa BU3HA4ae U1, IIPOrpaMHl KOMIIETEHTHOCTI Ta Pe3yJIbTaTH

HaB4YaHHsI, SIK1 BIAMIOBIIAOTh CTaHIAPTy BUIIIO1 OCBITH.

OcCHOBHMM (OKYC OCBITHBOI IIporpaMd — MIACOTOBKA (haxiBIIB JJIs
NPOBEACHHS  JIOCIIIKEHbh Ta  HAYKOBO-TEXHIYHHUX PO3POOOK y  raiysl

1H(POPMaAIIMHO] Oe3rekHu Ta\abo K10epOe3IeKH.

Perien3zoBaHa oOCBITHBO-IIpo(eciiHa IporpamMa «KibepOeszneka» 31aTHa
3a0€3MeYNTH, 32 YMOBHM BHKOHAHHS 11 YY4aCHMKaMH OCBITHBOI'O IIPOLIECY, SKICHY
NIACOTOBKY 3400yBayiB BHILOI OCBITH APYroro (MariCTe€pCbKOro) piBHSA OJId

3aXUCTY IHQOPMAILIMHUX PECYPCIB Bl CY4aCHHUX 3arpos.

JIOKTOp TEXHIYHMX HayK, IIpodecop,
3aB1AyBa4 Kadeapu Oe3IeKH
IH(OPMALIMHUX TEXHOJIOT1H

HaiioHansHOro yHIBEpCUTETY
«JIBBlBCLKa [TOJIITEXHIKA)
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Penensis

Ha OCBITHLO-TIpOdeciiiny nporpamy «KidoepOesrnexkay
MArOTOBKH 3100yBadiB BUILIOI OCBITH Ha APYyroMy (MariCTepCbKOMY) p1BHI
3a crienianbHicTio 125 «KibepoOesneka Ta 3aXUCT 1HdOopMarin
raay3sl 3HaHb 12 «IH(hopMaLliHl TEXHOJIOTTI

3aXUCT KOHMIACHIIMHOCTI, LUIICHOCTI Ta AOCTYIHOCT! JaHUX € BaKIHWBUM
3aBIAHHAM JUTST HAJIMHOro Ta 0e3meyHoro (yHKUIOHYBAHHS 1THMOPMALIIUHUX CUCTEM.
daxibri 3 kidepOe3exku Ta 3aXUCTy 1HhOpMallil € 3aTpeOyBaHUMU HA PUHKY Mpalll SIK B
Iep)KaBHOMY, TakK 1 B IPUBATHOMY CEKTOPI.

OcBiTHRO-TIpOGecifina nporpama «KidepOesrneka» apyroro (mMaricTepcbKoro)
piBHS 3a cnemaibHIicTIO 125 «KibepOe3neka Ta 3aXUCT 1H(QOpMAI» raiay3l 3HaHb
12 «Indopmanifini TEXHOJOTI» SBJISE COO0K CUCTEMY JOKYMEHTIB, IO pO3po0JIeHa
[TICJIST KOHCYJIbTAlIM 3 TTOTEHLIMHUMHU pOOOTOAABLSIMU 3 YPaxXyBaHHIM IMOTPEO pErioHy
Ta BUMOT 3aKOHY «IIpo OCBITY» 1 3aTBEPIKEHA BULLIMM HABYAJIBHUM 3aKJIAJI0M.

OcBiTHRO-TIpOdeciiiHa nporpamMa «KidepOe3neka» CkiaageHa JOrIYHO. Y HIN
BU3HAUYEHO METY, 3aBJaHHs, a TAKOX 3arajbHl Ta (haxoBl KOMIIETEHTHOCTI BIJAIIOBIIHO
10 cTaHaapTy Ta HamioHajabHOI paMKU KOMIIETEHTHOCTEH. [lepenik Ta mociioBHICTh
BUBUCHHS OCBITHIX KOMITOHEHT BIJIIOBIIAOTh CTPYKTYPHO-JIOTIYHINA CXEMI IIATOTOBKH
CTYJGHTIB 3a crieuiajibHicTio «KibepOe3neka Ta 3axXuCT 1H@OpMAaII» Ha APYyromy
(MaricTepcbKoMy) pIiBHI 1 TOKJIMKaHI CHOPHUITA 3a0€3MEYEHHIO  BIJIMOBIIHOCTI
MIPOrpaMHUX Pe3yJILTATIB HABYAHHS 3alIUTaM MOTEHUIWHUX pOOOTO/IaBIIIB.

3axiTHOYKpalHChbKHUH HalllOHAJbLHUM YHIBEPCUTET Ma€ JOCTATHIM KaJApPOBHUU
MOTEHI[1aJl, HEOOX1JJHE MaTeplaJibHO-TEXHIYHE 3a0€3ME€YE€HHsI Ta CYy4YaCHE HABYAJIbHE
CepeIOBHUILE IS SIKICHOT MIATOTOBKU (PaxiBIIB 3 KIOECPOE3IICKH.

PenieH3oBaHa OCBITHLO-TIpOdeECIMHA MporpaMa Mae BCl HEOOX1IHI CTPYKTYPHI Ta
3MICTOBHI KOMIIOHEHTH, BIJIIIOBIJA€ CTAHAAPTY BHILOI OCBITH, JHO3BOJISIE JOCATTH
BU3HAYEH] CTAHAAPTOM IMPOrpaMHl pe3yJIbTaTH HABYAHHS Ta CPOPMYBATH HEOOXIHI
HAaBUYKH y (paxiBLIB criellajbHOCTI 125 «Ki10epOe3neka ta 3aXucT 1H(OopMaLiD.

3 ypaxyBaHHsaM BuKIaaeHoro Ol «Ki10epOe3neka» Moxe OyTH peKOMEH10BaHa

N7l BOPOBAJKEHHS B HABYAJILHUKM NpPOLEC 3aX1JTHOYKPAIHCHLKOIO HAIlIOHAJIBHOTO
YHIBEPCUTETY.

KauauagaTr TeXHIYHUX HAYK, JOLEHT,
NOLIEHT Kadeapu K10epOe3reKku /4 >
XMEJIBHULBKOTO HALIIOHAJILHOTO YHIBEPCUTETY /)‘?}7# } ‘:1”"__,_:,& - Bikrop UELLTYH

/!




