PELIEH3LSI

Ha OCBiTHBO-IIpodeciitny mporpamy «KibepOesneka»
MiZIrOTOBKH 3400yBa4iB BHIIOI OCBITH Ha JpyroMy (MaricrepchbkoMy) piBHi B
3axiqHOyKpalHCHKOMY HalliOHaJTPHOMY YHIBEPCUTETI

Ocsitast porpama "KiGepOesmeka" 1ist MiArOTOBKMA MariCTpiB BiANOBiZae Cy4aCHUM
BUMOTaM PHMHKY Ipalli Ta € aKTyaJlbHOIO Y 3B’S3KY 3 IIOCTIHUM 3pOCTaHHAM Kibep3arpos i
HeoOXinHicTIO 3a0e3IeUeHH HAJIC)KHOTO PiBHS 3aXUCTY iHpopMalil B ycix cepax CyCniIbHOT
nisneHocti. Ilporpama opieHToBaHa Ha (OpMyBaHHA Yy 3400yBauiB OCBITM KOMIUIEKCY
TEOPETUYHMX 3HAHB, MPAKTHYHUX HABUYOK i MpodeciiHIX KOMIIETEHTHOCTEH, HEOOX1IHUX [/
edexTuBHOT pobOTH Yy chepi KibepOe3neku.

3MicT OCBIiTHBOI NporpamMu Y3ro/KeHUH i3 Hil0YMMM cTaHAApTaMH BHILOI OCBITH /A
cnemianeHocTi  "KiGepOesmexka Ta 3axwer iHdopmamii”. Ilporpama MICTUTH YiTKO
chopMybOBaHI MpOTpamMHi pe3yNbTaTH HaBYaHHA, 0 3a0e3NeYyloTh IiATOTOBKY
BUCOKOKBaTi(pikoBaHMX (haxiBIiB, 3AaTHUX BHPINIYBAaTH CKIaIHI NpakTUIHI # HaAyKOBI
3apMaHHa y cepi kibepbesmekn Ta 3axucty iHdopmanii. KoxkHa 3 OCBITHIX KOMIIOHEHT
BI/ITIOBi1a€ BUMOTaM NMpodeciifHUX cTaHAapTiB Ta BPaXOBY€E CY4acHHUH CTaH pPO3BUTKY raiysi.

AHaJII3 CTPYKTYPH MPOrpaMu 3acBiauye ii 30a7aHCOBaHICTE Ta CYy4acHICTh. BkmouyeHHs
TaKUX JOUCIUIUTIH, AK "Merononoria HaykoBux gociimkens" (OK 1) i "ocmimkeHus i
npoeKTyBaHHs cucTeM 3axucty iHpopmanii” (OK 6), 3abesneuye hopMyBaHHS Y CTYIEHTIB
HABHYOK TPOBEICHHs BIACHHUX JOCIIIKEHb Ta PO3poOKU iHHOBALiMHUX DIlllEHb y Taimysi
kibepOesnexkn. "MoHiTopuHr Ta ympasninas iHdopmamniitHoro OGesmekoro" (OK 3) Ta
"TecryBanHa KomiI'roTepHHX cucTeM Ha npoHukHeHHA" (OK 4) BiAmoBimaioTh CydyacHUM
3armuTaM poOOTOABIIIB MO0 MPAKTHYHOI MiArOTOBKY CIELiaIiCTiB 10 pealbHUX Kibep3arpos.

Oco06imuBoi yBard 3aciyropyroTh KoMmnoHeHTH "LludpoBa kpuminanictuka" (OK 7) ta
"AHaji3 MKIMBOro mporpaMHoro 3abesmeueHHa" (OK 5), sxi garoTe 3Mory 3g00yBayaM
OIlaHYyBAaTH IHCTPYMEHTH Ta METOMHM PO3CIiAYyBaHHA IHIMIACHTIB, iAeHTH(IKaLli, aHAII3y Ta
NPOTH/IIT CydacHUM KiOep3arpo3am.

3arajoM, OCBITHs TIporpamMa € Cy4acHOI0, KOMILIEKCHOIO Ta BilIIOBiZac akTyaJbHUM
norpedam puHKY 1parti. BoHa 3a6e3neuye miIroToBKy (axiBiiB, 3aTHUX YCIIIIHO PalioBaTH
B yMOBax IIOCTIHHOT eBoJIIOLIT Kibep3arpo3 Ta CHpPHATH IMiJBUIICHHIO piBHS KibepOe3neku sIK
Ha HalliOHAJILHOMY, TaK 1 Ha MIXXHAPOJIHOMY PIBHSIX.

JIOKTOp TEXHIYHUX HAYK, C.H.C.,
3aBifyBa4 Kadeapu 6e3nexu iHpopMallifHux TEXHOIOoTiH
HanioHaasHOTO YHIBEPCUTETY
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PELIEH3IS

Ha OCBITHBO-1IpOdeciitny nporpamy «KibepOesneka»
[1ITOTOBKH 3100yBayiB BUILIOT OCBITH HA APYTroMY (MaricTepCcbKOMYy ) piBHI
3a crienianbHicTio «KidepOesneka Ta 3axucT iHGoOpMallin
B 3aX1THOYKpaiHCHKOMY HalliOHAILHOMY YHIBEpCUTETI

3axucT KOH(PIACHIIHHOCTI, LUIICHOCTI Ta MIOCTYIHOCTI JaHUX € OJHHM i3
BOKITUBUX 3aBIaHb s CTaOLTRHOrO (DYHKIIOHYBAHHS 1H(MOPMAIIMHUX CHCTEM Yy
JIEP’KABHOMY Ta IpuUBAarTHOMy cektopax. ®axisui 3 kiOepOesriekd Ta 3axHCTy
iH(OopMaLT 3aIMIa0ThCs BKpal 3aTpe0yBaHMMK Ha PUHKY Mpalli, a BAMOTH 10 IXHbOT
npodeciiHOl MArOTOBKM NMOCTIHHO 3pOCTAlOTh y 3B’SI3KY 3 YCKIAIHEHHSAM 3arpo3 i
MOSIBOIO HOBMX TEXHOJIOTIH.

OcBiTHBO-TIpOdeciliHa Mporpama MiATOTOBKM MAaricTpiB 3a CIELiabHICTHO
"KibepOesmneka ta 3axucT iHopmariii" po3podiena Ha ocHOBI CTaHaapTy BULIOT OCBITH
MIArOTOBKM MaricTpiB crenianbHocTi «KibepOesmeka» Ta BuMor I[Ipodeciiinoro
cranfapty "d®axiBeub 3 TECTYBAHHsS CUCTEM 3axMCTy iHpopMmarii", 3aTBEPIKEHOI0
HakasoM AnmiHicTpauii Jlepaxcenenss’ssky Ne 38 Bin 23 ciuns 2024 p.

CrpyKkTypa mporpaMu rnodyjoBaHa JIOTIYHO, i3 BU3HAYEHHSM METH, 3aBJAHb,
3araJbHUX 1 (PAxXOBHX KOMIIETEHTHOCTEH, IO MOBHICTIO BiAMOBiAAIOTH BHMOram
Hanmionanenoi pamku KBamidikalifi Ta AilOYAM CTAHZApTaM BHILOI OCBITH i
npodecitinnm cranpapram. [leperik i MOCHiTOBHICTE BUBYEHHS OCBITHIX KOMITOHEHT
3a0€3MeuyOTh  BIANOBIAHICTH I[IPOrPAMHUX PE3yJbTATIB HABUYAHHS aKTyaJTbHHM
noTpedam pHHKY IIpali ¥ BUMoram MoTeHIiHUX poOOTOIaBIIIB ¥ chepi kibepbesneky.

Cepell KOMIIOHEHTIB NPOrpaMH BUIUISIOTHCS JIMCUHMILTIHHM, CIIPSIMOBaHi Ha
OBOJIOJIHHSA Cy4aCHMMHM [i/IXOJlaMM /0 MOHITOPHMHTY, VIpaBIiHHS U ayaury
iHpopMmaliifHoi Oe3meKkH, TeCTyBaHHS KOMII'IOTEPHHX CHCTEM HA TPOHHMKHEHHS,
UM@POBOI  KPUMIHANICTUKH, aHAIi3y MIKITMBOTO MPOrpaMHOro 3abe3neueHHs,
JIOCITI/DKEHB 1 MPOEKTYBAHHS CHCTEM 3aXUCTy iH(GOpMaLii.

PenieH30BaHa OCBITHBO-1IpOQeciiina nporpama Mae Bei HeOOXiTHI CTPYKTYpHI it
3MICTOBHI ~KOMIIOHEHTH, BianoBigae BuMoram CraHmapTy BHINOI OCBiTH i
npodeciiHOMYy CTaHAApTy, 3ale3nedye MOCATHEHHS BU3HAUCHUX MPOTPAMHHUX
pe3ynbTaTiB HaBYaHHA Ta (GOpPMYBaHHs 3aTpe0yBaHMX KOMIIETEHTHOCTEH y MaricTpis
cneujanbHoct 125 "Kibepbesnexa ta 3axuct indopmarii”,

3 ypaxyBaHHsIM BHKJIaJEHOT0, OCBITHBO-Ipodeciitny nporpamy "Kibepbesmnexa"
PEKOMEH/IYI0 JJIi  BIPOBA/UKEHHs B OCBITHIA mpouec 3axiJTHOYKpaiHCHKOIO
HALlIOHATBHOTO YHIBEPCUTETY.

Kanaunmar TexHiuHUX HAYK, TOICHT,
noueHT kadenpu kidepbesnexu

4

>~ Bixrop YEIIIYH

23.0¢.2028)



BIIT'YK

Ha ocBiTHRO-Ipodeciiiny nmporpamy «Kidepbesmekay»
iArOTOBKH 37100yBaviB BHIIOI OCBITH Ha IPYroMy (MaricrepchbKoMy) piBHI B

3axiHOYKpaiHChKOMY HalllOHAIBHOMY YHIBEPCHUTETI

SIx daxisenp Bimminy mpoTuAil KibepsnounHam JlenapTaMeHTy Ki6Gepromimnii,
MOKY 3aCBII4UTH aKTyalbHIiCTh Ta IPAKTHIHY Opi€HTOBAHICTH OCBITHBO-IPO(ECIAHOT
nporpamu  «KiGepbesmeka», 10  peali3yeThCs kadenporo  Kibepbesmexu
3axiIHOYKpaiHCHKOrO HAliOHABHOTO YHIBEPCHTETY.

CyudacHi peatii AiSUTBHOCTI HiXpO3/ILIiB KiGepromnimii moTpebyroTh (paxiBLiB, AKi
BOJIOMIIOTh KOMILIGKCHMMM 3HAHHAMH H NPakTHYHUMH HaBUIKaMH Yy cepax
TecTyBaHHA iHQOPMALIHIX CHCTEM, IHPPOBOT KPYMIiHATICTHKH, aHATi3y KIIIABOIO
IIporpamMHoro 3abesreyeHHs. 3alpoIoHoOBaHa mporpama BiJITOBiac MM BUMOTaM 1
e()eKTHBHO TOTY€E CTYJIEHTIB 110 MPAaKTUYHOT JISTBHOCTI.

Oco61MBO BAapTO BiI3HAYATH TIiCHY CHIBIpAIio Kadeapu 3 HalluM BIJITITIOM.
3aBagKy [l CIIBIpali CTyAEHTH HPOXOMIATH HEePeIIUIIOMHY MPAKTUKY B yMOBAX,
MaKCHMAJIBHO HAOIMKEHNX [0 PealbHUX BUKIUKIB 00pPOTHOM 3 kibepanounHHicTIO. L1e
703BOJIAE iM HAOYTH HEOOXIIHOro MPaKTUIHOIO JOCBiy, 0 3HAYHO MiABUILYE 1X
KOHKYPEHTOCIIPOMOXHICTh Ha PHHKY mpami Ta SKICTh IOJAJBIIOrO BUKOHAHHS
npodeciitHix 000B’A3KiB.

BayMBHM € i Te, IO HABYAIbHWIM I[pOIEC IOCTIAHO OHOBIIOETHCS 3
ypaxyBaHHSM HAIIMX PEKOMEH/IALliA Ta Cy4acHUX TeHJICHLI PO3BUTKY Kibep3arpos.
Ile rapaHTy€ BiAMOBINHICTL IPOrPaMy aKTyTbHAM BUKIIMKAM.

TakyM YMHOM, OCBITHBO-TIpOdeciiiHa mporpama «Kibepbesmneka» 3ade3nedye
SKICHY IIiIrOTOBKY CHEialiCTiB, IO Bi/ITOBiIa€ CydyacHMM IIOTpedaM Ta BUMOraM
IPaKTHYHOT MisUIBHOCTI 3 MpoTupil Kibep3modnHaM. BBaxkxaeMo ii aKTyaJIbHOIO Ta

e(EeKTHUBHOIO 1 PEKOMEHTyEMO IS MOJAIBIIO] peaizaii.

Crapmuii ornepyrnoBHOBaKEHUH
BimiTy IpOTUAIl KiOep3IoYnHaAM
B TepHOMNIBCHKIH 0061acTi
JlenapTaMeHTy KiOeprHomimil
Maxcum CEPBATHIOK

HarnionansHoi mominii YKpainu
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BIAI'YK

Ha OCBITHBO-TIpodeciiHy nporpamy «KibepGesmneka» Ha Apyromy (MaricrepchkoMmy)
PiBHI BUIIOi OCBITH 3a crenianbHicTio «Kibepbesmneka Ta 3axucT iHpopMaLii»

Y yMoBax CTPiMKOIo pO3BHTKY LM(POBHX TEXHONOTIH Ta 3pOCTaHHS KiTbKOCTI
Kibep3arpos, miarotoBka ¢axiBLiB y cdepi kiGepbesnexm HabyBae 0co6IHBOL
BaxnuBocTi. Ilotpeba B mpodeciiHUX Kaipax, 34aTHHX e(peKTHBHO 3aXHINATH
iHpopMmaniiHi pecypcu, 3abesnedyBaTH HafifiHicTh 1MbpPOBOT iH(pPacTPyKTYpH Ta
MPOTHAIATH KiOEp3MOYHMHHOCTI, € aKTYalbHOK SK IS JEPKaBHMX TaK 1 Juis
IIPUBATHUX YCTAHOB HAIIIOTO PEriOHY.

OcsiTrsa nporpama «KibepOesneka» po3pobiieHa mpodecopchKo-BUKIAAALBKAM
cknanoM Kadenpu xibepoesnexu 3YHY i3 3amydeHHAM CTyIEHTIB Ta BUIYCKHHUKIB, €
aKTyaJIbHOIO Ta Bi/INOBIIa€ Cy4YaCHUM BUKIIMKaM LH(POBOT TpaHchopMaliii.

3 TOYKHM 30py IPaKTHMKM YMPaBIiHHSA MH(POBI3ali€r, 3a3HAaYEHA IpOrpama
BUPI3HAETbCA BHCOKMM DiBHEM IHTerpauii TEOpPEeTHYHUX 3HAHB i3 NPAaKTHIHUMU
HaBUYKaMH. BUTlyCKHMKH IporpaMu IEeMOHCTPYIOTh KOMIUIEKCHE PO3YMiHHS 3aB/laHb,
NOB'A3aHHUX 13 3a0e3nedeHHsM iHdopManiitHoi Ge3nekn, ynpaBIiHHAM pU3MKAMH Ta
pearyBaHHIM Ha Kibep3arposu.

Oco6MBO BaXJIMBHM € Te, L0 A0 MPOLECY (OPMYBaHHS OCBITHBOI HPOrpaMH
aKTHBHO 3JTy4alOThCA CTYJEHTH Ta BUITyCKHHKH, SKi MalOTh IIPaKTHYHHUI JOCBig Ta
4iTKe OauyeHHs akTyambHHX HOTpeG chepu mudbposBoi Tpancdopmaii. Ile mo3Bosse
mporpami OyTH MAaKCHMAJIbHO aJalTOBaHOK JI0 PEalbHUX HOTped perioHy Ta
3a0e3nedyBaTy IiJrOTOBKY KOMIIETEHTHUX (axiBLIiB.

BBaxaro, mo Taka OCBIiTHS iHILIATHBA € aKTyalbHOIO Ta BAXKIMBOK VIS

peanizanii 3aBAaHe HEGPOBOI TpaHC(HOpMALIiT HAIIIOTO periony.

Bukonysay 060B’s13kiB HauaIbHUKA
ynpasniHHs 1H(poBoi TpaHchopmarii
TepHonibckkoi 001acHOT BilickKOBOT
agMiHicTparii
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