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Onuc TMCHUILTIHT

Jlanuit Kypc 3HallOMUTb CTYJEHTIB 13 OCHOBHUMH (yHJIAMEHTAJIbHUMH IOHITTAMH 1
3aKOHaMH KpunTorpadii s IX BUKOPUCTaHHS B Cy4acHUX KibepcucTemax; MpUHIMIIaMU TT00YI0BU
KpUNTOrpadiuHuX alrOPUTMIB, OCHOBHUMH KpUNITOrpadiYyHUMHU CTAaHAAPTAMU Ta IX BUKOPUCTAHHS B
3aadax 3axMcTy iH(OpMAIlii; OCHOBHUM MaTeMaTHYHUM amapaToM Ta 3aKoHamH Kpurrorpadii y
npodeciifHii IisSIBHOCTI; NMPOrpaMHMMM Ta amapaTHUMHU 3aco0amH, sKi peati3yloThb OCHOBHI
KpunTorpadiuHi aIrOpUTMU JAJIsl BUPIILIEHHS TUIOBUX 3aja4 3aXUCTy 1H(popMaIlii.

CrpykTypa Kypcy

Ne Tema Pe3yabTaTH HABYAHHS 3aBraHHA

3HaTH OCHOBHI IOHATTS KPHIITOJOTI (BiIKpHTHIl
TEKCT, IMUPPOTEKCT, KITI0Y, IUQP, KPUITOAHATI3) Ta
0a30Bi MPUHIMIK KPHUNTOTPaPigHOTO  3aXUCTY
Beryn. OcHoBHi noHATTA Ta | iHGopManii. Po3yMmiTH CTpykKTypy Ta OCHOBHI
BH3HAYEHHs. 3aKOHOJIABCTBO | [TOJIOXKEHHSI 3aKOHOJABCTBA YKpaiHum y cdepi

1 VYkpainu B raiy3si 3aXucTy 3axucry iHdopmaii, 30kpema 3akonu «IIpo 3axuct Tecrn,
iHpopmanii. [Tpunnunu iHpopmauii B iH(pOpMaLiiHO-TEICKOMYHIKAIMHNX | THTaHHA
KpunrorpadiqyHoro 3axucty | cucremax» Ta «IIpo eleKTpoHHI JOBipUi MOCTYTHY.
iHpOpMaIii. VYceBigommoBaT poib Kpunrorpadii cepex iHIIHX

METO/1B 3aXUCTy iHPOpMAaLii (TEXHIYHUX, TPABOBHX,
opraHizaniitaux) ta ii 3HaYeHHs YIS MalOyTHHOTO
nejarora UQPOBUX TEXHOJIOTIH.

3HaTH TPUHUUIM NOOYJIOBM KJIAacCMYHUX MHPIB
MiZICTAHOBKM Ta NEPECTaHOBKH, 30Kpema Muppu
Le3aps1, Bixenepa, [Tnefidepa ta Mmarpuanmii mudp.
BMiti BUKOHYBaTH mUQpyBaHHs i AemudpyBaHHs
TIOBiJOMJICHB 32 JIOTIOMOT'OI0 KJIACHYHHUX METOJIiB Ta
aHayi3yBaTh iXHIO KpUNTOrpadiyHy CTIHKICTb.
Posymitr eBostomio KpunTorpadgiaHIX METOMIB BifT
AHTUYHOCTI 10 cepeAnHU XX CTONITTS Ta NPUYUHH
iXHBOI Bpa3JIMBOCTI.

Tectn,
MTATAHHS

Knacuyni cumerpuyHi
KPHUIITOCHUCTEMHU.
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CyuacHi CUMETpUYHI
KPHIITOCHCTEMH. AJITOPHUTM
DES.

3HaTH  NOPUHIMIKM ~ OJIOYHOTO  IM(pyBaHHS,
cTpykTypy Tmerni  Dedictenss Ta  apXiTEKTypy
anmroputmy DES (Data Encryption Standard),
BKIIFOYHO 3 PEXKHMaMU HOTO BUKOPUCTAaHHS. BMiTh
MOSICHATH TIPOIleC TeHepallii payHJI0BUX KIIIOUiB Ta
eranu mudpysanHs y DES, a Takox BigMiHHOCTI
Mmixk DES 1 3DES. Po3ymitu nepeBaru Ta 00MexeHHS
cragnapty DES, npuunan #ioro 3aMiHu Ta 3HAYEHHS
JIOBXKUHU K04 JJIsT KpUOTOrpadivHOi CTIHKOCTI.

Tectn,
MATaHHS

CyuacHi CUMETpUYHI
KPUITOCUCTEMHU. ANTOPUTM
IDEA, crarnmapt mmudpyBaHHS
I'OCT 28147-89. CimeticTBO
anroputmiB RC.

3HAaTH CTPYKTYpPYy Ta OCOOJIMBOCTI alropuTMIB
IDEA, T'OCT 28147-89 Ta cimeiictea RC (RC4,
RC5, RC6). BmiTn mopiBHIOBaTH Pi3HI CHMETPUIHI
ITOPUTMH 32 KPUTEPISIMA IIBUIKOIII, TOBXUHU
KJII04a, piBHS 3aXHUILEHOCTI Ta cep 3aCTOCYyBaHHS.
PozymiTi BiIMIHHOCTI M)XK IOTOKOBHM Ta OJIOYHUM
muQpyBaHHAM 1 00WpaTH BiANOBIIHUN aNTOPUTM
3aJIe’KHO BiJI 3a7ayi.

Tectn,
MATaHHS

ApudmMeTrKa aCHUMETPUIHAX
kpuntocucteMm. AdiHHi

mmdpu.

3HaTH  MaTeMaTW4Hi  OCHOBH  ACHMETPUYHOI
kpuntorpadii: MOmylnbHY apuPMETHKY, (YHKIIFO
Eiinepa, TEOpEMY ®depma Ta MOHATTS
OJTHOCTOPOHHBOT ~ QyHKIil. BMIiTH BHKOHYBaTH
obumncieHHs B  MOAyJbHIM  apudmeruri Ta
peamizoByBaTH IMHU(PpPYyBaHHA 3a  JOMOMOTOIO
apigaux  mwudpiB.  Po3ymiTH  mpUHIUNOBY
BIZIMIHHICTb MK CUMETPUIHAMHU Ta
ACUMETPUYHUMH  KPUOTOCUCTEMaMH 1 POJIb
MaTeMaTH4YHOI CKJIaAHOCTI [y 3a0e3meveHHs
Oe3meKu.

Tectn,
TATaHHS

Kpunrocucrema RSA.

3HaTH aNrOpUTM reHepaii KioviB, U pyBaHHS Ta
nemudpyBanHs B KpuntocucreMi RSA, a Takox
BUMOTH JI0 TpakTH4YHOI  peamizamii. Bwmitu
BUKOHYBATH mudpyBaHHs/ emrbpyBaHHI
MOBiIOMJICHB 3a anroputMoM RSA Ta ¢dopmysaTu
napy BiIKpUTHI/3aKpuTUd Kitod. Po3ymitu, Ha
YoMy TIpYHTYE€ThCS CTilikicTh RSA  (cknmamHicTb
(hakTopHM3allii BEIUKUX YUCEI), Ta yCBIIOMITIOBATH il
pOJIb y CydacHUX CHCTEMaX 3aXUCTy iH(hopMaIiii.

Tectn,
MTUTaHHS

Kpunrocucremn Pabina ta
Enp—Tamans.

3HaTH MPUHIMIH MOOYI0BH KpuntocucteM PaGiHa
ta Enp-l'amans, ixHi anropuTMu mWHQpyBaHHS Ta
nenmdpyBaHHS. Bwmitn MOPiBHIOBATH
kpunrocucteMu RSA, Pabina ta Enb-I'amans 3a
KPHUTEPISIMU CTIHKOCT1, 00YHCITFOBAIILHOT CKIIaJHOCTI
W TPaKTUYHOTO 3aCTOCYBaHHA. Po3ymiTH mpoTOKOI
oOminy kmrouamu [liddi-Xenamana Ta Horo 3B'a30K
3 kpunrocucteMoro Enp-T"amais.

Tectn,
MTATAHHS

Enextponnuii ungposuii
IiIunc.

3nati npuHIUIK (GOpMyBaHHA Ta Bepudikarii
enekTpoHHOTro Hudposoro nianucy (ELII), 3okpema
anroputMu DSA Ta mignuc Ha ocHoBi RSA 1 Enb-
lamans. Bwmith crTBOprOBaTH Ta TEpEBIPATH
IUQPPOBUHA HIiAMUC, @ TaKOX MOSCHUTU POJIb Xell-
¢ynkuin (MDS, SHA) y mnpoueci mnignucaHHs
JIOKYMEHTIB. Pozymit IIpaBOBUI CTaTyc
EIEKTPOHHOTO MiAmucy B YKpaiHi Ta #HOro
3aCTOCYBaHHS Ui 3a0e3MeueHHs] aBTeHTUYHOCTI i
IIITICHOCTI €IEKTPOHHMX JOKYMEHTIB.

Tecrn,
MTUTAHHS

Kpunrorpadidai mpoTOKOIH.

3HaTH OCHOBHI BUAM KPUOTOIpadhiYHUX MPOTOKOJIIB:
NPOTOKOMM ~ OOMiHYy  KJIOYaMH,  MPOTOKOJH
aBTeHTU(}IKAil Ta TPOTOKOIM 3  HYJIHOBUM
PO3TOJIOIICHHSM. Bwmitu aHaji3yBaTH

Tecrn,
MTATAHHS




KpurrorpadidyHi TPOTOKOIM 3 TOYKH 30py IX
KOPEKTHOCTI, CTIHKOCTI 10 arak Ta e(eKTUBHOCTI.
PosymiTi ponb KpunTorpadiuHUX MPOTOKOIIB Y
o0y I0Bi 3aXUIICHUX KOMYHIKAI[ITHUX CUCTEM Ta 1X
MPaKTUIHE BUKOPUCTAHHS B MEpEeKEBUX
TEXHOJIOTISX.

10

[Ipobnema inerTHdikarmii Ta
ayteHTH}iKaIlii KOpUCTyBaya.
[TaponbHa Ta 6GioMeTpHUIHA
imeHTu(hIKAIis.

3HATH BiIMIHHICTH MK MOHSATTSAMH iIeHTU(IKAIIIT,
ayTreHTH(iKamii Ta aBTOpH3aIlii, a TaKOXX OCHOBHI
METOJU TAapOoJBHOTO Ta OIOMETPUYHOTO 3aXHCTY.
BwMiTu aHanmizyBaT HaAiiHICTh MAPOJIBHUX CHUCTEM,
(hopMyIIFOBaTH BUMOTH JIO0 CTIHKOCTI TapoJliB Ta
OIliHIOBaTH €()EeKTUBHICTH OIOMETPHUYHHUX METOIB.
PosymiTi cyuacHi migxogu o OaratogakTopHOI
ayreHTudikamii Ta IX B3HAYCHHA JUIA 3aXUCTY
iHQOpMaIiHHUX CUCTEM Yy 3aKJIaJjaX OCBITH.

TecTn,
MATaHHS

11

Oco6mmBocCTi Qi3nYHOTO,
TEeXHIYHOTO Ta IPOTrPaMHOTO
3axucTy iHpopMalii.

3HaTH OCHOBHI piBHI 3axucTty iHpopmamii —
¢i3n4HUi  (KOHTPONb JOCTYNMy /[0 NPUMIIICHD,
o0agHaHHs), TEXHIYHUH (anapaTHi 3ac00U 3aXHCTY)
Ta TporpamMHuii (MiKMEpeKeBi eKpaHH, CUCTEMH
BUSIBJIICHHS BTOPTHEHb). BMIiTH BH3HaYaTH KOMILIEKC
3ax0JliB 3aXMCTy iH(pOpMAIli BIAMOBIAHO IO KJacy
3arpo3 i piBHSA KOoH(pimeHIiHOCTI nanuXx. Po3ymitn
MIPUHIMI  elIeloHoBaHoro 3axucty (defense in
depth) Ta HEOOXiIHICTH KOMIUIEKCHOTO MOETHAHHS
pi3HHX MeToNiB Aus 3a0e3nedeHHs HaIiHHOi
Oe3meKH.

Tectn,
MMATaHHS

12

Bipycu. 3axucr indopmarii
BiJ BipyciB. OCHOBHI
AHTUBIPYCHI MTPOTPaMHU.

3natn  knacudikanilco KOMI'IOTEPHHUX  BipyciB
(daiinosi, 3aBaHTaKyBaJbHI, MaKpoBipycH,
MEpEeKeBi YEpB'SKH, TPOSHH, MPOrpaMHU-BHMAaradi)
Ta MEXaHi3MH IXHBOTO MoImupeHHs. BMmitn obuparu
Ta HAJIANITOBYBAaTH aHTHBIPYCHE  MpPOrpaMHe
3a0e3neueH s, TPOBOANTH CKaHYBaHHsS CUCTEMH Ta
pearyBaTM Ha BHABJIEHI 3arpo3u. Po3ymitu
OpUHIMIKM ~ poOOTH  CyYacHHX  aHTHUBIPYCHHX
porpam (curHatypHuUH, €BPUCTUYHHHA,
MOBEIIHKOBUH aHalli3) Ta MpaBuia KiOepririeHu s
TIOTIEPEPKEHHS 3aPaKCHHSI.

Tectn,
MATaHHS

13

besneka cyqacHux
MepeKEeBUX TEXHOJIOTIH,
METOJIH 1 3aCO0H 3aXHUCTY BIJ
BiJIJAJIEHUX aTak 4epe3
InTepner.

3HaTH OCHOBHI THUnM MepexeBux arak (DDoS,
¢immHT, man-in-the-middle, SQL-ir'ekmii, XSS) Ta
3aCO0M MEpEeKEBOI0 3aXHCTy — MIDKMEpEeKeBi
ekpand, VPN, mnporokomun SSL/TLS — rta
aHayizyBaTl MepeXeBUH Tpadik AN BUSBICHHS
migo3piioi  akTUBHOCTI. Po3ymitm  apxiTektypy
Oe3mekn  MepeKeBUX  TEXHOJOIH Ta  polb
kpunrorpagiuaux nporokonis  (HTTPS, SSH,
IPSec) y 3abesmeueHHi KoH}iaeHUIHHOCTI i
LUTICHOCTI TaHUX.

Tectn,
MTATAHHS

14

3axuct iHpopmaii B
CJIEKTPOHHUX TUIATLKHUX
cuctemax (EIIC).

3HaTH CTPYKTYpPY Ta NPUHOUNHN (DYHKITIOHYBaHHS
CIEKTPOHHUX  IUIATDKHUX  CHCTEM, CTaHIApTH
oesmekn  PCI DSS Ta MexaHI3MH 3axHCTy
TpaH3aKIliH. Bwmitu MOACHUTH poJib
KpunrorpadiyHuX MeToniB (mwudpyBaHHS JaHUX
KapToK, TokeHizawis, 3D-Secure) y 3a0e3neueHHi
0e3IeKH eIeKTPOHHUX TIaTeXiB. Po3ymiTH 3arpo3u
Oe3rmeli B eJCKTPOHHIM KOMepIii (CKIMIHT, (IIIXHT,
KpaaikKa JaHHX) Ta YCBIIOMIIIOBATH BayKJIHBICTbH
3aXUCTy TIEPCOHAIPHUX (IHAHCOBHX MaHHX Y
1IM(POBOMY CEPEIOBHIII.

Tectn,
MATAHHS
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IMosiTuka ouiHIOBaHHA

IMogituka moao aAendaiiHiB i nmepeckjanaHusi. /1 BUKOHAHHS YCiX BUJIB 3aBJaHb
CTYACHTAaMH 1 HPOBEAEHHS KOHTPOJbHHUX 3aXOJIB BCTAaHOBJIIOIOTbCS KOHKPETHI TEPMIHH.
[epeckiamanHst MOIYJIiB BiIOYBA€EThCSA 3 JO3BONY TUPEKLIi (aKyIbTeTy 3a HASBHOCTI MOBAKHUX
MPUYHUH (HAPUKIIA, JTIKAPHSHUHN ).

Mogituka mogo akagemiuHoi aodpouecHocti. CrucyBaHHS TiJ dYac TPOBEACHHS
KOHTPOJIbHUX 3a XOJiB 3a00poHeHi. [1i] yac KOHTPOJIBHOIO 3aX0/y CTYJIEHT MOXKE KOPHCTYBATUCS
JIMIIE JJO3BOJICHUMH JOMOMDKHUMH Martepiajamu abo 3aco0amu, oMy 3a00pOHSETHCS B OyAb-sIKiii
dbopMi 0OMiHIOBATHCS 1HPOPMAIIIEIO 3 IHITUMH CTYI€HTAaMU, BUKOPUCTOBYBATH, PO3IIOBCIOKYBATH,
30MpaTy BapilaHTU KOHTPOJIbHHUX 3aBJaHb.

IMoaiTnka moao BigBinyBaHHsA. 3a 00’ €KTUBHUX NMPUYMH (HAIIPUKIIAJA, KAPAaHTHUH, BOEHHUH
CTaH, XBOp0o0a, 3aKOPI0HHE CTa)KyBaHHs TOII0) HAaBYaHHS MO’Ke B110yBaTUCh B IUCTaHLINHIN popmi
3a OTO/KEHHSM 13 KEPIBHUKOM KYpCY 3 J103BOJTY AUPEKIIT PaKyIbTETy.

IoaiTuka 11010 BUZHAHHSA Pe3yJbTaTiB HABYAHHS

BinnoBigHo no «llonmokeHHs mpo BU3HAHHA B 3aXiJHOYKpPAiHCBKOMY HalllOHAJIbHOMY

YHIBEPCHUTET] pe3yJIbTaTiB MONEePEeHbOT0 HaBYAHHS
(https://www.wunu.edu.ua/pdf/pologenya/Polozhennya_ruzult_poper_navch.pdf)

3no0yBayaM  BHUIIOI  OCBITM ~ MOXe  OyTH  3apaxoBaHO  pe3yJbTaTH  HaBYaHHS
(redopmanbHOI/IHOPMATTEHOT OCBITH, aKajgeMidHOI MOOUTBHOCTI TOIO) Ha MiJCTaBl MiATBEPAHUX
JOKYMEHTIB (cepTu(ikaTy, T0BIAKH, JOKYMEHTH IPO MiIBUIIIEHHS KBaJli(ikalii Toio). PimenHs mpo
3apaxyBaHHs 37100yBady pe3ybTaTiB (IIEBHOTO OCBITHROTO KOMIIOHEHTA B IIJIOMY, a00 K OKPEMOT0
BUJY HABYAJbHOI POOOTHM 3a TaKUM OCBITHIM KOMIIOHEHTOM) HpPHUUMAETHCS YIOBHOBAXKEHOIO
Komiciero 3 BHU3HaHHS pe3yJjbTaTiB HaBYaHHS 3a MPOLEAYPOIO, BHU3HAUECHOIO BHINE3a3HAYEHUM
IOJIOKEHHSIM.
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OuinoBaHHA

[MincymkoBuii 6an (3a 100-6anpHOI0 mmIKanow) 3 aucuuiutinu «lludpyBanus Ta Ge3neka
JaHKX» BU3HAYAETHCS K CEPETHHO3BAKEHA BETMUMHA, 3aJI€KHO BiJl MUTOMOI Baru KO>KHOI CKJIaJOBOT
3aJIIKOBOTO KPEIUTY:

Mogayas 1 MoayJs 2 Moayas 3
40 % 40% 5% 15 %
[oToune oriHIOBaHHA MonynsHuit TpeHinr CamocrifiHa po6oTa
KOHTPOJIb
O11iHKa BH3HAYAETHCS K CEPEIHE Bukonauus O11iHKa 3a BUKOHAHHSA O1iHKa 32 BUKOHAHHSA
apu(pMeTHIHE 3 OTPUMAHUX OIIHOK MOJyJIBHOTO 3aBIaHHA CaMOCTIHHOTO 3aBJJaHHS
3aBIaHHs

[Ixajna oniHIOBAHHSA

3a 3a HanioHAJIBLHOIO
KATO0 LIKAIIOO 3a mkaJjor ECTS
3YHY
90-100 BIZIMIHHO A (BigMiHHO)
85-89 B (myxe no6pe)
7584 Robpe C (z06pe)
65-74 . D (3amoBinibHO)
60-64 SWIOBLIRHO E (mocratHpo)
35-59 . FX (He3210BITbHO 3 MOKITUBICTIO TTIOBTOPHOT'O CKJIAJAHHS)
HE3aI0BIJIBHO - ;
1-34 F (ne3a10B11bHO 3 000B’13KOBUM ITIOBTOPHUM KYPCOM)




