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Onuc TMCHUILIIHA

Kype «Indopmariitna Oe3neka» OXOIUTIOE 3HAHHS 1 HaBMYKH, HEOOXiJHI Ui yCIHINIHO{
00poOKH 3aBaHb, 00OB'S3KIB 1 30H 000B'SI3KIB aHAITHKA O€3MEKH MOJIOIIOTO PiBHS, SIKHH MPAIIOE
B LlenTpi MoHiTOpHHTY Ta ynpasiminHs 6e3nekoro (SOC).

[Ticns mpoXomKeHHsI Kypcy CTYAEHTH 3MOXKYTh BUKOHYBAaTH TaKi 3aBIaHHs: aHaTi3yBaTH
po0OTY MepeKeBUX MPOTOKOIIB 1 CYkKO0; MOSICHUTH IPUHLIUIIA pOOOTH MEPEKeBOi IHPPACTPYKTYPH;
KJacu(iKyBaTH Pi3HI TUIIH MEPEKEBUX aTaK; BUKOPUCTOBYBATU 3aCO0U MEPEKEBOTO MOHITOPUHTY
U1 BU3HAYCHHS aTaK Ha MEpeXeBl MPOTOKOJIN 1 CIyOH; 3aCTOCOBYBATH pi3Hi clocoOu 3armo0iranHs
HECaHKLIOHOBAHOMY JOCTYNY JO0 KOMII'FOTEPHHUX MEpeX, XOCTIB 1 JaHHWMH; 3HaTH crocodu
BH3HAYEHHS BPAa3JIUBOCTEH KIHIIEBUX NPUCTPOIB 1 aTakax Ha HUX; BUABISATH MONEPEHKEHHS Oe3MeKkn
MEpeKl; aHali3yBaTH JaHlI NpO BTOPTHEHHS B MEPEXYy JJs NEpeBIpKM MOTEHLIHHUX 3arpos;
3aCTOCOBYBATH MOJIEN1 pearyBaHHs JJIsl YCYHEHHS 1HIIUJCHTIB Oe3MeKH.

CrtpykTypa Kypcy

Ne Tema Pe3ynbpTaTn HaBYAHHS 3aBnanHsA

3HaTH TOHSTTS  KiOepOe3neku, OCHOBHI  3arposu
iHpopMaLiiHUM  cHUcTeMaM Ta  poiib  ILIEHTPIB
MOHITOPUHTY Ta ympasniHag Oesnekoro (SOC) B
opramizamii 3axucTy. BwMmiTH onucyBaTH  THUIIOBY
apxitektypy SOC, #ioro ¢ynkuii (30ip JI0OriB, KOpesLis Tectn,
MOJIiM, pearyBaHHS Ha IHIUJCHTH) Ta MICIIE B CUCTEMi| IUTaHHSA
yIpaBIiHHS iHQOPMALiHOI Oe3MeKOo  opraHizariii.
Po3ymiTi 3HaueHHs Oe3MEpPEepBHOTO  MOHITOPHHTY,
aBToMaru3anii oOpoOKM momiii Oe3nmeku Ta B3aeMOIii
SOC 3 iHImMMHY TiAPO3ALIAMH.

3natu 0a30BI NpUHIMIKA 1HPOPMALIHHOT Oe3MeKu:
KOH(iJICHIIIiHICTB, LUTICHICTb, JIOCTYTIHICTB,
ayTeHTUYHICTh, HEBIJIMOBHICTh, a TaKOX MPUHIIHUIIN
«MIHIMAJIbHUX MMOBHOBAXKCHB» 1 «3aXUCTy B INIMOHHYY.
BwmiTi 3acTocoByBaTH i HPUHIUIM MPH PO3poOILI Ta Tectn,
aHani3i TONITUK Oe3MeKW, HaJalTyBaHHI MJOCTYIly,| NHTaHHA
pe3epBYyBaHHI JaHUX Ta CErMEHTAIlli Mepexi. Po3ymiTi
B3a€EMO3B 30K MIXK OpraHi3amifHUMH, TEXHIYHUMH Ta
MPOrpaMHUMH 3aXofaMu Oe3leKH Ta iXHiil BIUIMB Ha
3araJIbHUN PiBEHb 3aXUIINEHOCTI CUCTEMU.

KiGepbesneka i ieHTp
1 MOHITOPHHTY Ta
yhpaBiliHHs O€3MEKOIO0.

[punnmmm 3a0e3nedeHHs
2 0e3ITeKH KOMIT FOTEPHHIX
CHCTEM.
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[Tommpeni ataku

KOMIT IOTEpHI CUCTEMHU.

3HaTH KiIacuQikalilo MOMMPEHUX aTak: IIKOJIOYHHHE
mporpamMHe 3a0e3redueHHs (BIpyCcH, TPOSHH, PYTKITH,
nporpaMu-BuMaradi), QIilIMHT, CcoLialibHa 1HXKEHepis,
DoS/DDoS-araku, migdip MmapoiiB, eKCIUTyaTamis
Bpas3MMBOCTEH. BMITH HaBOIWUTH TPHKIAAH peaTbHUX
aTak, ONMMCYBATH IXHi O3HAKU Ta MOKJIMBI HACTIIKU IS
opranizamii. Po3yMiTH THNOBI WUISIXM MOTPAIUISTHHS
IKIJUIMBOTO  KOAY B CHUCTEMYy Ta  BaXIJIHMBICTh
MIPOCBITHUIILKOT POOOTH 31 KOPUCTYBAYaMH SIK €JIEMEHTY
3aXHCTY.

Tectn,
MATaHHS

Tunm arak Ha
KOMIT IOTEPHI CHCTEMHU

3HaTH MONIN aTak 3a Pi3HMMH O3HAKaMH: MAacHWBHI Ta
aKTHBHI, BHYTPIIIHI Ta 30BHIIIHI, IiJECTIPIMOBaHI Ta
MacoBi, MepexeBi, NpukiIamHi Ta ¢iznuHi. Bwmitn
aHai3yBaTH CLEHapii aTak 3 TOYKM 30py iXHIX wminen
(kpamikKa JaHWX, BUBIT 13 JIady, MIAHTAX, IMIMTATYHCTBO)
Ta 00MpaTH BiANOBIMHI 3aX0au MPOTHMIIl. Po3ymiTH, 1m0
KOMITJIEKCHUH 3aXUCT TIOBUHEH BPaXOBYBaTH Pi3HI THIH
aTak 1 Bpa3lMBOCTEH Ha BCiX pIBHAX iH(MOpMAIiHOI
CHCTEMH.

TecTn,
IIMTAHHS

MoHITOpHHT Mepexi i
3ac00M MOHITOPHHTY.

3HAaTH OCHOBHI HiAXOMU JO0 MOHITOPHUHTY MEPEKEBOIO
tpadixy (SNMP, NetFlow, 3epkamoBaHHS MOPTIB) Ta
IHCTpyMEHTH MOHITOpHHTY (cuctemMu NMS, aHamizaropu
tpadiky, IDS/IPS). Bmitu iHTEpmpeTyBaTH OCHOBHI
MOKAa3HUKH Mepexi (TpOoMycKHa 3/JaTHICTh, 3aTPUMKA,
BTpaTa TakeTiB, aHoMamii Tpadiky) Ta BHUSIBIATH
MOTEHIIHHO HeOe3NneyHy aKTWBHICTh. Posymitu poib
MOHITOPHHTY B paHHbOMY BHUSIBJICHHI iHIMJCHTIB
Oe3mekd Ta BiJIMIHHICTh MK TEXHIYHUM MOHITOPUHTOM
MTPOAYKTHBHOCTI i MOHITOPHHTOM IO OEe3MeKH.

Tectn,
TTATaHHS

Araxu Ha 0a30Bi
GbyHKI.

3natH, aki 0a3zoBi ¢yHKUil iHpOpManiiiHUX cucTeM
(aBreHTHIKAIS, aBTOpHU3AIlis, KYpHAITIOBaHHS,
pe3epBHE KOIiIOBaHHS, OHOBJICHHS) MOXKYTb CTAaTH IIJUTIO
atak. BmiTi aHani3yBaTu NMpHKIagy aTak Ha MEXaHI3MH
BXOJIy B CICTEMY, YIIPaBIiHHS apOJISIMH, BEJICHHS JIOTIB,
CHUCTEMH pE3epBHOIO KOMIIOBaHHS Ta OHOBIICHHS
nporpamHoro 3a0esnedeHHs. Po3yMiTH, 110 HOpYyIICHHS
0a3oBuX (yHKIIA Oe3MeKd MPU3BOANUTH 10 KaCKaTHUX
PH3HKIB 1 MOTpeOye MPIOPUTETHOTO KOHTPOJIIO.

Tectn,
MTUTAHHS

ATaku Ha cIry)00Bi
HPOTOKOJIH.

3Hatu ocHOBHI ci1yx00Bi mpoTokonu (DNS, DHCP, ARP,
ICMP) ta tunosi araku Ha Hux (DNS-spoofing, ARP-
spoofing, DHCP starvation, ICMP flood). Bwmiru
MOSICHIOBATH, K  MaHIMyismii 31 CIy)KOOBUMH
MIPOTOKOJIAMHU JI03BOJISIIOTh 3JI0BMUCHHKY
nepeHanpasisaTH  Tpadik, 3IIHCHIOBATH  <JTIOAMHY
nocepeaunai» (MITM) Ta immi araku. Posywmitn
HEOOXiZHICTH ~ 3aXHCTy  CIYKOOBHX  INPOTOKOJIIB
(BUKOpHUCTaHHSl 3aXHILIEHHUX albTePHATUB, (iKCOBAHUX
HaJIAIITyBaHb, CIIUCKIB KOHTPOJIIO JIOCTYITY, CErMEHTAIIIi
Mepexi).

Tectn,
MTUTAHHS

3axucT MepexKi.

3HaTH OCHOBHI 3aCO0M 3axXHCTy MEpexi: MiKMepeKeBi
€KpaHu, CUCTEMH BUSIBICHHS Ta 3al00iraHHsl BTOPTHEHb
(IDS/IPS), VPN, cermenrartis Mmepexi, DMZ, dinbrpartis
Tpadiky. Bwmitu mnpoekryBatu 0a30By apXiTEKTypy
3aXHMIICHOI MepeXi, BH3HA4YaTH TNpaBuia ¢iieTpanii,
o0mpaTy MicCIsl BCTAHOBJICHHS 3aXHCHHUX IPUCTPOIB Ta
MOJITHKHA ~ JOCTYIly MDK  CerMeHTaMmH. Po3ywmitm
BXIIUBICTh 0araToOpiBHEBOTO MiAXOAY A0 MEPEKEBOi
Oe3meKky Ta iHTerpalii pi3HUX 3aCO0IB 3aXHUCTy B €IUHY
CHCTEMY.

Tecrn,
MTUTAHHS




VYnpaBmiHHS TOCTYIIOM.

3HaTH MOMEIN YIpaBIiHHA JOCTYIIOM (JHMCKperiitHa,
MaHJaTHa, POJIBHO-OpPIEHTOBAHA, aTpuOyTHBHA),
MPUHIUIY «HAWMEHIINX TPHUBLICTBY Ta «PO3IiICHHS
000B’s13KiB». BMiTH pO3pOOIIATH MOJITHKH AOCTYIY 10
pecypciB, HaNAamTOBYBaTH pOJi, TPymH Ta TMpaBa
KOPUCTYBauiB B OMEpaliiHUX CHCTEMax 1 MPHUKJIAJTHUX
cepBicax. Po3ymiTu pu3MKH, TOB’s3aHi 3 HaAMIpHUMHU
MpaBaMH  KOPUCTYBadiB, CIJIFHUMH  OONIKOBHMH
3amrcaMy Ta BiJICYTHICTIO PETYIAPHOTO TEPETIsiay MpaB
JOCTYITY.

Tectn,
MATaHHS

10

3axUCT KIHIEBUX
HIPUCTPOIB.

3HaTH OCHOBHI 3arpo3u Ais KiHueBux npuctpoiB (IIK,
HOyTOYKH, cMmaprdonm, mranmeTn, loT-mpuctpoi) Ta
3aco0M X 3aXUCTy: aHTHUBIpyc, ¢aepBoi, muppyBaHHA
JIMCKIB, OHOBJIEHH, KepyBaHHA MOOUTEHUMU
npuctposmu  (MDM). Bwmitn ¢opmyBatn KoMILIEKC
3aX0MiB 3axWcTy pobodoi craHmii Ta MOOUITBHOTO
MPUCTPOIO, BPaxOBYIOUM MOJITHKH MAapoJliB, Pe3epBHE
KOTIIOBaHHS, IU(PPyBaHHs Ta 00MEXEeHHS BCTAHOBJICHHS
nporpam. Po3yMiTH ponmb KOpHCTyBada SIK KIFOYOBOI
JIaHKU B Oes3nerl KiHIEBOI TOYKU Ta 3HAYECHHs HAaBYaAHHS
UPOBIH Tiri€Hi.

Tectn,
TTATaHHS

11

MoHiTOpHHT Oe3MeKH.

3HATH TOHATTS MOHITOPHHTY O€3MeKH, )KypHaJIH IMOMil
(;orn), cHCTEMHU TEHTPANIi30BaHOTO 300pY Ta KOPEMsIIii
nofaiii (SIEM). Bmitu BH3HauaTH, siki moaii HeoOXimHO
JKypHATIOBATH, aHaTi3yBaTH 0a3oBi JIOTH
(aBTeHTH(iKAA, JOCTYI A0  pPecypciB, 3MiHHU
KOH(]irypamii), HaJalITOBYBaTH MPOCTI  IpaBHiIa
BUSIBJICHHS MiJ03PiJ0i aKTUBHOCTI. PO3yMiTH pi3HHIIO
MDK pEaKTHBHUM Ta NPOAKTHBHUM IIIXOZAMH JIO
MOHITOPHHTY 0O€3MeKH Ta BaKJIUBICTh 1MOOYI0BU
CIICHApIiB BUSBJICHHS 1HIIUJCHTIB.

Tectn,
IIMTAHHS

12

AHaJti3 TaHuX BTOPrHEHb

3HaTH MiOXOIM [0 aHali3y JaHUX NP0 BTOPTHEHHS:
KOpeJsIisl Tofii, mo0y/IoBa 4acOBUX JiHIN IHIUICHTY,
BUumineHHs  iHaumkaropiB  komnpomertanii  (IoC),
BUKOPUCTAHHS CUTHATYp Ta TOBEIIHKOBHX MOJIEIEH.
BwmiTn iHTepripeTyBaTH CIIOBILICHHS CUCTEM BHSBICHHS
BTOPI'HEHb, aHAII3yBaTH MEPEXKEBl aMITU Ta >KypHAIH
MOJIIH sl BCTAaHOBJIGHHS JKEpena i mMaciTady aTakH.
Posymitu ponp anamituka Oesnexku B SOC, 3Ha4YeHHS
KOHTeKCTY (iH]pacTpykTypa, Oi3Hec-mipomecu) i
KOPEKTHOI OIIIHKU CepHO3HOCTI BTOPTHEHHSI.

TecTn,
MTUTAHHS

13

PearyBaHHs Ha
IHIIUICHTH 1 X 00poOKa.

3HaTH  eTamM  JKUTTEBOrO  IUKIAY  IHIUJACHTY
iHQopMariiHoi Oe3neKu: BUSBJICHHS, Kiacuikaiis,
JIOKAaJTi3allis, YCYHEHHS, Bi/IHOBJICHHS, TOCTIHIUICH THHHA
aHami3. BmiTH po3po0isaTH Ta 3acTOCOBYBaTH 0a30Bi
MpoleAypH pearyBaHHsS Ha iHIuAeHTH (playbooks):
130JIS11iS  ypaKEHUX CHCTEM, 3MiHAa OOJIIKOBHUX JaHHUX,
BITHOBJIGHHS 3 PpE3EepPBHUX KOMIil, KOMYHIKalis 3
BIINOBIAJIbHUMH ~ Oco0amMH. PO3yMITH  BaXKJIMBICTh
JOKYMEHTYBaHHS 1HIUACHTIB, 30epexeHHs Lu(poBUX
JIOKA3iB Ta NOJAJBIIOr0 BIOCKOHAJIEHHSA INOJITUK 1
3ac00iB 3aXMCTY HA OCHOBI OTPUMAHOI0 JOCBIY.

Tectn,
MTUTAHHS

14

O6poOKa IHIUICHTIB.

3HaTH oOpraHizamiliHi acmeKTH OOpOOKM IHITUICHTIB:
pO3MOIN poJieid y KOMaHAl pearyBaHHs, KaHAIH
KOMYHIKarii, = BUKOPHCTaHHSI CHCTEM  KEpyBaHHSA
iHuaeHTamMd. Bwith omucyBath Ta (hopMaii3yBaTu
IHOUIEHTU (TIPIOPUTET, BIUIUB, CTAaTycC), TUIaHYBaTH Aii 3
iX  yCyHeHHs  Ta  KOHTPOJIOBATH  BHUKOHAHHS
KOPUTYBAJILHUX  3aX0MiB. Po3yMiTH pI3HUIIO MiX

Tecrn,
MTUTAHHS




TeXHIYHUMHU JisIMH pearyBaHHS Ta YIPaBIiHCHKUMH
pIIEHHSAMH, 3HA4eHHS OOpPOOKHM IHIWICHTIB IS
noOyJI0BU 3pisIoi CHCTEMH YIpaBiHHA iH(OpMaLiiHOO
0e3MmeKoro B oprasizarii.
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IMTosiTuka ouiHIOBaHHSA

IMogituka moao aAendaiiHiB i nmepeckjananusi. /1 BUKOHAHHS YCiX BUJIB 3aBJaHb
CTYACHTAaMH 1 HPOBEAEHHS KOHTPOJbHMX 3aXOJIB BCTaHOBIIOIOTbCS KOHKPETHI TEPMIHH.
[epeckiamanHst MOIYJIiB BiIOYBA€EThCSA 3 JO3BONY TUPEKLIi (aKyIbTETy 3a HASBHOCTI MOBAKHUX
MIPUYKH (HAMPUKIIAI, JTIKAPHIHHH).

IMosiTuka moxo akagemiuHoi poOpodecHocti. CHUCyBaHHS MiJ Yac MPOBEIEHHS
KOHTPOJIbHMX 3a XOJiB 3a00poHeHi. [1i1 yac KOHTPOJIBHOIO 3aX0/1y CTYJEHT MOXKE KOPHCTYBATUCS
JIUIIE J103BOJICHUMHM JOMOMIKHUMHU MaTepianaMmu abo 3acodamu, oMy 3a00pOHSETHCS B OyIb-sKiii
¢dopmi 0OMiHIOBAaTHCS 1HPOPMALIIEIO 3 IHIIUMU CTyI€HTaMU, BUKOPUCTOBYBATH, PO3IOBCIO/KYBATH,
30MpaTy BapilaHTU KOHTPOJIbHUX 3aBJaHb.

IosiTuka moao BiABinyBaHHs. 3a 00’ €KTUBHUX NPUYMH (HANIPUKIIAA, KAPAaHTUH, BOEHHUN
CTaH, XBOp0o0a, 3aKOpAOHHE CTa)KyBaHHS TOI0) HABYAHHS MO>KE B110YBaTUCh B TUCTAHIHHIHN opmi
3a MOTO/KEHHSM 13 KEPIBHUKOM KYpPCY 3 J03BOJTY JUPEKIIIT PaKyJIbTEeTy.

IHoniTHKa 1010 BUSHAHHSA Pe3y/bTATIB HABYAHHS

BignosinHo 1o «IlonmokeHHs mpo BU3HAHHA B 3aXiIHOYKpPaiHCHKOMY HaIllOHAJIbHOMY

YHIBEPCHUTETI Pe3yJIbTaTiB MONEPEIHHOI0 HaBYAHHSD)
(https://www.wunu.edu.ua/pdf/pologenya/Polozhennya_ruzult poper_navch.pdf)

3100yBayam BHILIO1 OCBITH MOXKeE Oyt 3apaxoOBaHO pe3yiabTaTi HaBYaHHS
(redopmanbHOi/iHGOpMaTBEHOT OCBITH, aKaJeMiqYHOI MOOUTBHOCTI TOIO) HA MIACTaBi MiATBEPAHHUX
JIOKYMEHTIB (cepTU(iKaTH, A0BIJIKH, JOKYMEHTH PO MiABUIIEHHS KBatidikalii Tomo). PimenHs npo
3apaxyBaHHs 3100yBayy pe3ysbTaTiB (IIEBHOTO OCBITHHOI'O KOMIIOHEHTA B IJIOMY, 200 % OKPEMOTo
BUJy HaBYaJbHOI POOOTH 3a TAKUM OCBITHIM KOMIIOHEHTOM) IPUNAMAETHCS YIOBHOBAKEHOIO
Kowmicieto 3 BH3HaHHS pPe3y/bTaTiB HaBYAaHHS 3a MPOLEAYPOIO, BU3HAUYEHOIO BUINE3a3HAYCHUM
MTOJIOKEHHSIM.
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OuinoBaHHA

[MincymkoBuit 6an (3a 100-6anmpHOIO MmIKanow) 3 aucuuiuiinu «lHdopmariiiina Oe3meka»
BHU3HAUYAETHCS K CEPEAHHO3BAKCHA BEIUYHMHA, 3aJIC)KHO BiJI MUTOMOI Baru KOXKHOI CKIIaJIOBOI
3aJIIKOBOTO KPEIUTY:

Moayas 1 Moayasb 2 Moayas 3 Monyasb 4
20 % 20% 20 % 20% 5% 15 %
[oroune ominroBanHs | Monyneruii |[loToune omiHroBanHsA| MomybHIHA TpeHinr CamocrifiHa po6oTa
KOHTPOJTH | KOHTPOJIb 2

OrmiHka BU3HA4aeTheo K | Bukonanas |OmiHka BU3HA4YaeThbCsl| BUKOHAHHSA Omigka 3a  |OriHKa 32 BUKOHAHHS
cepenHe apupMeTHIHE 3 | MOITYIIEHOTO SIK CepeTHE MOJTyTTEHOTO BHUKOHAHHS CaMOCTIHHOTO

OTpPUMAaHHMX OIIHOK 32 3aBJaHHs apudMeTHIHE 3 3aBIaHHS 3aBIaHHs 3aBIaHHS

TIEPIINI 3MICTOBHIA OTPUMAHUX OIIHOK 32
MOZYJb JPYTH 3MICTOBHI
MOJYJIb

[IxaJja oniHIOBAHHSA

3a 3a HAiOHAIbHOIO
KATO0 LIKAIOH0 3a mxkanaow ECTS
3YHY
90-100 BIIMIHHO A (BigMiHHO)
85-89 B (myxe no6pe)
7584 nobpe C (106pe)
65-74 . D (3amoBinibHO)
60-64 34MI0BLIRHO E (nocratHbo)
35-59 . FX (He3a10B1IbHO 3 MOKIIUBICTIO TOBTOPHOT'O CKJIaJaHHS)
HE3aI0BIJIBHO . ;
1-34 F (ne3a10B11bHO 3 000B’13KOBUM ITIOBTOPHUM KYPCOM)




