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Onuc IMCUMILTIHA

Metoto nuctuurutiag € chopMyBaTH y 3100yBadiB CHCTEMHE PO3YMIHHSI 3arpo3 1 MEXaHI3MIB
3aXUCTy EKOCUCTeM IHTepHeTy peueil Ha BCIX pPIBHSAX — BiJ] apXiTeKTypd Ta MPOTOKOJIB [0
npomuBky, XxMapHuX miatdopm 1 OT/IIoT — Ta HAaBYNTH 3aCTOCOBYBATH IEPEBIPEHI MPAKTHKU
0e3MeKH 3 ypaxyBaHHIM pealbHUX 1HIMJIEHTIB 1 cydacHuX TpeHaiB (Al/SG/Edge).

CTpykKTypa Kypcy
I'ogunn
8 Tema Pe3yabTaTn HaBYaHHS 3aBaaHHA
JeK/np
3n00yBau po3pizHsae apxitektypu 10T
(mpuctpii—numro3—xmapa/edge), Mozeni
) 3arpo3 1 0a3oBi mpuHIMnu Oesmekw [loroune
2/- | Berym no 1oT i ocHOBU Ge3nieku P PHHH

(CIA, zero trust), MOSICHIOE >KUTTEBHY OIUTYBAaHHS
IIUKJI TPUCTPOIO Ta BU3HAYAE TIOBEPXHIO
aTaKH.

[nenTHdixye THIOBI ypa3nuBocTi (weak]
creds, hard-coded keys, Binkputi mopty,
2/2  |YpaznuBocri Ta 3arposu loT HeOesneuni OTA), knacugikye 3arposu
3a STRIDE/ATT&CK 1 mpiopuresye
PU3UKH 32 BILIMBOM Ta HMOBIPHICTIO.

ITotoune
OHI/ITyB AHHA

[losicHroBaTH BIZIMIHHOCTI MIDK
CUMETPUYHOI0/aCUMETPHUYHOIO
kpunrorpadiero, Bubupae anroputmu 3 [loToune

ypaxyBaHHSIM PECYpCHHX OOMEXEHb, OMHUTYBAaHHS
KOPEKTHO 3aCTOCOBY€E pexuMy|
mmdpysanas ta MAC/AEAD.

2/2 OcnoBu kpunrorpagii ams [oT

[TopiBHtoBaTH cxemu ayreHTu(dikamii] IloToune

2/2 | Ayrentudikaiis Ta aBTopu3aris o !
npucTpiii>ciyxba (cepTudikatu, ONMUTYBAHHS




TOKCHH ), HAJIAIIITOBYE POJILOBY MOJIEIH
noctynny (RBAC/ABAC), 6e3neunol
30epirae CeKpeTH Ta Kepye POTali€lo
KJTFOYIB.

2/2

besneuni nmporokomu [oT

OOrpyHTOBaHO O0HMpaTH MPOTOKOIH
(TLS/DTLS, MQTT(S), CoAP,
HTTP(S)), koudirypye mudp-aadopu i
nepeBipKy  cepTudikariB, MIiHIMI3YE
MeTanaHi Ta 3amobirae downgrade-
aTaKam.

IToToune
ONUTYBaHHS

2/2

Ownosienns I13 ta 6e3neune
3aBaHTaAXCHHS

[IpoekTyBaTu JaHIIOr AOBIpH (Secure
boot, measured boot), BHpoBaIKYE
[iAcani OTA-oHOBIEHHS 3
MEepPEeBIPKOIO IMUTICHOCTI/TIOXO/PKEHHS T4
wianom roll-back/roll-forward.

ITotoune
OHI/ITyB AHHA

2/-

MepesxeBa Oe3mneka Ta
cermenranis B [oT

BukonyBatu MIKpPOCErMEeHTalli)
(VLAN/VXLAN, ACL),
3aCTOCOBYBATH IPHHLUUI HAHMEHIIHNX
MPUBLICIB TUTST TpadikKy,
HaJamToByBaTH Qinbrpanito/IDS.

ITotoune
OHI/ITyB AHHA

3axXHCT KIHIIEBUX MTPUCTPOIB 1
amapartHa 6e3neka loT

3acrocoyBatu  TPM/TEE/SE  nmns
30epiraHHsl KJIIOYiB, 3aXHWIIATH BiJ
JTAG/UART-goctyny Ta aTaku Ha
PKMBJICHHS/TI001YHI KaHaIH.

ITotoune
OHI/ITyB AHHA

4/2

AHaJi3 IpoIMBKH Ta PEBEPC-
imkuHipunr loT-npuctpois

AHaJi3yBaTH IIPOLIMBKH,
ineHTU(iKyBaTH KOMIOHEHTH  (initH
CKPUIITH, busybox, 016710TeKN),
3HAXOIUTH Ypa3IMBOCTI B
koH(]irax/0inapsx i rorye PoC.

ITotoune
OHI/ITyB AHHA

3axucT AaHUX Ta MPUBATHICTh

KnacudikyBatu maHi, BIOPOBAIKYE
muGpyBaHHS at-rest/in-transit,
AHOHIMI3aIlll0/IICEBIOHIMI3AIlIO,
dbopMyBaTH OJITUKU MiHIMI3aIIii 300Dy
Ta BUMOTH J0 3T0JIN/PETEHIII].

ITotoune
OHI/ITyB AHHA

2/-

XwmapHi Ta MoO1TBHI [0T-
wiaThopmMu

OmninroBaTu Oe3nexy OpOKepiB/ILTIO3IB |
XMapHUX CEpBICIB, MPABUIBHO Kepye€
IICHTHYHOCTSIMH/CEKpETaMH,
HaJIAIITOBYBATH KyPHAIH/MOHITOPHHT 1
pearyBaHHS Ha 1HIIMICHTH.

ITotoune
OHI/ITyB AHHA

2/-

PeanbHi aTaxkuy Ta IHIUIEHTH

Poszoupatu keiicu (botnets, supply-
chain, ransomware B loT), BUKOHYBaTH
0a30BUii MOIYK 0ariB, popMyBaTH 1IaH
pearyBaHHs Ta  IHIOWACGHTH  Jid
[T IBUIIEHHS CTIHKOCTI.

ITotoune
OHI/ITyB AHHA

2/2

[IpomuciioBuit
IoT ta
OT-6e3neka

[arerpyBatu  IloT 3 PLC/SCADA)|
3aCTOCOBYBATH CETMEHTAIII0 T4
MOHITOpUHT TipoToKoJiB OT.

IToToune
ONUTYBAaHHS

2/-

JlocnimxeHHs Ta PO3pOOKHU B
obmacri loT

[l1anyBaTH  eKCIIEpPUMEHT  Oe3IeKH,
OyIyBaTH TECTOBI CTEHAM, KOPEKTHO
BUMIpIOE ~ METPUKHM  (JIaTEHTHICTH,
CIIO>KMBAHH, Kpurrronpodii) i
0(opMIISTH HAYKOBI PE3yNIbTATH.

ITotoune
OHI/ITyB AHHA




OuinroBatu TeHaeHii (PQC, SBOM|
MaiiGytre 6e3nexu loT ta HoBi |Al/ML-araku/3axucr), dhopmyBaTH

IToToune

2/- BUKJTUKU TOPOXKHIO KapTy MOKpAIEHB,

. S OIUTYBaHHS
MPOTIOHYBATH apPXITEKTypHI pillICHHS]
TSI T11 IBUIIIEHHS KiOepCTINKOCTI.
PexomeHnnoBaHi xxepesia inpopmanii

1. Architecture of Internet of Things (IoT). https://www.geeksforgeeks.org/computer-
networks/architecture-of-internet-of-things-iot/

2. NIST SP 800-183. Networks of "Things'.

3. https://csrc.nist.gov/pubs/sp/800/183/final#:~:text=possible%20nefarious%?20intent,all%20d
istributed%20systems%?20that%20employ

4. OWASP Internet of Things. https://owasp.org/www-project-internet-of-things/

5. NIST SP 800-213. IoT Device Cybersecurity Guidance for the Federal Government:
Establishing IoT Device Cybersecurity Requirements.
https://csrc.nist.gov/pubs/sp/800/213/final#:~:text=0Organizations%20will%20increasingly%
20use%?20Internet,actions%20an%20organization%20will%20expect

6. IoT Device Cybersecurity Guidance for the Federal Government: Establishing IoT Device
Cybersecurity Requirements.
https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-213.pdf

7. MQTT Message Data Integrity - MQTT Security Fundamentals.
https://www.hivemq.com/blog/mqtt-security-fundamentals-mqtt-message-data-integrity/

8. Heightened DDoS Threat Posed by Mirai and Other Botnets | CISA.
https://www.cisa.gov/news-events/alerts/2016/10/14/heightened-ddos-threat-posed-mirai-
and-other-botnets

9. RFC 9200: Authentication and Authorization for Constrained Environments Using the OAuth
2.0 Framework (ACE-OAuth). https://www.rfc-editor.org/rfc/rfc9200.html.

10. IoT Protocols and Standards Worth Exploring in 2024 | EMQ.
https://www.emqgx.com/en/blog/iot-protocols-mqgtt-coap-lwm2m

11. MQTT vs CoAP: Comparing Protocols for [oT Connectivity | EMQ.
https://www.emqgx.com/en/blog/mqtt-vs-coap

12. OTA IoT Breakdown: What OTA Is and How It Works in IoT.
https://memfault.com/blog/ota-for-iot/

13. Network Firewalls vs. Application Firewalls | Linode Docs.
https://www.linode.com/docs/guides/network-firewalls-vs-application-firewalls/

14. Enabling a Fast and Secure VPN for IoT devices using WireGuard.
https://www.netmaker.io/resources/vpn-for-iot-devices

15. Hardware-Enabled Security: Enabling a Layered Approach to Platform Security for Cloud
and Edge Computing Use Cases. https:/nvlpubs.nist.gov/nistpubs/ir/2021/NIST.IR.8320-
draft.pdf

16. A Review of IoT Firmware Vulnerabilities and Auditing Techniques.
https://www.mdpi.com/1424-8220/24/2/708

17. OWASP IoTGoat — Deliberately Insecure IoT Firmware.
https://www.oneconsult.com/en/blog/iot-ot-security/owasp-iotgoat-deliberately-insecure-iot-
firmware/

18. NIST Special Publication 800-57 Part 1 Revision 5. Recommendation for Key Management:
Part 1 — General . https:/nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-
S7ptlrS.pdf

19. The Top Internet of Things (IoT) Cybersecurity Breaches in 2025 — Asimily.
https://asimily.com/blog/the-top-internet-of-things-iot-cybersecurity-breaches-in-2025/

20. The Top Internet of Things (IoT) Cybersecurity Breaches in 2025
https://asimily.com/blog/the-top-internet-of-things-iot-cybersecurity-breaches-in-2025/

21.IoT SECURITY GUIDE. https://www.dsci.in/files/content/knowledge-centre/2023/10T-

Security-Guide.pdf




22. Guide to Attribute Based Access Control (ABAC) Definition and Considerations
https://nvipubs.nist.gov/nistpubs/specialpublications/NIST.sp.800-162.pdf

23. GSMA 5G Security Guide v3.0 (2024). https://www.gsma.com/solutions-and-
impact/technologies/security/wp-content/uploads/2024/07/FS.40-v3.0-002-19-
July.pdf?utm_source=chatgpt.com

24. FIPS  203.  Module-Lattice-Based =~ Key-Encapsulation = Mechanism  Standard.
https://csrc.nist.gov/pubs/fips/203/final?utm_source=chatgpt.com.

IMosiTHKa OLiHIOBAHHSA

Ilonimuxka wooo Oeonaiinie i nepeckiadanus. JIns BUKOHAHHA yCIX BUIIB 3aBlaHb
3no0yBayaMu 1 MPOBEACHHS KOHTPOJIBHUX 3aXOJiB BCTAHOBIIOIOTHCS KOHKPETHI TEPMiHH.
[NepeckiamaHHs MOAYIIIB TPOBOIUTHCS B YCTAHOBICHOMY TOPSIKY.

Honimuka wooo axademiunoi 0obpouyecrnocmi. CHUCYBaHHS TiJA dYac TPOBEICHHS
KOHTPOJIbHHX 3ax0/1iB 3a00poHeHi. [1i1 yac KOHTPOJIBHOTO 3aX0/1y 3400yBad MOXE KOPUCTYBATUCS
JIMIIE JJO3BOJICHUMH JOMOMDKHUMH Matepiaiamu abo 3aco0amu, oMy 3a00pOHSEThCS B Oyab-sKil
dbopmi  oOmiHIOBaTHCSA  iHpOpMaIi€rd 3 IHIIUMH  3700yBayamMu, BHKOPHCTOBYBATH,
PO3MOBCIOKYBATH, 30UpaTH BapiaHTH KOHTPOJILHUX 3aBJaHb.

Ionimuxa wooo 8i0gidyeants. 3a 00’ €KTUBHUX MPHUYUH (HANPUKJIIAJ, KApAaHTHUH, BOEHHUIN
CTaH, XBOp00a, 3aKOPJIOHHE CTA)XyBaHHS) HAaBYaHHS MOXKE BiIOyBaTHCh B JTUCTaHLiNHIN (opmi 3a
MOTO/HKEHHSIM 13 KEPIBHUKOM KYPCY 3 JI03BOJY JUPEKIIii PaKyIbTeTy.

OuinoBanHs
[MincymkoBuii 6an (3a 100-0anpHoro mikanoro) 3 aucuumiinu «besneka I[HTepHer- peuei»
BU3HAYAETHCS SIK CEPEIHHO3BAYKECHA BEJIMYMHA, B 3AJIE)KHOCTI BiJl TUTOMOI Baru KO>KHOI CKJIaJJOBO1
3aJIIKOBOTO KPEIUTY:

Monyns 1 Monyns 2 Monyisb 3 Monyis 4
20% 20% 5% 15% 40%
ITotoune MonynbHu Tpeninru CamocriitHa Ex3amen
OLIIHIOBAHHI 174 pobora
KOHTPOJIb
BusHavaernsca sk MoaynbHa O1inka 3a Orinka 3a TeopetuuHi TUTaHHS: 2
CepeHe pobora. BHKOHAHHS Ta BHKOHAHE muTauHs mo 30 6aiB -
apupMeTHyHE 3 MIPE3CHTAIIII0 3aBIaHHS max 60 6ais.
OIIIHOK 3aB/IAHHS CaMOCTIHHOT 1 —
OTpUMaHUX Ha TPEHIHTY. poborwu. max 40 Gais
3aHATTSX.

MIkana omiHIOBAHHSA:

3a
3a mkaJjiomw .
3VHY HalliOHAJILHOIO 3a mkamaow ECTS8
HIKAJI0I0

90-100 BIZIMIHHO A (BiIMIHHO)

85-89 1106pe B (myxe mobpe)

75-84 C (mo0Ope)

65-74 . D (3a10Bi1BHO)

3aJI0BUTHHO
60-64 E (noctatHbo)
35-59 . FX (He3a10BUILHO 3 MOXIIMBICTIO TOBTOPHOTO CKJIaJaHHS)
HE3aJJ0BIILHO -
1-34 F (1e3amoBiIbHO 3 000B’I3KOBUM ITOBTOPHUM KYPCOM)




