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CTPYKTYPA POEOYOI [TPOTPAMM HABYAJILHOI JUCLIUTUIIHA
«be3neka XMapHUX CEPBICIBY
1.0muc gucoumiinu «be3neka XMapHuX cepBiciB»

Jucnunoniza — I'anmy3b 3HaHb, XapakTeprucTHKa HaB4aJIbHO1
be3neka xmMapHUX CepBICIB CIIeLiaIbHICTD, U CLUILIIHA
CBO
Kimekicts kpequtiB ECTS 5 l'any3s 3nanb — 12 BubipxoBa nucnuruiiza,
«lHopmariiiHi TEXHOIOT D MOBA HaBYAHHS - YKPAIHCbKA
KitpkicTh 3ITIKOBHX CrneniaabHicTb — 125 Jlenna:
MOJYIB - 3 «Kibepbesmnekar» Pik migroroBku 4
Cemectp — 7
KitpkicThb 3MICTOBUX Crymniab BUIIOT OCBITH — Jlenna.
MOJYTB - 2 OaxanmaBp sexudi — 30 ron.;

nadop.- 14 rox

3aranbHa KUTBKICTh TOJTUH Camocrtiitna po6ota: 97 200.,
- 150 Tpeninr — 6 rox. [HauBiTyanbHa
pobora : 3 200.

THXHEBUX TOIUH Bun nmincyMKoBOro KOHTPOJTIO — 3A1iK
10 rof., 3 HHUX
ayIUTOPHUX — 3 TON

2.MerTa ii 3aBJaHHS BUBYEHHS AUCHUILIiHU «be3mexa XMapHUX CEpBICiB»
2.1. MeTa BUBYECHHSA JUCIHMILIIHN:

Meroro BUKITagaHHS TUCHUIUTHN «be3nmeka XMapHHX cepBiciB» € (opMyBaHHS y 37400yBadviB
KOMILIEKCHOTO PO3YMIHHSI CYydaCHHX METOJIB Ta TEXHOJIOTH 3abe3neueHHs KibepOesneku, 3 0COONIUBUM
aKIIEHTOM Ha XMapHi TEXHOJIOTI, MeTou po3Binku Binkputux mxepen (OSINT) ta npakrnuHuii aHaniz
JIep’)KaBHUX PEECTPIB [T 3a0e3rmedeHHs iHpopMalliiiHoT Oe3meKu.

2.2. 3aBaaHHA BUBYEHHS JUCHMUILIIHU:

B pesynbrati BuBueHHs Kypey «besneka XMapHUX CepBiciB» 3100yBavi MOBHUHHI:

3Hamu:

OcHOBHI KOHIIENIT i KiOepOe3MeKy Ta TUIIH CydaCHUX Kibep3arpos;

[MpuHIMIIH pOOOTH Ta APXITEKTYPY XMapPHUX TEXHOJIOTIH 3 TOUKU 30py O€3MeKH;
Merou BUSIBIICHHS Ta 3a1100raHHs BTOPTHEHHSIM y XMapHHUX CEPEIOBUIIAX;

Konnenuii ynpaBiiHHS ineHTH(IKALIEIO Ta TOCTYIIOM Y XMapHHUX CepBicax;

OcHoBu kpunrorpadii Ta MeTou N GPYBaHHS JAaHUX Y XMAPHUX CXOBUIIAX;
MeTomo1orii Ta IHCTpYMEHTH po3BinKku Binkputux mxepen (OSINT);

CTpyKTypy Ta IPHHIIUIIA POOOTH JIepKABHUX EIEKTPOHHUX PEECTPIB YKpaiHu;
Merto1o510Tii TECTYBaHHS Ha TPOHUKHEHHS Ta aHAJ3y BPA3IMBOCTEH XMAPHUX CUCTEM;
[porecu pearyBaHHs Ha HIMICHTHU Ta YIIPaBIIHHS 0€3MEKOI0 B XMApHOMY CEpEIOBHILL
KitrouoB1 HOpMaTHBHI BUMOTH Ta CTaHIApPTH y cdepi KibepOe3neku;

Texuiku ananizy Ta Bepudikaiii iHpopmali 3 BITKpUTUX JUKEpeI 71 3a1a4 KioepOe3rnexu.
emimu:

° AHaNByBaTH Ta OIIHIOBATH KiOEP3arpo3u B Cy4acHOMY I (POBOMY CEPEIOBHIILL

° HanamroByBaTtu Ta ympaBlTH CHCTEMaMH BUSIBJICHHS Ta 3all00raHHsS BTOPTHEHBb Y XMapHUX
H}paCcTpyKTypax;

° BrpoBamkyBaTi eeKTUBHI cTpaTerii ypaBIiHHS i1eHTHQIKAITEIO Ta JOCTYIIOM;



° 3acTocoBYBaTH METOM MM (PYBAHHS Ta YIPABIIHHSI KII0OYaMH JITsl 3aXHCTY JaHUX Y XMapi;

° [TpoBoaut OSINT-n0CHipKeHHs 17151 BUSBJICHHS Kibep3arpo3 Ta 300py iHpopMalLii,

° 3MiACHIOBATH aHaI3 JIEp)KaBHUX EJICKTPOHHUX PEECTPIB sl 3a0e3leueHHs Oe3leKku Ta
Bepu (iKaIlil TaHuX;

° [IpoBoaMTH aHANB3 Bpa3TUBOCTEH Ta TECTYBaHHS HAa MPOHUKHEHHS B XMaPHUX CHCTEMAX;

° Po3pobmsaTu Ta BIpoBa/pKyBaTH TIJIaHU pearyBaHHs Ha HIIUICHTH KiOepOe3IeKu;

° 3ale3nedyyBaTH BIIMOBIIHICTh XMapHUX CEPBICIB HOPMAaTMBHUM BUMOTaM Ta MPOBOAMUTH ayIuT
Oe3IeK;

° BuropucroByBatu pesynsraTé aHaniy aep:kaBHuUX peectpiB Ta OSINT-maHuX 11 MOHITOPUHTY

Ta MPOTHO3YBAaHHS Kibep3arpos.

3.IIporpama mucuumuiing «be3nexa xmapHux cepsiciB»
3micmosuii mooyaw 1 — Ocnosu Kivepoeneku ma 3axucm OAGHUX Y XMAPHUX
cepeoosuuiax
Tema 1. Cy4yacHi 3arpo3u B XMapHOMY ce pe/10B ULl
- Tumnu 3arpo3 B XMapHOMY cepeloBULII(BIpYyCcH, (IIMHT, ransomware TOILO);
- Bekropu atak Ta MeToau iX BUABICHHS Y XMAPHOMY CEPEIOBHILL
- ba3oBi npuHIMIY 3aXKUCTy HpopMallil y XMapHOMY CepeIOBHILL,
- Poxs moaceroro akropy B kibepOesmerri.
Tema 2. XmapHi TexHoJ10r1i Ta IX posib y 3a0e3ne4eHHi KidepOe3neku mianpueMcTB
- O Mmopeneit xmapuux nmociyr (IaaS, PaaS, SaaS);
- [lepeBaru Ta pU3MK1 BUKOPUCTAHHS XMapHUX TEXHOJIOTIH;
- ApxiTekTypa 6e3mekd B Xxmapi;
- Po3nonin BinnmoBinaabHOCTI MDK IPOBAiAEPOM Ta KIIIEHTOM;
- Crparerii MIHIMBAITil pU3UKIB Y XMAPHOMY CEPEIOBHIIIL
Tema 3. Cucremu BusiBJIeHHA Ta 3an00iranus BToprueHs (IDS/IPS) B xMapHuX iH( pacTpyKTYpax
- [Mpunnunu podotu IDS/IPS;
- Oco6nuBocti BripoBakeHHs IDS/IPS y xMapHOMY cepeloBHILY;
- AHanB MepexxeBoro Tpaiky Ta BUSBJICHHS aHOMAJTIi;
- HanaurryBanus ta ynpasninus npasuiiamu IDS/IPS;
- [nTerpanis 3 IHIMMU cucTeMaMH O€3MeKH.
Tema 4. Ynpasuinns inenrudikauicro Ta gocrynom (IAM) y xmapHux cepeaoBHUIIAX
- Konnenuii [AM y xmapHux ceppicax;
- Meronu aBTeHTHQiKallii Ta aBTOpPHU3ALLi],
- VrpaBiiHHS MPUBUIESIMHA Ta POJISIMU,
- ®enepatuBHuii foctyn Ta Single Sign-On (SSO);
- MOHITOPHUHT Ta ayAuT JOCTYILY.
Tema S. llIn¢ pyBaHHs JaHUX TA YNPABJIHHS KJIIOYaMH B XMAPHHX CXOBHIIAX
- OcHoBu kpunTorpadii y XMapHHUX CEpeIOBHUIIRAX;
- [udpyBanHs 1aHUX Y CTaH1 CIIOKOIO Ta ITi/1 Yac rnepejaadi;
- VYrpaBIiHHS KUTTEBUM [TUKIOM KITIOUIB;
- Texuoznorii 3axucty ktodiB (HSM, KMS);
- BinnoBimHICT peryISTOPHUM BUMOTaM 110,10 I (PYBAHHSI.

3micmosuii mooyns 2 — Po3pooka, 6e3nexa ma ynpaeniHHa XMapHUMu 000amKamu
Tema 6. Po3Binka Binkpurux mkepeJ (OSINT) y kidepde3neni
- OcnoBu meronosnori OSINT ra ii 3acTocyBanHs B kibepoOesmnens;
- IHCcTpyMeHTH Ta TexHIKU 300Dy HdopMallii 3 BITKPUTHX JLKEPET;
- AHanB coliaJbHUX MEpexX Ta U (POBUX CITIIB /7151 BUSBIICHHS 3arpo3;
- Bepudikaris Ta Baminanis iHpopmalli 3 BIIKPUTUX JKEpeT;
- Ernunita npasosi acniekru OSINT-nismbHOCTL
Tema 7. AHaJti3 JepKaBHHUX eJJeKTPOHHHUX Pe€ECTPIB YKpaiHU
- CrpykTypa Ta QyHKIIOHYBaHHS AEPKABHUX €IEKTPOHHUX PEECTPIB;
- Meronu noctyny no nyonmHoi Hdopmartii peectpiB (API, Be6G-HTEpdeiich);



- Anani ganux €/IPI1IOY, peectpy HEpYXOMOCTI, CyTOBHX PillIeHb;
- BusiBiieHHst aHoMaJIiii Ta MMO3pUIMX aKTUBHOCTEH Uepe3 aHal 3 PeECTPIB;

- [HTerpanis JaHUX 3 PBHUX JEPKABHUX JHKEPEN ISl KOMIJIEKCHOTO aHAIBY.
Tema 8. PearyBaHHsl HA iIHIIUJIEHTH TA YNPABJIiHHA 0€e3M€KO B XMAPHUX Ce peI0BHUINAX

- CTBOpEHHS IIJIaHy pearyBaHHs Ha HIUJCHTH Il XMAPHHUX CUCTEM;

- BusiBnennst ta kiacugikaiiis HIIMACHTIB O€3ICKH;

- [pouiecu posciinyBaHHs Ta aHANBY HIUACHTIB Y XMapi;
- [HCcTpyMEeHTH Ta TaTdopMu IS YIpaBJIiHHS O0€3MEKO0 B XMapi.
Tema 9. BinnoBinHicTh HOpMATHBHUM BHMOI'aM Ta ayquMT 0e3leKH XMApPHUX CepBiciB

- Oms1 KIFOUOBUX CTaHIApTIB Ta perysropHux BuMor (GDPR, ykpaiHchkuii 3akoH TIpo

MepCOHaNbHI 1aH1);

- [IpoBenenHs aynuTy O€3MEKH XMapHHUX CEPBICIB;
- VYipaBniHHS pU3MKaMU Ta BITIOBITHICTIO;
- JloKkyMeHTYBaHHS Ta 3BITHICT 3 TUTaHb OC3MEKH;
- CniBnpanist 3 XMapHUMH IpOBaiiJiepaMy 1I0J10 BITIOBIAHOCTI BUMOTaM.

Tema 10. [IpakTuuHmii aHai3 Kide p3arpo3 yepes Aep:kaBHi peectpu Ta OSINT

- [ToGynoBa mpodiTiB MOTEHIIAHUX 3IOBMUCHUKIB Uepe3 MyOIiuH1 JaHi;

- BincrexenHs ¢piHaHCOBHUX onepalliil Ta KOpIopaTUBHUX 3B'S3KIB;

- CTBOpEHHS HCTPYMEHTIB MOHITOPUHTY HAa OCHOB1 aHAJIBY PEECTPIB;

- ABTOMaTH3aIis 300py Ta aHATIBY JAHUX 3 JIEP>)KaBHUX JIKEPEIT;
- Po3poOka 3BITIB Ta JaOOp/IiB A Bi3yasi3allil pe3yIsTaTiB aHaIBY

4. CTpyKTypa 3aJIiKOBOr0 KpeIuTy AUCHHILIIHN «be3neka XMapHuXx cepBiciB»

KinekicTb roguu

XMApPHHUX CXOBUIIAX

Tematnka Jlexuii | Jla6op. | Camoct.p [aauB. | TpeHiHT KonTp.
3aHATTS o0oTa poboTta 3aX0]I1

3micToBuii Moayab 1 — OcHOBH Ki0epOe3neKH Ta 3aXMCT JaHUX Y XMAPHHUX cepea0oBHINAX
Tema 1. CyuacHi3arpos3u B 3 1 9
XMapHOMY CEpEIOBHIILI
Tema 2. XmapHi TEXHOJIOTI
Ta X posib y 3a0e3nedyeHHi 3 2 10
KibepOe3neKy MiIIpHUEMCTB
Tema 3. Cucremu
BUSBJICHHS Ta 3amoOiraHHs 3 1 10 [oroune
BropraeHs  (IDS/IPS) B OIUTYBa-HH
XMapHUX iH(PacTPyKTypax 1 3 s
Tema 4. YrpaBiiHHS
IneHTH ikaIriero Ta 3 1 9
noctynom (IAM) y
XMapHHUX CePEIOBHINAX
Tema 5. [lludpyBaHHs AaHUX
Ta YNpPaBIiHHSA KIIOYaMU B 3 2 10

3micToBHii MOYJIb 2 — Po3po0Kka, Oe3meKa Ta yIpaBJiHHA XMaPHUMH 101aTKAMH

Tema 6. Po3Binka BiIKpUTHX

Kepes (OSINT) y 3 1 10
kibepOe3merri

Tema 7. AHanid Jep)kaBHHUX

CIIEKTPOHHUX peecTpiB 3 2 9
Ykpainu

Tema &. PearyBanHs Ha

TTotoune

OIUTYBa-HH




[HIUJCHTH Ta YIpaBJIHHS
DE3MEKOI0 B XMapHHUX
cepeioBUIIAX

10

Tema 9. BinnoBigHICT
HOPMAaTUBHUM BHMOTaM Ta
AYIUT ~ OC3MEeKH  XMapHHUX
CepBICIB

10

Tema 10. Ilpaktuynuii anani
Kibep3arpo3 dYepe3 JeprkaBHI
eectpu Ta OSINT

10

Pazom

30

14

97

5. TemaTuka J1abopaTopHHX pooiT

JlaGopaTopHe podoTa 1: AHaJii3 Ta ONIHKA PU3MKIB Yy XMAapHOMY Ce pe/10B Ul
[IpoBeneHHs aHanBy MOTEHIIMHUX 3arP0O3 /711 KOHKPETHOTO XMapHOTO CIIEHAPIO;
Ouiaka Bpa3nmuBOCTEH Ta iX MOTEHIIWHOTO BILIUBY;

Po3pobka cTparerii MiHIMBaIT il pHU3HKIB.

Jlabopatopue poGora 2: Hanamrysanns ta tectyBannst IDS/IPS y xmapHiii ing pacTpykrypi
BcranoBnenns ta xoH dirypamis IDS/IPS y xmapHOMy cepe1oBUILL;

CTBOpeHHS Ta HAJIAIITYBAaHHS MTPaBUJI BUSBJICHHS;
[IpoBeneHHs cuMyIALIil aTak Ta aHAIB3 €(PEKTUBHOCTI CUCTEMH.

JlabopaTopne poGora 3: Ynpasainus ineHTudgikanicro Ta 10cTynoM y xmapi
HanamrryBanust IAM-nioniTik y XMapHOMY CEpBIC;

BrnpoBamkenHs 6arato(akropHOi aBTeHTH (IKaIlii,
CTBOpEHHS Ta YIPaBJIIHHS POJISIMU 3 PBHUMHU PIBHAMH JIOCTYITY.

JlaGopaTopue podora 4: OcaoBu OSINT Ta 30ip ind opmanii 3 BigkpuTHX 15KepeJt
Buxopucranns 6azoBux OSINT-iHcTpymenTiB (Maltego, Shodan, Google Dorking);
AHanB coliambHUX MEPEX ISl BUSBICHHS HQOpMAIIHHUX BUTOKIB;

CxitaganHs mpodutro opranBalli yepe3 myoJaiMHO JOCTYITHI TaHl.

JlaGopaTopne poGoTa 5: AHaJII3 1ep:KaBHUX eJIeKTPOHHHUX Pe€CTpiB YKpaiHu
Po6ota 3 API nepxxaBaux peectpis (€PTIOY, OpenDataBot);

[Tomyk Ta aHaI3 KOPITOPATUBHKX 3B'SI3KIB UEPE3 PEECTP IOPUIUIHUX OCIO;
BusisnenHs anoManbHUX (PIHAHCOBUX OMEpalliid yepe3 BIIKPUTI JaHL

JlabopatopHue podora 6: Kommiexkcae OSINT-posciinyBanns Kidep3arpos
[ToOynoBa kKapTH 3B'S3KIB MOTEHIIHHUX KIOCP3TOUNHITIB;

Ananiz mudpoBHX CIINIB Yepe3 MOETHAHHS ASPKaBHUX PEECTPIB Ta COIIATBHUX MEPEIK;
CTBOpPEHHS 3BITY PO pe3y/IbTaTH PO3CITyBaHHS 3 PEKOMEH IAIlIIMH.

6.Camocriiina podora
«Komnuekcuuii OSIN T-anaui3 kide p3arpo3 1Jis1 NiANPUEMCTBA 3 BUKOPHUCTAHHSM Jie PXKaBHUX
peecTpiB»
Meta pobotu: IIpoBecTH KOMIUIEKCHHI aHaIB KiOep3arpo3 Ajsi KOHKPETHOTO MITIPHEMCTBA 3

BukopucTtanHsM MeToiB OSINT ta ananBy nep:kaBHUX eNEKTPOHHUX peecTpiB YKpaiHu.

3aBaHHA:
Buo6ip 00'exra nocaimxeHHs KoxeH 3100yBau oOupae peanbHe yKpaiHChbKe MIIIPUEMCTBO (3

nyOJIMHO JTOCTYIHOO HpopMailiero) s npoBeaeHHs O SINT-ananiy.

© O © © O

IIpoBe1eHHA KOMIIJIEKCHOTO aHAJI3Y:
3061p 6a30B01 H(opMaIli mpo minmprueMCTBO uepes AepxkaBHi peectpu (€IPTIOY, BinkpuTi gani);
AHaIB3 KOpIOPaTUBHOI CTPYKTYpH Ta OeHeDilliapHUX BIIACHUKIB;
JocnimxenHs 1u@ppoBOro ciiy KoMnaHii B Mmepexi [HTepHer;
BusiBrieHHs MOTEHIIMHUX TOYOK BPA3IMBOCTI uepe3 MyOIuHO JOCTYITHY HGOpMAIlio;
Anani [T-iHdpacTpyKTypy Ta TEXHOJIOTTMHOTO CTEKY KOMIIAHIL



inroroBka 3BiTY, IKHil MiCTUTb:
[Tpodute minmpueMcTBa Ha OCHOBI IAaHKX 3 IEPKABHUX PEECTPIB;
Kapty nudpoBoro npucyrHocTi komnasii (IoMeHH, couiainbHi Mepexi, myonHi APT);
BusiBieH1 moTeHI1iliHI Bpa3IMBOCTI Ta BUTOKH 1H(QoOpMaIlii;
AHaIB MOXJIMBUX BEKTOPIB aTak Ha OCHOBI 3i0paHoi HpopMalrtii;
PexoMeHn natii mo/10 miaBUIEHHS piBHS HPOPMAIIIHHOT OE3IeKH;
MeTo10510TiF0 TPOBEAEHOTO AOCTKEHHS 3 MEePEIKoM BUKOPUCTAHUX IHCTPYMEHTIB;
Ernuni mipkyBaHHS Ta 0OMEXXEHHS JOCTIHKEHHS.
BuMoru 10 BUKOHAHHS
TexHiuHi iIHCTpyMeHTH (000B'A3K0BI):
° PoGora 3 API nepxaBHuX peectpiB a00 BeO-CKpariHT;
° Burxopucranas miHimym 3 OSINT-HcrpymentiB (Maltego, Shodan, Google Dorking, corianbHi
Mepexi);
° JIoOKyMEHTYBaHHS BCIX KPOKIB JOCITIKCHHSI.
3BiT NOBHHEH BKJIKYATH:
JeranpHuii onuc MeTo1010ri (5-7 CTOPIHOK)
PesynsraTn ananiy 3 ckpirmmoTtamu (10-15 cTopiHOK)
Bizyaniairito 3B'sI3KiB Ta CTPYKTYpH JaHHUX
[IpakTuyHi peKOMEeH altii 1715 TiTPUEMCTBA
®DopMa NOJAHHA:
[TucemoBwit 3BT 00Csirom 15-20 cropiHOK + mpe3eHTalist Ha 10-12 cinaiiaiB 3 1eMOHCTpAITIEI0 KITIOYOBUX
3HaXITOK Ta METOIOJIOTII JOCIHKEHHSL.
Kpurepii ouiHioBaHHs:
Bukopucranss nepxaBHUX peectpis (25%)
3acrocyBanus OSINT-meToniB (25%)
SkicTh aHanBy Ta BUCHOBKIB (25%)
[IpakTnyHa MIHHICTH pekoMeH naitii (25%)

© O 0 0 o0 o O

7.0pranizanisi Ta NpoBeeHHs TPEeHIHTy 3 AucuMILIiHU be3neka xmapHux cepsiciB
«KomiuiekcHa Oe3neka xmapHux TexHoJorii Ta OSINT-anaui3 kide p3arpos»

[IpoBectn xommiiekcHuit OSINT-ananz oGpaHoOro ykpaiHCHKOrO MIIIPUEMCTBA JUIsl BUSBICHHS
NOTEHUIMHUX Kidep3arpo3 Ta Bpa3IMBOCTEH, BUKOPUCTOBYIOUM BHUKIIOUHO JIETalbHI BITKPUTI pKepena
HpopMmarii. Ha ocHOBI 3i0paHMX JaHWUX CTBOPUTH JETAITBHHUH 3BIT 3 OI[IHKOIO PIBHS KiOEPPH3UKIB,
PEKOMEH Al IMU III0JI0 MITBHUINCHHS O€3MeK! Ta MJIaHOM MOHITOPUHTY I (POBOTO CIiMy OpraHBaIrii

MeTa TpeHiHry:

3a0e3neynTH yJaCHUKIB KOMIUIEKCHUMH TEOPETUYHHMHM 3HAHHSMHU Ta MPAKTUYHUMHU HaBUYKAMHU
B Taury3i Oe3nexn xmapHuX TexHosorii Ta OSINT-mMeToziB, miaroTyBaBmm ix 10 €(peKTHBHOTO BHSBIICHHS
Ta aHaJIBY Kibep3arpo3 y cydacHOMY LI (POBOMY CEPEAOBHIIIL

[epeaik 3axa4 11 TPeHIHTY:

1. Anani3 kidep3arpo3 MmiANMpUEMCTBA 4Yepe3 JAepxkaBHI peecTpu. I[IpoBenirb KOMIJICKCHUN
aHaJIB KOHKPETHOTO MANPUEMCTBA, BUKOprcToBytoul nai € JIPTIOY, BUSBITh MOTEHIIHHI PU3UKH Yepe3
KOPIOPATHBHI 3B'sI3KK Ta (IHAHCOBUM CTaH.

2. Hocmimkenns mudpoBoro cuiny opraniami. CTBOpire mpodiis Kidep3arpo3 it oOpaHoi
KOMIaHii, aHanByloud ii NPUCYTHICTh y COLIAJIbHUX MEpeXax, JOMEHHY CTPYKTYpy Ta MYyOIiuHY
IT-HpacTpykrypy.

3. MOHITOPHHT BUTOKIB KOPIIOPATUBHUX JIaHUX. PO3p00OITh METOA0JIOTIIO BIACTE)KCHHS TOSBH
KOHQIeHIIHHOT H(popMaIlii KoMIaHii y BIIKpUTHX PKEpeIax Ta JapKHETIL

4. AHaniB HIUIEHTIB KiOepOe3neku depe3 myomyHi gadHi Jlochiairb KOHKPETHHI
KIOCPIHIIMACHT, BUKOPHUCTOBYIOUM TUIBKM BIIKPUTI J/DKepena, Ta CKIAAh XPOHOJOTIO MOMIM 3
IMeHTU DIKAII€I0 YYACHUKIB.

5. [loGynoBa kaptu 3arpo3 it ramy3l. CTBOpITE aHAITHYHY KapTy KiOep3arpo3 st
KOHKPETHOI1 rairy3i eKOHOMIKH, BUKOPUCTOBYIOUH JaH1 IEp>)KaBHUX PEECTPIB Ta raly3eBUX 3BITIB.
6. OSINT-po3cninyBaHHs Mmimo3piix (iHAHCOBUX orepariid. [IpoBenirk aHai3 Mino3puinx

TpaH3aKIi yepe3 MyOJIiuHi PeECTpH Ta BHSABITH MOXKIIMBI CXEMHU BIIMHUBAHHS KOIITIB a00 (piHaHCYBaHHS



KIOEpP3TIOYMHHOCTIL

7. Ananid BpaznmuBocTed uepe3 myosuHi gaHi npo [T-cucremu. Bukopucraiite «Shodan» Ta
HII HCTPYMEHTH MJIsi BUSBJICHHS TOTEHIIHHUX BPa3lMBOCTEH y MYyONMHO JOCTYITHHX CHCTEMax
YKpaiHChbKOi OpraHi3allii

8. MOHITOPUHT penyTaliiiHuX 3arpo3 B OHJaHH-mpocTopl. CTBOPITH CUCTEMY BIICTEKECHHS
HETAaTUBHUX MyOiKaIliid Ta (eifkoBoi HQopMallii mpo KOMITaHIIO y COMIaTbHUX Mepexax Ta 3MI.

9. Hocnimkenns APT-rpyn yepe3 BinkpuTi Jukepena. [IpoananByiiTe IiIbHICT KOHKPETHOL
APT-rpyrnu, BUKOPHCTOBYIOUH MYOJITMH1 3BITH, COITIAJIbH1 MEPEXKi Ta TEXHIYHY JTOKyMEHTaILIFo.

10. CrtBopenHs npodito kibepsznounHisd. CKIaArh AeTalbHUNW MPOQUIb MiTO3PIOBAHOTO Y
KIOEp3JI0YMHAX, BUKOPUCTOBYIOYHM TUIBKM JIETadbHO IOCTYMHY HQOpMAIlO 3 Jep>KaBHUX PEECTPIB Ta
COLlIAJIBHUX MEPEXK.

IHopsinok mpoBeie HHSI TPEHIHTY:

1. 306ip 6azoBoi Hpopmaui - ananB ganux €PIIOY, koprnopaTHBHUX 3B's3KiB, (PIHAHCOBOTO CTaHY
yepes JIepKaBH1 PeECTPH;

2. [HocmimxenHs uu@poBoro ciuimy - KapTyBaHHS JOMEHIB, cyOnomeniB, IP-anmpec, comianbHHX
MEpEeX OpraHBailii

3. TexumuHuit aHani3 - BuKoprcranus Shodan, Censys U1 BUSIBIIEHHS YOJIUHO JOCTYITHUX CEPBICIB
Ta MOTEHIIHHUX BPA3JIMBOCTEH;

4. MOHITOPUHT BUTOKIB JaHHX - MOILYK 3raJI0OK KOMITaHi y BUTOKaX, (opymax, JapKHETi;

Penyraniiinuii anani - BIICTEKEHHS MyOTIKaIlii, BIITYKIB, MOXJIHBOI e31H GopMaIii;

6. JlOKyMEHTYBaHHS pe3YIbTaTiB - CTBOPEHHS CTPYKTYpOBAHOTO 3BTy 3 BHCHOBKaMH Ta
pPEKOMEH Al SIMH..

OuikyBanmii pesyabrar: [IpeseHTanis 3 aHaiBoM Kibep3arpo3, npoduis pU3MKIB OpraHBali Ta
MPaKTUYH1 PEKOMEH JAITil 1010 TTOKPAIIEHHS KIOepOe3neKkn Ha OCHOB1 BUSIBJIEHUX YPa3TUBOCTEH.

9]

8.MeToau HABYAHHS
VY HaByanbHOMY IPOIIEC] 3aCTOCOBYIOTBCS: JIEKIIil, B TOMY YHCJIi 3 BUKOPUCTAaHHS MYIBTHMEIIIHOTO
npoekropa Ta Humx T3H; mabopaTopHi pob0OTH, HAUBITYadbH1 3aHATTS; caMOCTiiiHa poboTa 3100yBayiB,
pob6ota B [HTEepHET.

9.3aco0M OniHIOBAHHS TAa METOAHN JIeMOHCTPYBAHHS pe3yJ/IbTaTiB HABYAHHS
VY nporeci BUBUYEHHS IUCUUILTIHU «be3neka XMapHUX CepBICIB» BUKOPUCTOBYIOTHCS HACTYIHI
3acO0M OI[IHIOBaHHS Ta METOJIU JAEMOHCTPYBAHHS PE3Y/IbTaTIB HaBUaHHS:
- MOTOYHE ONUTYBAHHS,
- MOJY/IbHE TECTYBAaHHS Ta ONUTYBaHHS,
- OI[IHIOBaHHSI TaOOpaTOPHUX POOIT;
- OLIIHIOBAHHS TPEHIHTIB;
- OIIHIOBAHHS PE3YIBTATIB CAMOCTIAHOT pOOOTH.

10. IHoaiTnka ouiHIOBAHHS

Ionimuka wooo dednatinie i nepecknaoants. JlJis BUKOHAHHS YCIX BUJIB 3aBJIaHb 37100yBayamH i
MPOBEJICHHS KOHTPOJBHUX 3aXO/IB BCTAaHOBJIOIOTHCS KOHKpPETHI TepMmiHM. llepecknamanHsi MOIyIiB
IPOBOAUTHCS B YCTAHOBJIEHOMY TOPSIJIKY.

Ionimuka wooo axademiunoi dobopouecrnocmi. CriucyBaHHS M1 4Yac MPOBEACHHS KOHTPOJIBbHHUX
3axo/liB 3a00poHeHl. [l yac KOHTPOJIBHOTO 3ax0Ay 3100yBad MOYKe KOPUCTYBATHUCS JIUIE TO3BOJICHUMHU
JIOTIOMDKHUMH Matepiaiamu abo 3aco0amu, oMy 3a00pOHSETHCS B Oynb-sIKid (opMi OOMIHIOBATHCS
HpopMaliero 3 HIMMHU 3100yBayaMM, BUKOPUCTOBYBAaTH, pO3MOBCIOPKYBAaTH, 30MpaTH BapiaHTH
KOHTPOJIbHHX 33aBJIaHb.

Ionimuka wooo 6iosioysanns. 3a 00’€KTUBHUX NMPUYMH (HANPUKIAA, KAPAHTUH, BOEHHUH CTaH,
XBOpo0a, 3aKOpJOHHE CTaXyBaHHsS) HaBYaHHS MOXKe BimOyBaTWCch B IUCTAHIINHIA Qopmi 3a
MOTO/KEHHSIM 13 KEPIBHUKOM KypCY 3 I03BOITY AUPEKITil (haKyIBTeTY.

11. Kpurepii, ¢popmu MOTOYHOI0 Ta MiACYMKOBOI0 KOHTPOJIIO



[MincymroBuit 6an (3a 100-6anpHOIO MKanmo) 3 aucuumiaiHu "besmeka XxmapHUX cepBiciB"
BU3HAYAEThCS SIK CEPEAHBO3BAKCHA BEIMYMHA, B 3aJISKHOCTI Bl MUTOMOI Bark KOKHOI CKIIaJ0BOI

3aTIKOBOTO KDEINTY:

BUKOHAHHA 6

nutaddg:10 TecTiB

pob6otu - max 40

Moayan 1 Moayan 2 Moayan 3
40% 40% 5% 15%
[Toroune MonaynbHu# Tpeninru CawmocriifHa poboTa
OIIHIOBAHHSI KOHTPOJIb
3aranpHa omiHka 33l 1. Teopernuni OLHIETHCA OLIHIOETHCA SIKICTD
nabopaTopHi MUTAHHS: 2 BUKOHAHHS PO3pOOKHU, BITIOBIAHICTH
pobotu nuTa-HHA 1o 30 HIUBITyaTIbHOTO notpebam MiANnpueMCTBA,
pO3paxoByeThes sIK|  OaniB - max 60 3aBJIaHHS TPEHIHTY MOBHOTA peanBawi
CepeqHe OamiB. (BuKoHaHHs po0OTH -| (yHKIIOHATY. (BUKOHAHHS
apuMeTHyHe 3 2. TectoBi max 60 6aniB, 3axuct| poboTH - max 60 Oamis,

3axucT poboTu - max 40

1a00paTopHUX - max 40 6ais. OaiB) 6aiB)

pooir.

Buxonanus sjabopaTopHux pooir:
90-100 GaniB (BinmiHHO) - 37100yBad caMOCTiiiHO, 0€3 NMOMHJIOK, BUKOHAB YCi KPOKH J1abOpaToOpHOI
pOOOTH, MPABUIBHO 33JI0KYMEHTYBAB €TAllM Ta BUIBHO OINEpye MOHSATTSAMH Ta MPUHIIMIAMH XMapHOT
Oe3rneku, yrpaBIiHHS IMeHTU(IKALIE0 Ta TOCTYOM, a Takoxk MeTogamu OSINT-ananiy.
75-89 GanB (loOpe) - 3m00yBad BUKOHAB 3aBIaHHS JIA0OPATOPHOI POOOTH, ajie 3 KUTbKOMa IPIOHUMHU
MOMHUJIKAMHU, SIKI HE BIUIMHYIM Ha KHIEBUW pe3ylsraT (HampuKIajg, HETOYHA MOCHIITOBHICTH i),
BUHHKAJIM TTUTAHHS ITi 9ac pOOOTH.
60-74 6aniB (3a10BUTEHO) - 3100yBa4 BUKOHAB 3aBIAaHHS, ajie 3 CYTTEBUMH MOMUIIKAMH, HAITPUKIIA, HE
3 mepiioro pasy. Po3ymMiHHSI TOCTaBJICHUX Yy JIA0OpaTOpHiK poOOTi 3aB/IaHb € TIOBEPXHEBUM.
1-59 6GaniB (He3anoBiibHO) - 37100yBad HE 3MIr BUKOHATHU 3aBJaHHs a0o0 pe3ylsraTd Oylu HOBHICTIO
HeBlpHUMH. He mpoaemoHcTpyBaB 0a30BUX HAaBUYOK poOOTHM 3 xMapHuUMHU miardgopmamu, [DS/IPS
cucreMamu a6o OSINT-iHcTpyMeHTaMu.

OuiHoBaHHS MOAYJbHOT0 KOHTPOJIIO:
90-100 GaniB (BinMiHHO) - 3100yBau J1€MOHCTpYE MOBHE 1 NIMOOKE 3HAHHS TEOPETUYHOIO MaTepiany, a
TaKOXK MPAKTUYHUX aClEKTIB, BUIbHO ONEpPYE MOHATTSAMU Ta MPUHIIUIIAMU OE3MEeKH XMapHHUX CEPBICIB Ta
metonaiB OSINT. 3matHuil He MPOCTO BIAMOBIAATH Ha TECTOBI 3alMTaHHS, a W aHANBBYBATHU CKIaJHI
CUTYyaIllll, 3HaXOJUTH HEOUEBU/IHI PIIICHHS, apTyMEHTOBAHO BUCJIOBJIIOBATH BJIACHY TO3UIIIF0. BusiBiise
HIIATUBY B ONIAaHYBAaHH1 MaTepiaily, 10 BUXOAUTH 3a MEXI HaBUAIbHOT IPOTpamMH.
75-89 OGaniB (HoOpe) - 3m00yBau Mae TIPYHTOBHI 3HAHHS 3 YCIX OCHOBHHUX PO3JAUTB JUCIUILIIHH.
JleMOHCTpye BMIHHS 3aCTOCOBYBATH TEOPETHYHI 3HAHHS, 110 OOTOBOPIOIOTHCS HA 3aHATTI, Oepe y4acTh y
00roBOpEHHSX, BIANOBIAA€ HA 3alIMTaHHS BUKIaa4a.
60-74 GaniB (3amoBUTHHO) - 3100yBad BOJOJIE MIHIMAIBHO HEOOXITHUM OOCSITOM 3HaHb. Binmoimi
NEepeBaXHO Ha TECTOB1 3alUTAHHS, MOXYTh MICTUTH HETOYHOCTI, MOXE IUIyTaTHCS B TEepMiHaxX 1
noHATTAX. He BUSBIIS€E HIIATHBU B ONpaIfOBaHHI MaTepially, a JIMIle BITTBOPIOE HPOPMAIlit0, OTPUMaHY
Ha JIEKL BIX.
1-59 6aniB (He3zanmoBinbHO) - 3700yBau He Bosiofie abo Bosofie nuie (GparMeHTApHUMH 3HAHHSIMH 3
JUCHUIUTIHA. BinmoBini mepeBa)kHO HEMPaBIJIBHL, MO CBITYATH MPO IMOBHY BIACYTHICTH PO3YMIHHS
MaTepiany.

Tpeninr:
90-100 6anB (BinmiHHO) - 3700yBau  caMmOCTiiHO, 0€3 MOMHUIIOK, BHKOHAB YCi €Talu 3aBJIaHHS,
NPaBWIBHO 33J0KyMEHTYBaB yCi eTamu pOOOTH, Ta BUIBHO OMNEpye MOHSATTAMH Ta IPUHIIMIAMH
kibepOesnekn xmapHux cepenoBuin Ta OSIN T-meTo 101011
75-89 6aniB ([JoOpe) - 3m00yBad BHKOHAB 3aBJaHHs, aje 3 KUIbKOMa APIOHUMHU ITOMHUJIKAMH, SKi HE
BIUIMHYIH Ha KIHIEBHI pe3ylbraT (HampuKiIaj, HETOYHA MOCTIIOBHICTD [Iiil), BUHUKAIA MUTAHHS M1
gac poOOTH.



60-74 6aniB (3aa0BUIbHO) - 3100yBa4 BHKOHAB 3aBJaHHS, ajie 3 CYITEBUMHU MTOMMIIKAMH, HAIPUKIIAJ, HE
3 IepBOro pa3y. PO3yMiHHS MOCTaBIEHUX y TPEHIHTY 3aB/aHb € IOBEPXHEBUM.
1-59 6GaniB (He3amoBiibHO) - 37100yBad HE 3MIr BUKOHATH 3aBJaHHs a0o0 pe3yisraTd Oylu HMOBHICTIO
HeBipHUMH. He mpoaemoHcTpyBaB 0a30BMX HaBUYOK POOOTH 3 XMApHUMHU TEXHOJIOTBIMH Oe3reku abo
OSINT-nnatgopmamu.

Camocriiina podora:
90-100 6aniB (BizMiHHO) - JOIMOBIIL OXOIUIIOE BCi KIIIOUOBI acleKTH OOpaHOi TEMH, JEeMOHCTPYIOUYH
DIMOOKe PO3YMIHHS TipeameTa. [[oCHimKeHHs MICTHTh HE JIMINE ONHUC, ajle W DIMOOKWH aHauB,
NOPIBHSHHS PBHUX MIIXOJIB Ta METOJIB, a TAaKOK OOIPYyHTOBaHI BUCHOBKH. BukopucraHi cydacHi Ta
aKTyaJIbH1 JpKepena HQopMallil, Mo CBITYUTH MPOo 0O0BHAHICTH 3400yBad a 3 OCTAHHIMU TCHACHISIMHA Yy
cdepi 6e3nexn xmapaux cepBiciB Ta OSINT-ananiruni. 3m00yBad BUIBHO BOJIOIE MaTEPiaioM, BUCTYIIA€
BIIEBHEHO Ta BIOIIOBINA€ HA BCl 3alIUTAaHHS.
75-89 OGaniB (loOpe) - [OMOBiNe pPO3KPUBAE OCHOBHI MUTAHHSA TEMH, ajlé MOXKe OyTH MEHII
JeTanBoBaHow. B po0OoTi € aHANITHYHI €IeMEHTH, ajieé BOHU MOXYTh OyTH HE JIOCTaTHHO IITHOOKHUMHU.
Bukopucrani pkepena iHpopMallii € peleBaHTHUMH, aje MOXYTh OyTH He HailHOBIIMMH. 3100yBay
JIEMOHCTPYE 3HAHHS MaTepialy, ajie MOXE MaTH HE3HauyHl1 TPYIHOIN 3 BIINOBINSAMU Ha JIOJATKOBI
MUTaHHS.
60—74 6aniB (3a70BUIbHO) - TOMOBIIb OXOILIIOE JIUILIE OCHOBHI aClIEKTH TeMHU. MOXyTb OyTH MpOMYyIIeH1
BaxuInBi gerani PoboTa Mae omucoBHil XapakTep, aHAJI3 Ta BUCHOBKH € MOBEPXHEBUMH. 3/100yBady He
3aBJKJM BIIEBHEHO BIIMOBIIAE HA 3aMUTaHHA. BUCTynm Moxe OyTH HEUITKUM.
1-59 GaniB (He3amoBiTbHO) - 3MICT JOMOBIAI HE BINMOBITAE TeMi a00 € KOMIUISIIEI0 3aCTapUINX JaHUX.
PoboTa € npsmuM KomniroBaHHSAM 0€3 CaMOCTIHHOTO ONpalfOBaHHS.

I kana ouiHIOBaHHA

3a
3a mxanow 3YHY | namionaabHow | 3a mkasow ECTS
IIKAJI0K)
90-100 BIIMIHHO A (BIIMIHHO)
85—89 B (myxe mo6pe)
75-84 Aodpe C (n06pe)
6574 . D (3a10BUTBHO)
60—64 JANOBUIBHO E (moctatHbO)
35.59 FX (He3a10BUTbHO 3 MOKJIUBICTIO ITOBTOPHOTO
HEe3aJ0BUTHHO CKJIQJIAaHHSI)
1-34 F (He3a10BUTbHO 3 000B’3KOBUM ITOBTOPHUM KYPCOM)




12. IncTpymeHTH, 00J1alHAHHA TA MPOrpaMHe 3a0e3NeYeHHsI, BUKOPUCTAHHSA SIKHX Iepeadadae
HABYAJIbHA JUCLHHUILIIHA

Ne HailimeHyBaHHS Homep Temn
1 [IpoexTop 1-10
2 [lepcoHanbHMI KOMIIT I0TEP 1-10
3. EnekrpoHHUIA BapiaHT JICKITIH 1-10
4 MeTonu4H1 BKa3BKU 10 BUKOHAHHSI TAOOPaTOPHUX POOIT 1-10
(eIEKTPOHHUM BapiaHT)
3. XwmapHa ninatdopma (Hanpukian, AWS, Azure abo Google 1-3,7-9
Cloud)
4 OSINT-mcTpymentu (Maltego Community Edition, Shodan, Google] 4,6,10
Dorking)
5 JlocTyn 10 Aep kaBHUX eIEKTPOHHUX peecTpiB Ykpainu (API abo 5,7, 10
BeO-HTEphEHcH)
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