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Po6oya nporpama ckiajieHa Ha OCHOBI OCBiTHbO-TIpodeciiinoi nporpamu «lLITyunni
iHTeneKT» MiAroTOBKM OakamaBpa ramysi 3HaHp 12 “ladopmauiiiHi TexHOMOrii”
crerianpaocti 122 «KoMm’1oTepHi Hayku», 3aTBepkeHoi BueHoro panoro 3YHY (23
yepsHs 2023 p. npotokon N 10 3i sminamu 26 depsrs 2024 p., npotokon N 11).

Po6ouy mporpamy cknas: noueHT kapenpu IOCY, k.1.H. Onexcanap OCOJIIHChKUM

PoGoua nmporpama 3aTBepKeHa Ha  3acimaHHi  Kadenpu iHpopMaLiiiHo-
0GMMCIIOBASTLHUX CHCTEM 1 ynpaBiinHs, npotokos Ne 1 Bin 26 cepmas 2025p.

B.o. 3aBinyBaua kadenpu Hapis BACUJILKIB

I"apaHT oCcBiTHRO-TIpOdECiiHOT

nporpamu "LlITyunuii inTenexr", 7 _—
K.T.H, JOWEHT % Bacuns KOBAJIh
\



CTPYKTYPA POBOYOI IPOI'PAMU HABYAJIBHOI JIJUCITUTLJIIHUA
"OPI'AHIBALIA KOMI'IOTEPHUX MEPEX"

1. Onuc qucuuniinu "Opranizanis KoM’ OTepHUX Mepex '

Jucuumiaina
«Opramnizanis

KOMIT’'FOTEPHUX MEPeK»

I'any3b 3HaHD,
cnemiajIbHICTh,
CBO

Xapakrepucruka
HABYAJIbLHOI M CHUILIIHA

KinbpKkicTh KpeauTiB — 5

["amy3b 3HaHb —
12 “Indopmartiiini

Craryc (uCHMILUTIHA:
000B’sI3K0Ba AUCIMILIIHA [IUKITY

TEXHOJIOT1i” npodeciitHOT MiArOTOBKU
MoBa HaBUYaHHSA:
YkpaiHcpka
KuIpKicTh 3a/1IKOBUX CremaipHICTD — Pik migrorosku: 3
MOJYNIB — 5 122 «Komm’rotepHi | Cemectp:
HayKN» Jenna — 5
KiIpKicTh 3MI1CTOBHX OCBITHBO- Jlexmii:
MOJIYJIB — 2 npodeciitHa Tenna —30 ron.
mporpama
deTYqHHﬁ JlabGopaTopH1 3aHATTS:
1HTEJIEKT»

/[enna — 30 rog.

3arajpHa KUIbKICTh
roaud — 150

CrymiHb BUIIOT
OCBITH — OakasiaBp

Cawmocriitna pobora:
/[enna — 78 rog.,
TpeniHr:

/lenna — 8 Tog.

[nauBiqyansHa poboTa:
/lenna — 4 Ton.

TwxuaeBux roqua — 10,

3 HUX ayJUTOPHUX — 4 TO/I.

By niacyMKoOBOro KOHTPOJIIO —
eK3aMeH




2. MeTa i 3aB1aHHA TMCIMILIIHNA
" Opraxizaniss KOMII’IOTEPHUX Mepex '

2.1. MeTa BUBYEHHS TMCUMUILTiHH

Meroro aucnmmuniag  “Opranizamis KOMITIOTEPHHUX Mepex’ € (GopMyBaHHS 1
3aCBOEHHA y 3700yBayiB BHUIOI OCBITHM HEOOXIHUX TEOPETUUYHHUX 3HAHb IMPO OCHOBHI
NPUHIMIIN OpraHizaimii KOMITIOTEpHUX MepeX, amapaTHe 1 IporpaMHe 3a0e3leyeHHs
KOMIT'IOTEPHUX MEPEeX Ta TMPAKTUYHUX HABUUOK TMPOEKTYBAaHHS Ta pPO3rOpTaHHS
KOMIT’ FOTEPHUX MEPEK Pi3HOI CKIIQIHOCTI.

2.2. 3aB1aHHA BUBYEHHS TUCHMUILTIHA

3aBmanHs aucuuiuiiad - “‘OpraHizaifiss KOMIT'IOTEPHMX MEpex~ TOJIArae y
dbopMyBaHHI y CTYJEHTIB pPO3yMIHHS NPHUHIMIIIB Tepenadi Ta OOpoOKM JaHuUX B
KOMIT FOTEPHUX MEpexax, METOAIB Ta MPUHIIUITIB OOYA0BU KOMIT FOTEPHUX MEPEXK, 0a30B1
apXITEKTypH Ta TEXHOJOTIl JIOKAJbHUX Ta TJIOOATbHUX KOMITHOTEPHHUX MEPEXK,
(GYHKIIIOHYBaHHS MEPEKEBUX ONEPAlIMHUX CUCTEM Ta CIEMiali30BaHOTO MPOTPaMHOTO
3a0e3MeueHHs  aaMIHICTpyBaHHS Ta  3a0esnedeHHs iHQopmariiiHOoi Oe3meku B
KOMIT'IOTEPHUX Mepexax. 3700yTH TMpakTU4YHI HABUYKU TMOOYIOBU, TPOCKTYyBaHHS
KOMIT'FOTEPHUX  MEpeX, BHUKOPUCTAHHS MEPEKEBUX OMNEPALIMHUX CUCTEMH Ta
CHEIIaTI30BaHOTO MPOTPAMHOT0 3a0e3MeUeHHs aAMIHICTPYBaHHS KOMIT IOTEPHUX MEPEK,
KOMaH/l, CKpHIITIB, HAJAIITyBaHHS Ta BUKOPUCTaHHS OpaHAMayepiB HJis Oprasizarii
0e3MeKn Mepexl.

2.3. HaliMmeHyBaHHSI Ta ONHUC KOMIETEHTHOCTeH, (OpMYyBaHHSI SKHX
3a0e3neyy€e BUBYEHHS JUCHUIIIHU:

CK13. 3maTHICTE 10 PO3POOKH MEpPEKEBOTO IMPOTPAMHOTO 3a0C3MEUCHHS, IO
(GyHKIIIOHYE Ha OCHOBI PI3HUX TOMOJIOTIM CTPYKTYpPOBaHMX KaOEIbHUX CHCTEM,
BUKOPUCTOBY€E KOMIT'IOTEPHI CHUCTEMH 1 MEpExl Mepeaadl JaHUX Ta aHali3ye SKICTh
pOOOTH KOMIT FOTEPHUX MEPEK.

CK14. 3natHicTh 3aCTOCOBYBATH METOIU Ta 3ac00M 3abe3nedeHHs iHdopMaIliitHoi
Oe3mexu, po3poOIsITH ¥ eKCIUTyaTyBaTH CIeliajbHe MporpaMHe 3a0e3NeUYeHHs 3aXUCTY
1HbOopMaLItHUX pecypciB 00’ €KTIB KPUTUUHOT 1HGOpMaIiiiHOT IHPPaCTPyKTypH.

2.4. llepenymMoBH )it BABYCHHS JUCHHUILIIHA

BuBuenns kypcy ,,Opranizarmiss KOMITIOTEPHUX MeEpexk’’ Iependadac HasBHICTD
CUCTEMaTUYHUX Ta TPYHTOBHUX 3HaHb 13 JuciuiuiiH: «CHCTEMHE NporpamMyBaHHS Ta
apXxiTeKTypa KOMIT I0TepiBy», «OnepariiiHi CHCTEMI.

2.5. Pe3y1ibTaTH HABYAHHA

[1P13. Bomomithi MoOBaMH CHCTEMHOTO TpPOTpaMyBaHHS Ta METOIaMH PO3pPOOKU
nporpaM, IO B3aEMOJIIOTh 3 KOMIIOHCHTAMH KOMIT FOTEPHUX CHCTEM, 3HATH MEPEKHI
TEXHOJIOT1, apXITEKTypH KOMIT IOTEPHUX MEpEeX, MaTh MPAKTHYHI HABUYKH TEXHOJIOTII
aJIMIHICTPYBaHHs KOMIT FOTEPHUX MEPEXK Ta iX MPOrpaMHOTO 3a0€3IMeUCHHSI.

ITP15. Po3ymitu koHmemiito iH(opMamiitHOT Oe3neku, MPUHIMIN O0e3MeYHOTO
MPOCKTYBAaHHS MPOrpaMHOTO 3a0e3medyeHHs, 3a0e3neuyBaTd OE3MEeKy KOMIT IOTEPHUX
MepeK B YMOBaX HEMOBHOTHU Ta HEBU3HAYEHOCTI BUXIIHUX JITaHUX.



3. [Iporpama HaBYAJIBHOI AU CHUILTIHI
«Opranizanis KOMII'IOTEPHUX MeEPek»

3Imicmosuii modyns 1. bazoei nonammasa opzanizauii KOMn’10mepHUX mepexc
Tema 1. Beryn
[lepenaua nanux. Komm otepHi Mmepexi. [IoHATTS Ta apxiTeKTypa KOMIT I0TEpHOI
Mepexi. PosmoxaineHa o0poOka. MepexeBi KpuTepii, MPOTOKOJM 1 CTaHIAPTH.
Kondirypaiiis 3B’s13Ky, Tomnojoris. Bua nepenaui. Pi3sHoBUIM Mepex.

Tema 2. ETanonna moaeJib B3aemonuii Binkputux cucrem OSI.

PiBueBa apxitektypa. Opranizamisi piBHiB. DyHKii piBHIB: Di3WYHMI pPiIBEHb.
Kananbuuii piBeHb. Mepexnuil piBeHb. TpancnmopTHUil piBeHb. CeaHCOBHIl pPiBEHb.
PiBens nonanus. [puknagnuii pisens. Habip nporokomnis TCP/IP.

Tema 3. IlepenaBasibHe cepegoBHIIEe

Knacudikamis. KepoBani Hocii nepenaui iHpopmariii: (BUTa mapa, KoakClaJlbHHIMA
kabenb, ONTOBOJIOKHO).  HekepoBani  Hocii abo  Oe3NpoBiTHUN  3B’A30K:
CJICKTPOMArHITHUN CHEKTP, Paaio3B’s30K, 3B’SI30K y MIKPOXBUJILOBOMY Jiama3oHi,
1H(}payepBOHI 1 MIUTIMETPOBl XBWJI, 3B’SI30K y BHIAMMOMY Jiana3oHi, CYMyTHUKOBUMN
3B’SI30K, MOOUIbHHMI TeneoHHMM 3B’A30K, KaOenbHe TeneOaueHHs, [loripuieHHs
nepenadi, [IpoykTuBHICTE 1 10BkHUHA XBUI1. [lopiBHSIHHS HOCIIB niepeaayl iHGopmarrii.

Tema 4. Opranizanisi piBHs nepeaavi JaHUX | BUABJIEHHS/KOPEKILisi IOMUIOK.

KitouoBi acnektu oprasizaunii nepegadi aaHux (QyHKLIT 1 CTPYKTypa Kaapy,
dbopmyBaHHS KaJpy, 00poOKa MOMIIOK, YIIPABIIHHS MOTOKOM). BUSBICHHS 1 KOpEKIlis
MOMMWJIOK (THUITHA TOMUJIOK, METOJY BUSBIICHHS IOMUJIOK, KOPEKI1s TOMUJIIOK).

Tema 5. Mepexa (TexnoJiorisi) FDDI ta Token ring.
OcCHOBHI XapaKTepUCTUKU TeXHOJIOT1i. OcoOIMBOCTI METOIB MOCTYITy. D13UUHUN
piBenb FDDI ta Token ring. [TopiBasinasg FDDI 3 Ethernet 1 TokenRing.

Tema 6. Mepexa Ethernet, Fast Ethernet, Gigabit Ethernet.

3aranpai BimomocTi. Kabenbni Ethernet. Manuectepchkuii koa. IIpoTokon
MiAPIBHS YMPaBIiHHA AOCTynoMm 10 cepenoBuina B Ethernet. Anroputm nBiiikoBOi
€KCIIOHEHI1aTbHOT ,,BiAMIHK . [IponykTuBHICTE Mepexi. KomyTytroui mepexi Ethernet.

Tema 7. Low-power Wide-area Network (Mepexxa 3 HU3bKMM €HEProcno:KMBAHHAM
i MPOMYCKHOI0 CIIPOMOSKHICTIO [IVISl CEHCOPIB)

[Ipunuun pobotu, xapaxkrtepuctuku, nepeBaru LPWAN, wnegonmiku LPWAN,
00J1aCTl 3aCTOCYBaHHS.

3Imicmoeuii mooyns 2. JlokanvHi 00uuCI108A1bHI Mepedici, KePYBAHHA MePeHcaMU
Tema 8. TonoJiorisi Mepex.

@dizuyHa 1 JoriyHa TomoJsorii. MeToam NOOCTymy 10 CEepeJoBHINA Iepeaadi.
MepexeBi mpUCTPOi B TOMONOTIT Mepexi



Tema 9. Anpecauis, [Iporoxosu mapmpyrtusanii crexky TCP/IP.

Tunu agpeciB crexky TCP/IP. Kitacu 1 ocobnuBi IP - anpecu. MackyBanHs aapec.
Po3nozin, nmpu3HaueHHsS alpeciB, KOPEHEBWid cepBep, primary / secondary cepsep.
BayTpimHi 1 30BHIIIHI OpOTOKOAXW Mapuipytu3aiii Internet. JluctaHiiitHO-BEeKTOPHUIMA
npotokon RIP. OcuoBHi ¢ynkuii I[P - mpotokomy. Tabmuus mapmpytuzamii y IP-
Mepexkax. MapuipyTtusaiiisi 3 MackyBaHHsAIM 1 6e3. [IpoTokonu mapmpyrtuzamii y IP-
mepexkax. I[Ipotokonum RIP, OSPF Tta BGP. Mertoau 0opoTsbu 3 HEBipHUMHU
MapuIpyTaMu.

Tema 10. IIpoToxoau npukiaagHoro piBus creky TCP/IP.

NTP (Network Time Protocol) Ilpotokon mepexeBoro udacy, DNS (Domain
Name System, a6o Service) Cnyx0a nomennux iMmeH, NetBIOS name service Ta WINS
(Windows Internet Naming Service) Ciyx0a imeH NetBIOS Tta city:x0a Mi>xKMEpex)eBIX
imer Windows, LDAP (Lightweight Directory Access Protocol) IIpoctuit nmpotokos
noctymy a0 katainory, RPC (Remote Procedure Call) Buknuk BigmaneHoi npouenypu,
Telnet Ilporoxonm st 3a0e3leUYeHHS TEPMIHAIBHOIO JOCTYIYy [0 BiAJajJeHHX
KOMIT IOTEPIB.

Tema 11. TIpoToxouu IHTEepHeTy Ta eJIEKTPOHHOI NOIITH

FTP (File Transfer Protocol) - nportokon mepenadi ¢aiinis, Gopher -nporoko
JOCTYIly 110 TEKCTOBHMX 1H(OpMaliiiHUX pecypciB Ha BiaganeHomy cepsBepi, HTTP
(HyperText Transfer Protocol) - npotokon nepenaui rineprekcty, SMTP (Simple Mail
Transfer Protocol) - mpoctuii nmpotokoin nepenaui nomtr, POP3 (Post Office Protocol),
IMAP4 (Internet Message Access Protocol) - mpoTokon gocTymy 10 €IeKTPOHHHX
nosigomiieHb, SSL (Secure Sockets Layer) - mpoTokoj y3rofKeHHsS aJlrOpUTMIB Ta
OOMiHY KJIFOUaMH MuGpyBaHHS.

Tema 12. OcodauBOCTI MepekeBOro NMPOrpaMHOro 3ade3neyeHHs] Ta MepeskeBi
onepaumiiHi cucTreMu

Oco6mmMBOCTI  (DYHKIIIOHYBAaHHS MEPEKEBOTO MPOTPpaMHOr0o  3a0e3IeUeHHs,
KOMITOHEHTH, 110 CTBOPIOIOTH MEPEKEBE MPOrpaMHE 3a0€3MEeUEHHS, TUIIL MEPEKEBOTO
nporpamMHoro 3a0e3nedeHHs. OnepailiiiHi CUCTEeMH MEPEKEBUX MPUCTPOIB, MEPEKEBI
OC nns KOMI'IOTEPHUX MEpPEek, (PYHKIIOHAIBHICTh, OCHOBHE IMPU3HAYEHHS. AHai3
pobotu cucteMu. Pe3epBHE KOMIIOBaHHS JaHWUX 1 THUIM PE3EpPBHUX Komiil. Bimmanene
kepyBaHHA. OLiHKa 10aTKIB. JJoMeHH1 IMEHa Ta JOMEHHI MOCTYTH.

Tema 13. 3abe3neyeHHsi 6e3meKN KOMI'IOTEPHUX MEPEK.
VYmpasninus Oe3nexoro. Tumu atak mepexi. KoHiemiiss MepexeBoi Oe3mexwu.
3axuct koMIT'rotepa. besneune kogyBanus. bpanamayep. Criucky KOHTPOJIIO AOCTYITY

Tema 14. UlTyunuii iIHTENEKT Ta MAIIMHHE HABYAHHS Y MEPEKEBUX TEXHOJIOT1SIX.

[lepeBaru Al Ta ML y MepexkeBux TexHONOTIsIX. TpaHcopmariisi KOMIT IOTEPHUX
mepex i BmuBoMm Al. Apromatu3ariis Mepexi Ta Al/ML. AI/ML nns mokpariieHHs
npoaykruBHocTi Wi-Fi. AI/ML ais BigcTrexeHHs KiHIEBUX TOYOK 10T, BUSBICHHS aTak
Ha KOMIT'FOTEPHY MEPEXKY 3a IONMOMOTOI0 HEHPOHHUX MEPEXK



4. CTpyKTypa 3aJiKOBOr0 KpeauTy 3 TUCHUILIIHA
«Opranizaiiss KOMII'FOTEPHUX Meperd»
JlenHna ¢popma HaBYAHHA

Kinvxicmo 200un
Tema Jlexuii | Jlabopar.| Ianusiz. Tpeninr | Camocriiina | KonTponbhi
3aHATTSA | poboTa pobota 3aX01
3microBuii Mmoayab 1 ba3oBi NOHATTA opraHizauii KOMII’OTEPHUX MepPeK
Tema 1. Beryn 2 - 2 4 4 OnutyBaHHA
Tema 2. ETanonna Mozenb 2 4 6 L 9ac
B32€MOII1 BiTKPUTHX CHCTEM SaHATTA
oSl
Tema 3. [lepenaBanbue 2 4 6
CepeIoBHILE
Tema 4. Opranizanist piBHA 2 4 6
nepenayi qaHux i
BUSIBIICHHSI/KOPEKIIis
ITIOMHIJIOK
Tema 5. Mepexa 2 - 6
(rexnomorist) FDDI ta Token
ring
Tema 6. Mepexa Ethernet, 2 4 6
Fast Ethernet, Gigabit
Ethernet
Tema 7. Low-power Wide- 2 - 6
area Network (mMepexa 3
HU3bKHM
€HEProCIIOKUBAHHSIM 1
HPOITYCKHOIO CITPOMOK-
HICTIO JIJIsl CEHCOPIB)

3microBuii Moayab 2 JIokaabHI 004HCTIOBATIBHI MepexKi, KepyBaHHSA MepekaMu

Tewma 8. Tononorist Mmepex 2 2 2 4 8 OnutyBaHHA
Tema 9 Anpecanis, 2 - fraHac
[IpoTokonu MappyTH3aii SaHATTA
crexy TCP/IP

Tema 10. IIporokonn 2 4 6

HPHUKJIQJHOTO PIBHS CTEKY

TCP/IP

Tema 11 IIpoTokonu 4 2 6

[HTEpHETY Ta €NEeKTPOHHOI

MOLITH

Tema 12. OcobnuBocrti 2 4 6

MEpEeKeBOT0 MPOrPaMHOTO
3a0e3neueHHs Ta MepekKeBi
ornepauiiHi CHCTEMH

Tema 13. 3a0e3neueHns 2 2 2
0e3neKr KOMI'IOTEpHUX

Mepex

Tema 14. UlTy4ynuii iHTENIEKT 2 - 4

Ta MalllMHHE HaBYaHHS Y
MEPEKEBUX TEXHOJIOTISIX

Pazom 30 30 4 8 78




5. TemaTuka J1a0OpaTOPHUX 3aHATH
JlaboparopHna podora Nel.

Tema: Ilepernisin indgopmanii npo aporosi Ta 0e3aporosi NIC

Merta. Busnauennss HasBHOCTI Ta cTaH MepexeBux iHTepdeiiciB (NIC), na xomm'rorepi, 3a
JormoMoror BOymoBanux 3aco0iB Windows, Linux Ta 3a J0moMoror CremialbHOro IpOrpaMHOro
3a0e31neueHHs.

JladoparopHa poGora Ne2.

Tema: AHaui3 Mepe:keBUX Ka/ApiB.

Mera. 3a 70NOMOror0 CHeLiani30BaHOr0 MPOrpPaMHOro 3a0e3NeUeHHs] HaBUMTHCA INeperisaarty,
aHaJi3yBaTH BMICT IEpelaHuX IO MepeXi KaapiB, BUAUIAIOYM B HUX MAKETH IMPOTOKOIIB Pi3HUX
PiBHIB.

JlaGopaTopHa podoTa Ne3.

Tema: AnapartHi 3ac00H JIOKAJbLHUX MePeK.

Merta. BuBUeHHSI OCHOBHUX KOMIIOHEHTIB Mepexi: kabeii, MepexeBuil afgantep, KOHIICHTPATOP;
knacudikamii MepekeBUX KabenmiB Ta iX XapaKTepUCTHUK. 3aCBOEHHS IMOCIIJOBHOCTI il mpH
i IKTF0YeHHS] KoHeKTopa RJ-45 o kabemto BUTOT mapu mpu NpsiMOMY i 00epHEHOMY BHJIaX 3’ €IHAHb.
JladoparopHa po6ora Ned.

Tema: PoOota 3 mepexero 3a nonomoror komana OC Windows ta Linux.

Merta: BuBuenHs ocHoBHuUX MepexeBux koManjg OC Windows Tta Linux: nnus mnepeBipku
3’e¢HaHHA (ping), BIJICHIIJKOBYBAaHHS MapuIpyTy (traceroute ), OTpUMaHHS CTATUCTUKHM IO Mepexi
(netstat), HacTpoliku MepexeBux iHTepdeiiciB (ifconfig), po6doTi 3 Tabnuiero MapuIpyTH3arii (route) Ta
1H.

JlaGopaTopHa poGora NeS.

Tema: Posropranus Ethernet mepe:xi.

Mera: BuBueHHs 0OCHOBHHMX MOKiuBocTe# makety Cisco Packet Tracer. 3acBO€HHS MOCITiTIOBHOCTI
Iii mpu posropTaHHi Mepexi B ceperosuill Packet Tracer, mocmiloBHOCTI Ta mpaBui MifA €JHAHb
KIHLEBUX MPUCTPOIB 10 MEPEXKI .
JlaGopaTopHa pobGoTa Ne6.

Tema: Jocaimxenns Ethernet mepe:xi.

Mera: BuBuenHs ocHoBHHX MoximBocTed makery Cisco Packet Tracer B pexumi cUMyISIil.
JlocmiKeHHST MepeKi B PEeKUMI CUMYJISIIT, Teperssi MPOXO/HKEeHHs MakeTiB, aHami3 piBHiB OSI,
BMICTY IaKeTiB, HAJIAIITYBaHHS BUKOPUCTOBYBAHUX MPOTOKOJIiB, poOOTa 3 CICKOM TOJIIH.

JlaGopaTopHna po6Gora Ne7.
Tema: Podora 3 npuxkiaagaum pisaeM DHCP, DNS ta HTTP.

Merta: BuBYeHHA apxiTeKTypu Ta HaJAMITYBaHHSA JIOKAJIbHOI OOYMCIIOBAIBHOI MeEpexki B
cepenosuii Cisco Packet Tracer, sika mae y cBoemy cknaai Tpu cepBepu: DNS, HTTP ta DHCP.
JladoparopHa po6ora Ne8.

Tema: ®aiinoBuii cepBep, pe3epBHe KONMiIOBAHHA JaHHUX.

Merta: BcranoBneHHs Ta HamamTyBaHHs (aitioBoro cepBepa B Linux, PesepBHe komitoBaHHS
Linux cepBepiB BOyTOBAaHUMU 3aCO0aMHU
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JlaGopaTopHa podora Ne9.

Tema: Cnuckn KOHTPOJIIKO A0CTYILY. HaJIaIIITyBaHHﬂ Mi)KMepe)KeBOl"O CKpaHny.

Mera: BuBYeHHS OCHOBHHMX NPHHLMIIB YHPABIIHHSA TPyHamMd KOPUCTYBAadiB Ta JOCTYIIOM.
BcranoBneHHs Ta HajlaITYBaHHS Mi>XKMEPEKEBOTo ekpany B Linux.

6. Camocriiina po0oTta

CamocriifHa po0oTa CTYJEHTIB 3 MUCHUILIIHN «OpraHizallis KOMI'TOTEPHUX MEpex» Iepeadadae
BUKOHAHHS 1HIUBIAYaJIbHUX MPOEKTIB, SKi CIPSAMOBaHI Ha OBOJIOJIIHHS HAaBHYKAMHU OpraHizamii Ta
PO3pOOKH KOMIT IOTEPHUX MEPEK MPHU po3ropTaHHi, HajamryBaHHl JIOM mianpueMcTB, oprasizaiii,
HaBYAJIBHUX 3aKJIaJiB TOLIO. 3aBJaHHS HA MPOEKT 0OUPAIOTHCS CTYJCHTOM 3 MEpEIliKy TeM, HaBEJICHUX
B Tabnuil, abo TeMa JOCIHIDKEHHS IPOMOHYEThCSA CaMOCTIHHO CTYIEHTOM (y3rOJDKYEThCS 3
BUKIagadeM). CTyIeHTH MalOTh MPEACTABUTH Ta 3aXUCTUTH CBIM IPOEKT y BCTAHOBJICHI TEPMiHH.

KoskeH MpOeKT OIIHIETHCSI Ha OCHOBI HACTYITHUX KPHUTEPIiB:

- CryniHb 3aBepHICHOCTI TPOCKTY(CUMYJIALS, pealibHe PO3TOPTAaHHS Ta IMIIEMEHTAILis).

OpuriHaJIBHICTh MIAXOIB 0 BUPIIICHHS 3aBIaHHS.

- Pesynbratu TecTyBaHHs.

- UiTKiCTb Ta JIOT1YHICTh MPEACTABICHHS PE3yIbTaTIB.

- BianmosigHicTe 0(hOpMIIEHHS POEKTY BCTAHOBJICHHNM BHUMOTaM.
[Tepemik Tem:

Ne Tema
BapiaHTy

1. HanamryBaHHs iHTEpHET-ILIIO3Y /IS MiAnpueMcTBa Ha 6a3i UniX-cuctemMu

2. HanamtyBanss iHTepHET-LIUTIO3Y JUIS MiANPUEMCTBA Ha 6a31 Windows-cuctemu

3. HanamtyBanHs BIIMOBOCTIMKOTO 3'€IHaHHS iIHTEpHET JAJISl MiANPUEMCTBA

4 HanamtyBanns ta peanizanisi BiIJaJIECHOTO aJIMIHICTPYBAaHHS cepBepa Ha miaatgopmi
Unix.

S. Oprani3aiiist 300py Ta 00pOOKH JIaHUX TEXHOJOTIYHUX MPOIIECIB

6. JlocnipkeHHss  TEXHOJIOTIi  BIPTyallbHUX  JIOKaNbHUX  Mepex. llpusHaueHHs
BipTyaJibHUX Mepex. O6acTi 3aCTOCYBaHHS BIPTyaJIbHUX JIOKAIBHUX MEPEXK.

7. JocnimxeHHss cnoco0iB MOOyJOBH BIpTyaJlbHUX MepeK. ['pynyBaHHS TIOPTIB.
I'pynyBanns MAC-aapecis.

8. AHani3 Ta kinacudikaiis KOpIOpaTUBHUX MOPTaNiB 3a MPU3HAUYEHHSAM BIJIOBIAHO 10
JIbOBO1 KOPUCTYBAJIBHULIBKOI ayAUTOPIi.

9. [TpoekTyBaHHSI MEpEXki CKIaay.

10. [TpoekTyBaHHSI MEpEKi TOTEILHOTO KOMILIEKCY.

11. [TpoekTyBaHHs Mepexi cepeHboi mkou Ne ...

12. [TpoekTyBaHHS MEepeXi MiAMPHEMCTBA «...».

13. [TpoekTyBaHHS MepeKi ISl BUCTABKOBOTO LIEHTPY.

14. Peanizanis noainy pecypciB komn ' 1otepa B ogHopanrosux JIOM 1 Ha 6a3i daitnoBoro
cepBepa

15. AHani3 QyHKIINH, KOMIIOHEHTIB 1 KpUTepiiB (ailyioBUX cepBepiB.

16. JlocnipkeHHsL OTHOKOPUCTYBAIbKUX Ta OararokopuctyBanbkux OC

17. Po3po0ka cTparerii 3aXHCTy B KOMIT IOTEpHIN Mepexi

18. Amnainiz ypasnuBocteil cranaaptiB O6e3aporoBux mepex (WEP, WPA, WPA2), ta
po3poOka crparerii 3axucty Wi-Fi mepexi.

19. Hocmimkenns Tta mopiBHsHHsA mpotokoniB RIP, OSPF, BGP Ta ix BmimB Ha
IPOAYKTHUBHICTb MEpexi

20. [To6yoBa Ta TecryBanust VPN 3 Bukopuctanasm OpenVPN a6o WireGuard

21. Amnatiz 6e3neku Ta epeKTUBHOCTI pi3HuX THIiB VPN

22. Po3pobka Mozem najisi 3MEHIICHHS 3aTPUMOK 1 TOKPAIIEHHSI MPOIMYCKHOI 3/1aTHOCTI
Mepexi.
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Ne Tema
BapiaHTy

23. Po3pobOka ckpunrty st aBTOMaTH3allii po3ropTaHHs MEpPEKEBHX KOHQIrypariid Tta
IHTErpaIlist Horo 3 CHCTEMOIO MOHITOPUHTY MEPEKI.

24, [TpoexTyBanusa Mepexi ms [oT mpucTpoiB 3 ypaxyBaHHAM €HEepProe(eKTUBHOCTI Ta
Oe3neKH.

25. Po3pobka cuctemu A7 MOHITOPHHTY MEPEKEBUX MapaMeTpiB 3 BHUKOPHUCTAHHSIM
SNMP

26. JlocnipkeHHs BIVIMBY XMAapHUX TEXHOJIOTIH HAa MEPEXKEBI PillICHHS

217. [TpoexTyBaHHS MepeXi 3 BUKOPUCTAHHAIM TexHojorid SDN

28. AmHati3 iHCTPYMEHTIB ISl 3aXOIUICHHSI Ta aHATI3Y IAKETIB Y Mepexi

29. Amnani3 nepeBar SD-WAN nepen tpaguniitanvMu WAN.

30. IMmemMeHTaIisi CHUCTEeMH MOHITOPHUHTY MEpeXi 3a JOMOMOTOI  BiIKPHUTOTO
POrPaMHOT0 3a0e3MeUYeHHS

7. TpeHiHr 3 AMCUUIIIHA

3aBIaHHSIM TPEHIHTY € HaJAIITYBaHHS MEPEKEBOTO MPOrPaMHOT0 3a0e3MeUYeHHs sl OpraHi3amii
crnibHOT poboTu ((aioBuii, momroBuid cepep, Opanamayep). Tema mpoekTiB Oa3yBaTHMEThCS Ha
IHAMBITyaTbHUX 3aBJAHHAX CAMOCTIHHOI poOoTH. OCHOBHA METa TPEHIHT'Y — PO3pO0Ka KOMIUIEKCHUX
MEpEeKEBUX PIIICHb I OpraHi3amii ciiibHOI poOdoTH B Mepeki. Hukde HaBeneHO OCHOBHI eTamu
TPEHIHTY Ta BiOBIHI 3aBIaHHS:

Etan Tpeninry

3aBaaHHd

[13 myist emynsii Mmepex

-Bcranosienns Ta HanamryBanHs Cisco Packet Tracer.
-CTBOpEHHS MPOCKTY JIOKATHLHOT MEPEsKI JIJIsl OpraHizallii Ta il Bajigarfis.

Mepexesi OC ta

cepsepue 113

-BcranoBnenns Ta HanamtyBaHHs MepexeBoi OC 3a 10OMOTroro

BipTyastizanii

-BcranoBnenns ta HanamrtyBaHHs cepepHoro 13 (daiin-cepsep, cepsep
b/, momrtoBUi ceprep).

[Ipe3enTaiiist Ta 3aXUCT

IPOEKTY

[ligroroBka Ta npe3eHTalis pe3yJbTaTiB.

8. Kpurepii, popMu moTo4HOro0 Ta MiICyMKOBOIr0 KOHTPOJIIO
[TlincymkoBuit 6anm (3a 100-0anmpHOIO mIKamo0) 3 aucHUILTiHA «OpraHizaimiss KOMIT IOTEPHHUX
MepeK» BU3HAYAETHCS SIK CEPEIHhO3BAKEHA BEIMYMHA, 3aJISKHO Bijl MUTOMOI Bark KOXHOI CKJIaJI0BOT
3QJIIKOBOTO KPEAUTY:

Monyns 1 Momynb 2 Monyne 3 | Moayns 4 Monynb 5
10 % 10 % 10 % 10 % 5% 15% 40%
IToToune Monynenuii | [ToToune Monynenuit Tpewinr. Camocriiina | Ek3amen.
OITIHIOBaHHS KOHTpOJIb | | OIiHIOBaHHS KOHTPOJIb 2 pobora.
O1iHrOBaHHSA 25 tectoBux | OIiHIOBaHHSA - Omue Bukonanus | Bukonanus | - 20 tecToBux
BUKOHAHHS MUTaHb BUKOHAHHS TEOpETUYHE 3aBJ/IaHb 3aBJIaHHS MUTaHb
nabopaTopHUX mabopaToOpHUX | MUTAHHA TPEHIHTY JUISL - Onne
po0iT (4 pooir (5 - Onmne 4 CaMOCTIIHOI | TeOpeTHYHE
pobotn) pooiT) MPaKTHYHE 3aBJIaHHs) | poOOTH MTUTaHHS
3aBIaHHI - Ogue
MPaKTHIHE
3aBJIaHHS
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KpuTtepii moTOYHOTO OI[IHIOBAHHS

90-100 OGamiB — BigmiHHO. [loBHE 1 BHIEBHEHE BOJOJIHHS MaTepiajioM,
anapecHuii Tian Ta koHdiryparmii VLAN, STP, DHCP, ACL, OSPF, Baminni Tabmuiri
MapuipyTH3allii, KOpeKTHa JIarHOCTUKA Ta YCYHEHHsS HECIPaBHOCTEH; JEeMOHCTpallis
ctabinpHOi pobotu B Packet Tracer, aprymMeHTOBaHi1 BIAMOBIi/I, 3BIT MOBHHUM (CXEMH,
CKpIHH, JIOTH, BUCHOBKH ).

75-89 6GaniB. Mepexa mpallioe, aje € He3HAYHI HETOYHOCTI B ajpecarii abo
mackax, napamerpax OSPF abo ACL, nemoHcTpariisi ycmimHa, 3BIT O0(QOpMIICHO 3
HE3HAYHUMH TOMUJIKAMH Ta MOSICHEHHS JOCTaTHI.

65-74 Oamm. Mepexka mpaimroe 3 MOMHJIKAMH, YaCTKOBA MpaIre3aTHICTh Ta
HECTAOUIBbHICTh, BIJACYTHI TEPEBIPKM MAapHIPYTIB, Y BIAMOBIASX MPOTJISIAIOTHCS
MPOTaJIMHU B TEOPIi Ta TEPMIHOJIOT1, 3BIT HEOBHUM.

60-64 Oamu. @parMeHTapHi 3HaHHS, KOHQIrypaiii YacTKOBO IPaBWJIbHI,
Mepexa HecTadllbHa, € CYTTEBI JIOTIYHI HEJOJIIKM IMOMUJIKA B KOH(QIrypamii, 3BIT
IIOBEPXHEBUM.

1-59 OGanmiB. BincyTHl KIIOYOBI pe3yibTaTh ab0 Mepexka He IMpaliioe 3a
npu3HayeHHsM; TrpyOi mnomuiku, neriai 6e3 STP, kondumiktu I[P, nomwmiikoBa
cerMmeHrarlisi, HenpaswibHi ACL, BIACYTHS MapLIpyTu3alis, AeMOHCTpalli HeMae ado.

Kpurepii o1iHIOBaHHS MOJIyJIBHOIO KOHTPOJIO 1

25 TeCTOBUX MUTaHb:

4 6am — TpaBUIbHA BIATIOBIIb;

0 GaniB — HenpaBUJIbHA/BIICYTHS B1MOBI/Ib.

Sxmo 3aBmaHHs 3 OaraThbMa MPaBUJILHUMHU BapiaHTaMH Oall 3apaxOBYEThCS
JIMIIIE 32 TIOBHY BIANOBIIHICTD KIHOYY.

23-25 npasmwibHUX -90-100 Ganis

19-22 npaBuibHUX -75—-89 GaiB

1618 npaBunbHUX - 6574 Ganu

15 mpaBunbHUX - 60—64 Ganu

9-14 npaBunpHux -35-59 Oais

0-8 npaBwibaux - 1-34 Ganu

Kpurepii ormiHIOBaHHS MOTyJIBHOTO KOHTPOJITIO 2

Onune teopetuuHe nuta”Hs (mo0 40 6) + oaHe mpakThuHe 3aBaa”Hs (10 60 0).
Pazom 0—-100 Gamis.

A) Teopernune nutanas — 40 Oamis.

36-40 — BinminHo. IToBHe ¥ TouHe po3KpUTTS MepexeBoi Temu (OSI/TCP-IP,
VLSM/subnetting, VLAN/Trunking, STP/EtherChannel, cratu4yHoi Ta aUHAMIYHOI
MapuIpyTH3allii, KOpeKTHI BUBHAUYCHHS, CXEMU Ta MPUKJIAJId, OOTPYHTOBAaHI BUCHOBKH.

30-35 — nobpe. Bignosiai npaBuibHI Ta apryMeHTOBaH1, MPUCYTHI MOOJMHOKI
HETOYHOCTI a00 HETIOBHI MPUKIIAIH.

24-29 — 3am0BiIbHO. PO3KpUTO JHIIIE OCHOBH, BIATOBIAH TOBEPXHEBA, TIOTAHE
HaBEJCHHSI MPUKJIIA/IIB.

0-23 — mHe3agoBuibHO. BinmoBige ¢QparmentapHa abo 3 KPUTHUYHUMHU
MOMHJIKAMU B TEPMiHAX Ta MOHATTSIX.
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b) IIpakTuune 3apnanus — 60 Oais.

[IpoextyBanHs Ta koH(iryparis mepexi B Packet Tracer, nemoHcTparis Ta
JiarHOCTHKA, aHaJli3 Tpadiky.

54—-60 — BigMiHHO. Mepeka cTabiabHa ¥ MOBHICTIO (PYHKIIIOHYE, KOPEKTHUM
VLSM-nnan, OSPF adjacency Bcranosneno, mapmpytu BaminHi; NAT/PAT 1 ACL
MPAIOIOTh 32 BUMOTAaMH, TIPOBEJCHO JIarHOCTUKY W KOPOTKHA, apryMEHTOBAaHUHN 3BIT
13 ckpiHamu abo JIoramu.

45-53 — gn1o6pe. Mepexa mTpaimroe, MOXIWBI JpiOHI TOMIIKH Yy
Mackax/taiimepax, napamerpax OSPF, nmorimi okpemux ACL, neMoHcTparlisi yCcHiliHa,
3BIT 13 HE3HAYHUMH ITOMUTTKAMH.

3644 — 3amoBuibHO. JlocArHyTO 0a30BOi 3B’SI3HOCTI, aj€ € HEIOJIKH,
yacTkoBO xuOHUH subnetting abo VLAN, necradunbauii STP a6o nenosni ACL, He Bci
Bumoru 10 OSPF/NAT BukoHaHo, 3BIT ()parMeHTapHUI.

0-35 — ne3agoBubHO. KpUTHYHI MOMUIKY, BIACYTHS Tpale3laTHICTh (TIeT,
koHikTH [P, BiACYyTHS MapuipyTHU3aiis), AeMOHCTpallis He BiAOysacs abo pe3yabTaTH
HEB1JITBOPIOBAHI.

Kpurepii o1iHIOBaHHSI BUKOHAHHA 3aBJaHb TPEHIHTY

90-100 — BiaminHo. [loBHUIT (hyHKIIIOHAN TOMOJOrIi Ta CEpBiCiB, cTablIbHA
poGoTa 0e€3 MOMMIIOK, BadiAHI TaOJIUI[l MaplIpyTH3alli, NPaBUIBHO MPAIOIOTh
VLAN/STP/EtherChannel/OSPF/NAT/ACL, € piarHOCTHKa, MpE3eHTAIlisl ITOBHICTIO
PO3KpUBAE eTaru, 3BIT 0()OPMIIEHO 3 ApIYMEHTOBAHUMH BUCHOBKAMH.

75-89 — nmobpe. Bech HeoOXimHMI (yHKITIOHAT peali3oBaHO, aje € He3HAYHi
HeTouHOCTI (Macku, Taiimepu STP), Mepeka 3aramoMm mparesaTHa, JEMOHCTpPAIlis
yCHIIIHA, MPE3EHTALlisl Ta 3BIT MICTATh IOMUJIKH.

65-74 — 3amoBUIbHO. ba3oBa 3B’S3HICTh JIOCATHYTA, aje IOMITHI
IPOrajIuHU/HECTA0OUIbHICTh: HETOUHOCTI y subnetting/ VLAN, nenoBai ACL, yacTkoBo
nHanamroBanuit OSPF/NAT; anani3 Tpadiky MOBEpXHEBHIi, Ipe3eHTallls MOCEepeaHs,
3BIT HETIOBHUIA.

60-64 — 3amoButbHO. PeanizoBaHo MiHIManbHUN HaOIp, MPUCYTHI CYTTEBI
JIOT1YH1 HEAOJIKH, MPE3CeHTAlllsl clladKa, 3BIT (OpMaIbHUM.
35-59 — HeszamoBubHO. YacTkoBa peamizailisi 0€3 KIFOUYOBUX KOMIIOHEHTIB,

MOXIMBI meTm uu KoHpuiktu IP; giarHocTMka Ta aHaji3 BUKOHaHI (PopMalibHO,
mpe3eHTallis ciadka abo BiICYTHS.

1-34 — He3anoBUIbHO. BiACyTHI KIIIOUOBI pe3ysbTaTd, KOHQIrypauis He
IPALIOE 3a MPU3HAYCHHAM, HEMA€E IEMOHCTpAIIii.

Kpurepii o1iHIOBaHHS 3aBJlaHb CaMOCTIHHOT pOOOTH

90-100 — IlIpoekt 3aBepmienuii, npaBuibHuii VLSM/IPv6-mian, mepekesi
CEepBICHM HaJalmTOBaHI 0€3 TMOMWIOK; CTaOlIbHICTh TMIATBEP/DKEHA TECTaMH,
NAT/ACL/OSPF/STP/EtherChannel mpaitoroTs 3a BUMOramMu, BUKOHAHO J1arHOCTHKY
Ta aHaJi3 Tpadiky; 3BIT NOBHUM 3 YITKUMH BUCHOBKAMH Ta OOTPYHTYBAHHSIM PIIlICHb.

75-89 — IlpoekT 3aBepuieHHI 13 HE3HAUHMMH CHPOILECHHSMHU, MEpexa
npare3aaTHa, 6a3oBa JiarHOCTUKA Ta aHaI3 MIPUCYTHI, 3BIT JOTIYHUM, ajie HETIOBHUH.
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60—74 — gacTkoBO peanmizoBaHuil (yHKIIIOHAJ, 6a30Ba 3B’SI3HICTH JTOCSATHYTA,
onHak € momuiku B subnetting/VLAN, nemoBHi ACL, 4acTkoBO HaJlalITOBaHHUI
OSPF/NAT, HecTabiIbHICTD, aHAJII3 TOBEPXHEBUH, 3BIT MICTUTh TTOMIJIKH.

1-59 — Hu3bKHUil 00CAT BUKOHAHHS, KPUTUYHI TIOMUJIKH B TOIIOJIOTI, aapecarii
Ta KOH(irypamisx, BIJCyTHS aHaJITHKa Ta JEMOHCTpaIlis, 3BIT HE BigoOpaxae
KJIFOYOBMX €TalliB.

Kpurepii ek3ameHaIiiHOTO OI[iHIOBaHHS

ban exzameny = Tectu (0-20) + Teopis (0-40) + Ilpakruka (0—40) = 0-100
OaiB

A) Tectu — 20 mnuTa"b 3 OJHIEIO/KITbKOMa MPaBUIBHUMH BiATOBIISIMH.
HapaxyBannst 1 6am — BIANOBIAb MOBHICTIO MpaBUJjIbHA, SIKIIO 3aBIaHHA 3 OaraTbma
MpaBUJILHUMU BapiaHTaMH Oall 3apaxOBYETHCS JIUIIE 3a MOBHY BIAMOBIAHICTh Kitouy, ()
OayliB — HEMpaBUJILHA/BIJCYTHS BIAMOBIIb.

Tectu: 18-20 nmpaBuibHUX BiAnoBiaek. BigmMiHHO.

Tectu: 14—17 npaBunbHuX Bianosinen. Jloope.

Tectu: 11-13 npaBuibHUX BiANOBIIEH. 3a10BUTBHO.

Tectu: 1-10 npaBuibHUX BianoBiaeh. HezanoBiabHO

b) Teoperuune nutanus — 40 Gamnis

36—40 —IloBHe, TOUYHE PO3KPUTTS MEPEKEBOI TEMHU, KOPEKTHA TEPMIHOJIOTIS Ta
osnauenns  (OSI/TCP-IP, VLSM/IPv6, VLAN/Trunking, STP/EtherChannel,
CTaTWYHa/IMHaMiYHa Mapuipytu3ailisi, ocHoBu WLAN-Oe3mneku), TpucyTHI MPUKIIAIHU,
CXEMH Ta apryMEHTOBaH1 BUCHOBKH.

30-35 B ocHOBHOMY MpaBWJIBHO W apryMEHTOBAaHO, MOXJIHMBI TMOOIMHOKI
HETOYHOCTI a00 HETIOBH1 MPHUKIIAJIN.

24-29 —Po3kputo 0a30Bi €JIEMEHTH, ajle BIAMOBIAbL MOBEPXHEBA, Opakye
MPUKIIAAIB 1 TOUHUX O3HAYEHb, € TPOTATMHH B JIOTIII.

0-23 —BiamnoBiaes pparmeHTapHa a00 3 KPUTUYHUMU TTOMUJIKAMU B MMOHATTAX 1
TEepMiHax.

B) [Ipaktuune nutanus — 40 Oanis
36-40 —IloBHa Ta cTabinbHa peaniszalliss BUMOT, kopektHuit VLSM/IPv6-tinan
0e3 nerenb, MapuipyTH BadigHi, NAT/PAT ta ACL BianoBigar0Th yMOBaM.

30-35 —PimeHHs mparne3gaTHe, € HE3HAYHI IMOXWOKH, aje 3arajbHa
(GyHKLI0OHATIBHICT 30epeKeHa, IEMOHCTpAIlisl YCIHIIIHA.
24-29 —ba3oBa  3B’S3HICTh  JOCATHYTa, TIOMITHI  HETOYHOCTI B

subnetting/VLAN, nenoBHi ACL.
0-23 —Henosna abo Henpaue3naTHa KoHpirypariis, konduiktu [P, BiacyTHs
MapuIpyTU3aLisL.
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Ixajga omiHIOBAHHA

3a mkaJsorw 3a 3a mkaiuow ECTS
3YHY HAIOHAJIbHOIO
HIKAJI0K0
90-100 Bigminao A (BiIMiHHO)
85-89 Hob6pe B (myxe nobpe)
75-84 C (100pe)
65-74 3a/10BUIBHO D (3a10B1IbHO)
60-64 E (mocTaTHBO)
35-59 HezanoBineHo | FX (He3a10BiIbHO, 3 MOXKIIMBICTIO TOBTOPHOTO CKJI/IAHHS)
1-34 F (He3anoBiibHO, 3 000B’A3KOBHM MOBTOPHUM KYPCOM)
9. IncTpymMeHTH, 00J1aIHAHHS TA IPOrpamMHe 3a0e3MeYeHHs,
BUKOPHUCTAHHS SIKHX Nepeadayac HAaBYaJIbHA JUCIHHUILIIHA
Ne HaiimenyBanHs Homep Temn
1. MynbsTuMeniiHe 00J1aHaHHS 1-14
2. [Mporpamunii maket Cisco Packet Tracer 1-14
3. [Tporpama anaiizy mepesxxeBoro tpadiky Wireshark 3
4, OOxumHMI 1HCTpyMeHT, RJ45, mepekeBuii Tectep 6
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