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IHEPE/IMOBA

Po3po0JieHo po604010 Irpynomo y cKjaaii:

1. Bacuns ALKIB, mgoktop TexHiyHMX HaykK, mpodecop, 3aBimyBad Kadeapu
ki0epbesnexu 3YHY;

2. Muxaitno KACSAHUYVYK, noktop TexHIYHMX HayK, mpodecop, mpodecop
kadenpu kidbepoesneku 3YHY;

3. Irop AKMUMEHKO, kanaugaT TEXHIYHHUX HayK, IOIEHT, JOIEHT Kadenpu
ki0ep6esneku 3YHY;

4. Crenan IBACBHEB, kanaumaT TEeXHIYHUX HAyK, JOIEHT, JOLEHT Kadeapu
ki0epbesnexu 3YHY;

5. Cepriti KYJIMHA, noxrtop ¢inocodii 3 kibepOe3neku, AOLEHT Kadeapu
kibepbOesneku 3YHY;

6. bornan BAPAHHIK, Buknagau xadenpu kidepbe3neku, BUTYCKHUK OCBITHBO -
npodeciitnoi nporpamu «Kidepoesneka» 3YHY;

7. Anacracis ['HaTioK, 3100yBad OCBITH JPYroro (MaricTepchbKoro) piBHsI BUIIOI
ocsitu, OIIIT Kibepbesmneka, 3YHY.

OcBiTHRO-TIpO(eEciiiHa mporpama po3podsieHa Ha ocHOB1 CTaHIapTy BUIIOT1 OCBITH
MIArOTOBKH MaricTpiB cnenianbHocTi 125 Kibepbesneka, 3arBepkeHoro Hakazom MOH
VYkpainu Big 18 6epesnst 2021 p., Ne 332, 3 ypaxyBaHHSM 3MiHHA Ha3BH CIEIaTbHOCTI 125
Kibepb6esneka Ta 3axuct inpopmarii ([Toctanosa Kabinery MinicTpiB Ykpainu Big 16
rpyass 2022 p., Ne 1392) Ta [Ipodeciiinoro crannapty «®DaxiBellb 3 TECTYBaHHS CUCTEM
3axucTy iHhopMaIlii», kil 3aTBEPIKeHO Haka3zoMm AnmiHicTparlii Jepxkcmnenss’si3ky No
38 Big 23 ciuns 2024 p.

Biaryku ta peuensii Ha ocBiTHbO-TIpo(eciiiHy nporpamy:

1. Irop XKYPABEIJIb, na.1.H., c.H.c., mpodecop, 3aBimyBau Kadeapu Oe3meKu
iH(dopmarliiitnux TexHosoriit HamionanbHoro yHiBepcutety «JIbBIBChKa MOTITEXHIKAY;

2. Bixrop YEIIYH, x.T.H., IOIEHT, JAOLEHT Kadeapu KidepOesmeku
XMEIbHUIIPKOTO HAI[IOHAIBHOTO YHIBEPCUTETY;

3. Makcum CEPBATHIOK, crapumuii onepynoBHOBaK€HUW BIIALLY MPOTHUIII
kibep3nounHaMm B TepHomuibebKid oOmacti Jenapramenty kidepnodiuii HamioHanbHOi
noinii Ykpainu;

4. Cepriit BEPBOBMIA, BuKoHyBa4 060B’13KiB HAYaIbHUKA YIPABITiHHS IU(POBOT
Tpanchopmariii TepHOMITLCHKOI 00J1aCHOT BICHKOBOT aIMIHICTpAIIii.



1. Ilpogias ocBiTHBO-NIpO(eciiinoi mporpamu «Kidepoe3nmexka»
3i cmeniaabHoCTi «Ki0epOe3neka Ta 3axuct ingopmauii»

1 - 3araabna indopmanis

IToBHA HAa3Ba BUILIOTO
HABYAJIbHOI0 3aKJIAAy
Ta CTPYKTYPHOI'O
miapo3ainy

3axiHOYKpaTHCHhKHIA HAIllOHAILHUI YHIBEPCHUTET,
(baxyabTeT KOMIT I0OTepPHUX 1H(HOPMAIITHUX TEXHOJIOTIH,
kadeapa kibepOesneku

Cryninb BUIIIOI OCBIiTH
Ta Ha3Ba KBaJgipikamii
MOBOIO OPHUTIHAJLY

Marictp,
MaricTp 3 KidepOe3rneku Ta 3axucTy iHpopmarrii

Odiuiitna HazBa
OCBITHBOI IpOrpamMu

OcaitHbO-Ipodeciitia nmporpama «KidepOesnexar»

dopma 3100yTTH
BHIIOI OCBiTH

JCHHA, 3a04Ha

Tun qunjiomy ta oocsar
OCBITHBOI IpOrpamMu

Tun IUmIoMy — OJJUHUYHHM,
nurioMm marictpa, 90 kpeautis €EKTC,
TepMiH HaBuaHHs | pik 4 Micsii

HasiBHicTh OcBiTHs mporpamMa akpeauToBaHa HallloHalbHUM areHTCTBOM 13
aKkpeauTaunii 3abe3nedeHHs sikocTi BUMIoi ociTi Ne5347, pimenns Big 05.07.2023 p.
Ctpok nii ceprudikarta npo akpeauTaIliio OCBITHbOT IPOrpaMu
01.07.2026 p.
Hukn/piBenn HPK VYkpainu — 7 piBeHb,
FQ-EHEA — npyruii nuk,
EQF-LLL — 7 piBens
ITepenymoBu HasBHICTB CTyNeHs BUIIIOi OCBITH «OakaaBp»

MoBa(n) BUKJIAJaHHS

YkpaiHcbKa

TepmMin il 0CBITHBOI
nporpamMmu

TepMiH He Moke nepeBulyBaTh 1 pik 4 micsil

InTepHer-agpeca
NOCTI{HOTO
PO3MillIEHHS OITHUCY
OCBITHBOI IPOIrpamMu

https://www.wunu.edu.ua/master_fcit_op/

2 — Meta ocBiTHBOI IpOrpamMu

[TinroroBka BHCOKOKBaNi(PiKOBAHUX, KOHKYPEHTOCHPOMOXHHX (axiBIiB 34aTHUX NPOBOIAUTH
HAyKOBI JIOCIIPKEHHS B Tary31 iHdopmaliiiiHoi 0e3neku Ta/abo kibepoe3neku, ki MaroTh TEOPETHYHI
3HaHHS Ta CQOpPMOBaHE KPUTHUYHE MHUCIEHHS JOCTAaTHI Uil €()EeKTUBHOIO BHMKOHAHHS 3aBIaHb
IHHOBAI[IITHOrO XapakTepy BIAMOBIIHOTO piBHS MpodeciiiHOl AiIsIBHOCTI B Trany3i iH(opmaiiitHol
6e3neku Ta/abo kibepOe3neKyu; BOJOAIIOTh CyYaCHUMHU METOAAMHU Ta TEXHOJOTISIMH TECTYBaHHS Ha
IIPOHUKHEHHS; MeToJaMu LU(GPOBOi KPUMIHAIICTUKH;, BMIIOTH OE€3KOHQUIIKTHO Ta MPOAYKTHBHO
IpaIOBAaTH B KOMaH/AaxX 00 pO3B’sI3aHHs MPOOJIEM Ta IPUHHATTS PIlLICHb.




3 - XapakTepucTHKa OCBiTHbOI MpOrpamMu

IIpenmerna odJiacThb

F Tndhopmamiiiai rexnonorii / FS Kibepbe3neka Ta 3axuct iHpopMmartii.

O0’e€xkTH BUBYEHHS:

— CydacHI TMpOIECH JOCTIDKCHHS, aHami3y, CTBOPEHHS Ta
3a0e3nedeHHs (GyHKLIIOHYBAaHHS 1HPOPMALIHHUX CUCTEM 1 TEXHOJIOTIH,
IHIUX Oi3Hec-omepamifiHuX TmpoleciB Ha 00’ekTax iH(OpMaIiitHOT
TISUTBHOCTI Ta KPUTHYHHX 1HQPACTpyKTyp cdepu iHdopmariitnoi
Oesreku Ta/abo kibepOesneKy;

— iHpopMariiini CUCTEMHU (indopmariitHO-KOMYHIKaIIiiHi,
iH(pOpMaIliHHO-TEJICKOMYHIKAIIifHi, aBTOMATH30BaHi1) Ta TEXHOJIOTI;

— iHppacTpykTypa 00’€kTiB iH(MOpMAIIHHOT AISUIBHOCTI  Ta
KPUTUYHHX 1HPPACTPYKTYP;

— CHCTEMH Ta KOMIUICKCH CTBOPCHHS, OOpOOKH, Tiepenadi,
30epiraHHs, 3HUINEHHS, 3aXUCTy Ta  BiJOOpakeHHA  JIaHUX
(inopmMariitHuX MOTOKIB);

— iHdopMaliiiHi pecypcH pi3HUX KiaciB (B T.4. JIepiKaBHI
iH(pOpMariifHi pecypcH);

— MporpaMHe Ta IMpOTpaMHO-amapaTrHe 3a0e3nedeHHs (3aco0m)
Ki0ep3axucry;,

— cHUCTeMH ympaBiiHHSA iH(opMmariiiHolo Oe3nekor  Ta/abo
KibepOe3neKoro;

TEXHOJIOTI1, METOAM, MOJENi Ta 3aco0u iHdopMariiiHoi Oe3rneku Ta/abo
KibepOe3neKu.

ini HaBYaHHA:

NIAroTOBKa (axiBIiB, 3/aTHUX PO3B’SI3yBaTH 3ajadl JOCTIAHHUIIBKOTO
Ta/abo i1HHOBaliliHOrO XapakTtepy Yy cdepi iHpopmauiiiHoi Ta/abo
Kki0epOe3nexu.

TeopeTnunmii 3MicT npeaMeTHOI 061acTi

TeopeTnuHi 3acagy HAyKOEMHHUX TEXHOJIOTiH, (i3W4HI 1 MaTeMaTH4Hi
(dyHIaMeHTallbHI 3HaHHSA, Teopii 1MeHTH(IKalli Ta NPUUHSITTS pIllIEeHb,
CHCTEMHOI'0 aHali3y, CKJIaJHUX CHUCTEM, MOJEIIOBaHHS Ta ONTUMI3alii
IPOLECIB, TEOpis MaTeMaTUYHOI CTATUCTUKU, KPUITOrpapidHOro Ta
TEXHIYHOTO  3axHcTy iHQopmauii, Teopii pHU3MKIB Ta  IHIIUX
MDKJAMCHUIUIIHAPHUX TEOp1d 1 MPaKTUK y Taimy3l iHpopMaliiiHoi 6e3neKu
Ta/abo kibepbe3nexu.

MeTo0aH, METOAMKH Ta TEXHOJIOTII

Metonu, Mopeni, METOAMKM Ta TEXHOJIOTi CTBOpPEHHS, OOpoOKw,
nepenayi, NpuUAMaHHSA,  3HULICHHS,  BIJOOPaXEHHS,  3aXHCTYy
(xibep3axucty) 1HGOpMaLIHHUX pecypciB y KiOeprmpocTopi, a TaKoX
METOAM Ta MOJeNi pPO3pOOKH Ta BUKOPUCTAHHS MPUKIAJAHOTO 1
CIIEIIaJII30BAaHOTO  MPOTPAaMHOTO  3a0e3MedYeHHsT Il BUPIMICHHS
npodeciiiHuX 3amad B Taiy3i iHQopmariiiHoi Oe3meku Ta/abo
ki0epOe3nexu.

TexHomorii, METoan Ta MOJENI JOCIIPKEHHS, aHajli3y, YIpPaBIiHHS Ta
3a0e3neyeHHs] Oi3Hec/omepaliiHuX MpPOLECiB 13  3aCTOCYBAaHHSAM




CYKYIHOCTI HOPMAaTHMBHO-TIPABOBUX Ta  OpraHi3aliiHO-TeXHIYHUX
METO/IB 1 3ac001B 3aXUCTy 1H(HOPMAIIHHUX PECYpPCiB y KiOeprmpocTopi.
IHcTpyMeHTH Ta 00/1aTHAHHS.
3aco0u, MpHUCTPOT, MEPEIKHE YCTATKYBAHHS Ta CEPEIOBUILE, TPUKIIATHE Ta
CHeIiai30oBaHe MporpaMHe 3a0e3MeueHHs, aBTOMAaTU30BaHI CUCTEMH Ta
KOMIUICKCH TPOCKTYBaHHS, MOJCTIOBAHHS, eKCIUTyaTallii, KOHTpOJIIO,
MOHITOPHHTY,  OOpOOKHM,  BiOOpaKeHHS Ta  3aXHCTy  JaHHUX
(iHpopMaritHUX MOTOKIB), a TAKOXK METOJIM 1 MOZCNI Teopii pU3UKIB Ta
yhnpaBiiHHA  1HOpPMAIMHUMHU  pecypcaMd TpU  JOCIIDKEHHI 1
CyNpOBOKCHHI  00’€KTiB  1HQOpMaIIMHOI  TISJIBHOCTI Yy  Taiysi
iHpopmaniiiHoi 6e3nexu Ta/abo Kibepoe3neku.

OpienTanis oCBiTHBLOL
nporpamm

OcsiTHBO-TIpO(eciiiHa nmporpama 3 KibepOesneku.

BpaxoBytoun 30inmbIIeHHS KibepaTak Ha MiANPHEMCTBA Ta OpraHizamii
OIIIT opieHTyeTbCA Ha TOTNIMOJICHE BUBYCHHS CHUCTEM MOHITOPUHTY Ta
yrpaBiiHHS 1HQOPMAIIIITHOI OE3MEKO0 Ta TaKOX Cy4aCHUX METOJIB Ta
TEXHOJIOTi{ TeCTYBaHHS Ha IPOHUKHEHHS.

OcHoBHuit pokyc
OCBITHBOI IpOrpamMu

[TinroToBka (haxiBLiB AJ1s1 IPOBEACHHS AOCTIIKEHb Ta HAYKOBO-TEXHIYHUX
PO3po00K y ranysi inpopmariiHoi 6e3neku Ta\abo KibepOe3neKH.
KmrouoBi cnoBa: indopmariitna Oesmeka, kibepOesmneka, mudpoa
KpUMIHATICTHKA, TECTYBaHHS O€3MeKH, aHali3 MIKIAJIUBOrO MPOrpaMHOro
3abe3nedeHHs, OJoKueliH, Oe3neka [HTepHeT peyei.

Oco0auBocri
nporpamMu

[Tporpama 3abe3nedye MiABUINCHHS PIBHS 3HAHb Ta HABUYOK B Taly3i
6esnexu 1T nuisixoM BUKIaJaHHS HOBITHIX JUCHHILIIH, COPSIMOBAaHHUX Ha
OTPUMAaHHS SIKICHO HOBHMX 3HAaHb CTOCOBHO KOMIIJIEKCHOTO aHali3y
iH(popMarliifHOT Ta KibepOe3neKH.

OII nepenbayae CTyIEHTCHKY MOOITBHICTb.

4 — IlpuaaTHicTh BUYCKHUKIB

A0 IMpalneBJAlITYBAHHA Ta NOJAJIBIIOI0 HABYAHHS

IIpupatHicth 10
NpanesBJalTyBaHHSA

3riano 3 HanionansHuM kiacugikaropom mpodeciii 1K 003:2010
BUITYCKHUKH MOKYTb 001iiMaTH TakKi IepBUHHI IOCAH, K:

— po3poOHUK cucTeM 3axucTy iHpopmaii 2132.2;

— ¢axiBenp cepu 3axucty iHpopmanii 2139.2;

— aHANITHK 3 Oe3neKH 1H(popMaIifHO-TeNeKOMYHIKAIIHUX CUCTEM
2139.2;

— (¢axiBelp 3 MUTaHb Oe3neKku (1HGopMaliiiHO-KOMYyHIKaIliiH1
TexHoJjorii) 2139.2;

— IHCTPYKTOP-METOIUCT 3 iH(opMmariitHoi Oe3neku Ta kibepOe3neku
2139.2;

— ayauTop/meHTecTep 6e3MeKH KOMII IOTEPHUX CUCTEM;

— BUKJIaJ]ad BUIIOTO HABYAJIHHOTO 3aKJIay.

IMoganbine HABYAHHSA

MonuBiCTh 3100yTTS OCBITH Ha TPETHOMY (OCBITHRO-HAYKOBOMY) PiBHI
BHIIIOT OCBITH 3a cremianbHicTio FS KibepOesneka ta 3axuct iHbopmarii»
a00 HIIUMHU CHEIIaTbHOCTSMHU ray3i 3HaHb «IHpopMalliiiHi TeXHOIOTI,
IHIIMMH ~ MDKAMCUUIUTIHAPHUMHU ~ MaricTepcbkumu  mporpamu 3 1T
KOMITOHEHTOIO.




MoknuBICTh TiABUIICHHS KBaTi(iKaIlii Ta OTpUMaHHS JOJaTKOBOT
I TUIUIOMHOI OCBITH.

5 — BukjaaganHs Ta OLIHIOBAHHSA

Bukjagannsa ta
HABYAHHSA

OCHOBHI TIAXOMU: CTYIEHTO-IICHTPOBAHE HABYAHHS, CaMOHABYAHHS,
POOJIEMHO-OPIEHTOBAHE HABYAHHS, IHTCPAKTUBHE HABYAHHS, HABYAHHS
qyepes3 MPaKTHKY.

MeTtoiu Ta TEXHOJIOTII: 3araJlIbHOHAYKOB1, MATEMaTHYHO-CTATUCTHUYHI,
iHpOpMaLiiHO-KOMYHIKaLliHH1 TEXHOJIOT1, METOU HayKOBO-
JIOCITITHUIBKOI JiSUTBHOCTI Ta PE3eHTAlli] pe3ysIbTaTiB.

Buknananus mpoBOAuUThCS y GOpMi: JIEKIii, MyJIbTHMEIIAHOT JEKIIii,
IHTEpaKTUBHOI JIEKIlii, CEMiHApiB, MPAKTUYHUX 3aHATh, CAMOCTIHHOTO
HaBYaHHS HA OCHOBI MiJPYYHUKIB 1 KOHCHEKTIB, KOHCYyJbTamii 3
BUKJIaJ]a4aMU, TATOTOBKH KBaTiPiKaiiHol poOOTH.

OuiHoBaHHA

OuiHioBaHHS  pPIBHS  3aCBOEHHS  OCBITHBO-TIPO(ECciiiHOi  mporpamu
3MIMCHIOETBCS 32 JOMOMOTOK) IOTOYHOTO OIMUTYBAHHS, MOIYJILHOTO
KOHTPOJIIO, TECTH, 3aliK{, YCHI €K3aMEHH, KOMILIEKCHI MpaKTH4HI
IHIUBIAyanbHI 3aBOaHHS, 3BIT MPO TMPOXOKEHHS MEPEIIUILIOMHOI
MIpaKTHUKH, KBaJTi(ikariifHa podoTa ToIIo.

6 — IIporpamMHi KOMIIETEHTHOCTI

InTerpanbua
KOMIIETeHTHICTEL

3naTHICTE 0cOOM  pO3B’sA3yBaTH  3agadi  JIOCHITHUIBKOTO  Ta/abo
IHHOBaLlIfHOTO XapakTepy y cdepi iHdopmarmiiiHoi Oe3nexn Ta/abo
KibepOe3neKu.

3arajbHi
kommneTeHTHOCTI (K3)

K3-1. 3naTHicTh 3acTOCOBYBATH 3HAHHS Y MPAKTUYHHUX CUTYAIlIsX.

K3-2. 3naTHicTh NPOBOIUTH JOCITIJKEHHS Ha BiMOBITHOMY PiBHI.

K3-3. 3gaTHicTh 70 aOCTPaKTHOTO MUCJICHHS, aHATI3Y Ta CHHTE3Y.

K3-4. 3naTHicTb OLiHIOBATH Ta 3a0€3MeUyBaTH SIKICTh BUKOHYBAHUX
poOiT.

K3-5. 3naTHicTh cHiiKyBaTUCS 3 MpeACTaBHUKAMM 1HIIUX MpodeciiHux
TPyl pi3HOTO PiBHA (3 €KCIepTaMu 3 IHIIUX Taly3edl 3HaHb / BUIIB
€KOHOMIYHO] JTISITTbHOCT1).

daxosi
KOMIETEHTHOCTI
cneniaabHocTi (KD)

K®1. 3pgatHicte OOrpyHTOBaHO  3aCTOCOBYBAaTH, IHTErPYBAaTH,
pO3po0NIATH Ta YIOCKOHAIIOBATU CydyacHi iH(OpMaliliHI TEXHOJIOrI],
¢13MuHl Ta MaTeMaTH4YHI MOJIENi, a TAKOX TEXHOJIOT1i CTBOPEHHS Ta
BUKOPUCTaHHS TPHUKJIAAHOTO 1  CHEIiali30BaHOTO  IPOTrPamMHOTO
3a0e3meueHHss s BUpIMIEHHA mpodeciiHux 3agad y  cdepi
iH(popMariifHo1 Oe3neku Ta/abo KibepOe3neKH.

K®2. 3parHicth po3poOasiTH, BOPOBAKYBaTH Ta aHali3yBaTH
HOPMAaTUBHI JIOKyMEHTH, TOJI0KEHHS, IHCTPYKIl i BUMOTH TEXHIYHOTO
Ta OpraHizaliifHOro CIpsIMyBaHHS, a TAaKOX 1HTErpyBaTH, aHaNi3yBaTH 1
BUKOPUCTOBYBATH Kpallli CBITOBI MPAKTUKU, CTAHAAPTH y MpodeciiiHii
IisIbHOCTI B cdepi iHpopmartiiiHoi 6e3neku Ta/abo KibepOe3neKH.

K®3. 3natHicTh 10CHIIKYBATH, pO3POOISATH 1 CYPOBOKYBATH METOIH
Ta 3aco0u iHQopMaliiftHoi Oe3meku Ta/abo KidepOe3nekn Ha 00’ €KTax
iH(pOpMaIiifHOT TiSUTBHOCTI Ta KPUTHYHOT IHQPACTPYKTYpPH.

K®4. 3natHicTh aHami3yBaTH, po3pOOIsSTH 1 CYIIPOBOKYBATH CUCTEMY
ynpaBiiHHs  iH(popMaliiiHOl0  Oe3nekoro  Ta/abo  kibepOesnexoro
opranizariii, popMyBaTu CTpaTerito 1 MOJMITUKH 1HPOPMAIIHHOT Oe3neKH
3 ypaxyBaHHIM BITUYM3HSIHHUX 1 MDDKHAPOIHUX CTaHAAPTIB Ta BUMOT.




K®5. 3gatHicTh 10 AOCTIIKEHHS, CACTEMHOT'0 aHai3y Ta 3a0e3MeUeHHS
Oe3nepepBHOCTI Oi3HEC/ONepaliiHuX MPOIECiB 3 METOI0 BU3HAYCHHS
Bpa3MBOCTEH 1H(QOPMAIITHUX CUCTEM Ta PECcypciB, aHANI3y PU3HKIB Ta
BU3HAYCHHS OIIHKMA iX BIUIMBY Y BIAMOBIZHOCTI /O BCTaHOBJIEHOT
cTpaterii 1 moniTuku iH(opMarniiiHoi Oe3neku Ta/abo KiGepOe3neKu
oprasizartii.

K®6. 3parnicTe anHami3yBaTd, KOHTPOIIOBATH Ta 3a0e3nedyBaTu
CHUCTEMY YIPaBIIHHI JOCTYNOM JI0 1H(OpMaIiMHUX PEeCypciB 3TigHO
BCTAHOBJICHOI cTpaTerii 1 momiTuku iHpopmaniiHoi Oe3meku Ta/abo
KibepOe3neku opraHizarii.

K®7. 3natHicTh 1OCTIIKYBATH, PO3POOIIATH Ta BIPOBAHKYBATH METOAH
1 3axoaM TpoTHAii KiOEpIHIIMACHTaM, 3IIMCHIOBATH IMPOILEIYpH
YIpaBIiHHSA, KOHTPOJNIO Ta pO3CHiAYBaHHS, a TaKOX HaJaBaTh
peKOMEeHaIlli 100 TOMEPE/KEHHS Ta aHali3y KiOCpIHIMACHTIB B
ijomy.

K®8. 3patHicTh aoCHiKyBaTH, pPO3pOOIATH, BIPOBAKYBATH Ta
CYIPOBOJKYBAaTH METOIHU 1 3aCO0M KpUOTOrpadiqHOro Ta TEXHIYHOTO
3axucty iHpopmamii Ha o00’exkTax iH(OpPMALIHHOT MIATBPHOCTI Ta
KPUTUYHOI 1HPPACTPYKTYpH, B iHGOpPMANIMHUX CHUCTEMaX, a TaKOXK
3IaTHICTh  OIlIHIOBAaTH €(PEKTHUBHICTh 11X BHUKOPUCTAHHS, 3TiTHO
BCTAHOBJICHOT cTpaTerii i moJiTuku iH(popMaliiHoT Oe3meku Ta/abo
KibepOe3neku opraHizarii.

K®9. 3narnicTs aHamizyBaTH, pO3pOOJISATH 1 CYIPOBODKYBATH CUCTEMY
ayouty  Ta MOHITOPUHTY  €(eKTUBHOCTI (yHKIIIOHYBaHHS
iH(pOpMaLIfHUX CHUCTEM 1 TEXHOJIOTiH, Oi3Hec/onepaniiHuX MPOIEciB B
rany3i iHdopmariiiHoi Oe3neku Ta/abo KiGepOesneku opraHizaimii B
iIomy.

K®10. 3paTHiCTh NpPOBaAUTH  HAYKOBO-TIEAATOTIYHY  AiSUIBHICTb,
TUTAHYBAaTH HaBYaHHS, KOHTPOJIIOBATH 1 CYNPOBOJKYBaTH poOOTY 3
MEpPCOHANIOM, a TaKoX TMpuiiMatu e(eKTHBHI pIlIeHHS 3 TMUTaHb
1H(popMmaliifHoT Oe3nexu Ta/abo KibepOe3neKu.

7 —Pe3y1bTaTH HABYAHHA

PHI1. BinbHO CHiJIKyBaTUCh J€PKAaBHOK Ta 1HO3EMHOIO MOBaMH, YCHO 1
MMCBMOBO JIJISI IPEJICTaBICHHS 1 00TOBOPEHHS PE3YJIbTATIB HOCTIIKEHD Ta
iHHOBaIliH, 3a0e3medyeHHs OizHec\omepallifHUX TPOIECiB Ta MHTaHb
npodeciiHol JIsUIBHOCTI B raiy3i iHQopmaliiiHoi Oe3neku Ta/abo
KibepOe3neKH.

PH2. IurerpyBat ¢yHIaMeHTaJbHI Ta CIHELialbHI 3HAHHSA I
pPO3B’A3yBaHHS CKJIaJHUX 3afad iHQopmamiiiHoi Oe3meku Ta/abo
ki0epOe3neKu y MUPOKUX a00 MYJIbTUAUCIMILTIHAPHUX KOHTEKCTAX.
PH3. IlpoBaguT 1OCHITHUIBKY Ta/ab0 1HHOBALMHY JisSUIbHICT B cdepi
iHopmMmariitHoi Oe3rekn Ta/abo KibepOe3meku, a Takoxk B cdepi
TEXHIYHOT'0 Ta KpUnTorpadiuHoro 3axucty iHpopmaiii y kibeprmpocropi.
PH4. 3actocoByBaru, i1HTErpyBaTu, po3poOJsTH, BIPOBAIXKYBaTH Ta
yIIOCKOHAIIOBATH ~Cy4yacHl iH¢opmauiidHi TexHomorii, ¢i3u4Hi Ta
MaTeMaTU4YHl METOAM 1 MoJenl B cdepi iHpopmaliiiHoi Oe3neku Ta/abo
KiOepOe3neKH.

PHS. Kputnuno ocmucitoBaT npo0iemu iHdopmMaiiiHoi 0e3nexku ta/abo
Ki0epOe3neKu, y TOMy YHCIl Ha MDKTally3eBOMY Ta MKIUCHUIUTIHAPHOMY
pIBHI, 30KpeMa Ha OCHOB1 PO3YMIHHS HOBHMX pE€3YJbTATIB 1HKEHEPHUX 1




¢i3UK0-MaTEeMaTHYHHUX HAYK, @ TAKOXK PO3BUTKY TEXHOJIOT1M CTBOPEHHS Ta
BUKOPUCTAHHSI CTICI1aTI30BaHOTO TTPOTPAMHOTO 3a0€3IIeUCHHS.

PH6. AnanizyBatu Ta OLIHIOBATH 3aXHILIEHICTh CHCTEM, KOMILICKCIB Ta
3ac00iB  KiOep3axucTy, TEXHOJIOTii CTBOPEHHS Ta BHUKOPUCTAHHS
CIEIiaJIi30BaHOTO IPOTPAMHOTO 3a0e3meueHHSI.

PH7. O6rpynTOBYBaTH BUKOPHUCTAHHS, BIPOBA/KYBAaTH Ta aHAII3yBaTH
Kpalli CBITOBI CTaHJApTH, MPAKTHKH 3 METOI0 PO3B’SI3aHHSA CKJIAIHUX
3amau npodeciiHol MisUIbHOCTI B Taimy3i iHdopmariiiHoi 6e3neku Ta/abo
KiOepOe3neKH.

PHS8. HocnimxyBaTu, po3po0isaTH 1 CyIIPOBOKYBAaTH CUCTEMH Ta 3acO0H
iH(dopmaIiifHOT Oe31ekn Ta/abo KibepOesnekn Ha 00’ ekTax iHPpOopMaIliitHOT
JISITBHOCTI Ta KPUTUIHOT IHPPACTPYKTYPH.

PH9. AnanizyBatu, po3poOasTH i CynpoBOKYBATH CHCTEMY YIIPaBIiHHS
iHopmMartiiftHo Oe3nekor Ta/abo KibepOe3mekor opraHizarmii Ha 0asi
cTpaTerii 1 momiTuky iHpopManiiHoi 6e3neKu.

PH10. 3abe3neuyBaTtu 6e3nepepBHICTh Oi3Hec/onepariiHuX MpoIeciB, a
TAaKOXX BUSBIATH YpPa3IUBOCTI I1H(QOPMALIHHUX CHCTEM Ta pPECYpCiB,
aHaNi3yBaTH Ta OLIHIOBATH PHU3UKU AJs iH(opmamiiiHoi Oe3meku Ta/abo
KiOepOe3neKu opranizarii.

PHI11. Amnani3yBaTtu, KOHTpOIIOBaTH Ta 3abe3neuyBaTH e(eKTUBHE
(GYHKLIOHYBaHHS CHUCTEMH YHPABIIHHS AOCTYHNOM 0 iH(opMariitHux
pecypciB  BIOIOBIAHO 0O BCTAaHOBIEGHUX cCTparerii 1 MOJITUKH
iH(popMariifHo1 Oe3nekn Ta/abo KibepOe3neKn opraHizaiii.

PH12. [locmikyBaTH, po3poOIIATH Ta BIPOBAIKYBAaTH METOJHU 1 3aX0AU
npoTHIii  KiOepiHIMIEHTaM, 3AiMCHIOBATH MPOLEAYpH YIPaBIIHHS,
KOHTPOJIIO Ta PO3CJITyBaHHS, a TaKOX HAJaBaTH PEKOMEHJalii L1070
MOTIEPE/DKEHHS Ta aHaJTi3y KiOepIHIIUICHTIB B IIIIIOMY.

PH13. locnimkyBatu, po3po0isiTH, BIPOBAPKYBaTH Ta BUKOPUCTOBYBATH
METOU Ta 3aCO0M KpUNTOrpadiyHOro Ta TEXHIYHOTO 3aXUCTy iHpopMallii
6i3Hec/oneparniiiHiX MpoLeciB, a TAKOXK aHaJi3yBaTH 1 HaJaBaTH OLIHKY
e(eKTUBHOCTI IX BUKOPUCTAaHHA B 1H()OPMaLIMHUX cUCTEMax, Ha 00’ eKTax
1H(pOopMaliifHOT iSUTBHOCTI Ta KPUTHYHOT IHQPACTPYKTYpPH.

PH14. AnanizyBaTtu, po3poOsiTH 1 CyIPOBOKYBAaTH CUCTEMY ayJIUTy Ta
MOHITOPUHTY €(PEeKTHUBHOCTI (DYHKIIOHYBaHHS 1H(QOPMALIHHUX CHUCTEM 1
TEXHOJIOTIH, Oi3Hec\oneparliitHux nporieciB y cdepi inpopmariiitnoi ta\ado
KibepOe3neKu B LIOMY.

PH15. 3po3ymMisio 1 HEIBO3HAYHO JIOHOCHUTH BJIACHI BUCHOBKH 3 MPOOJIEM
iHpopManiifHoi Oe3neku Ta/abo KiOepOe3mekH, a TaKoXX 3HaHHSA Ta
MOSICHEHHS, 1110 iX OOIPYHTOBYIOTH [0 NEPCOHANly, NAapTHEPIB Ta 1HIIUX
ocib.

PH16. Ilpuitmatu oOIpyHTOBaHI pIIIeHHS 3 OpraHi3aliiHO-TEXHIYHUX
nUTaHb iHpopMauiiHoi Oe3neku Ta/abo KiGepOe3meku y CKIaJHuX 1
HerependavyyBaHUX YMOBax, y TOMY YHCIHI 13 3aCTOCYBaHHSIM CYYaCHHX
METO/IB Ta 3aC001B ONTHMI3allii, TPOrHO3yBaHHS Ta NPUNHHATTS PillICHb.
PH17. Matu HaBUYKM aBTOHOMHOIO 1 CAaMOCTIHHOTO HaBYaHHS y cdepi
iH(popMariiiHoi Oe3neku Ta/abo KidepOe3neKu 1 JOTUYHHX Taty3eil 3HaHb,
aHaJII3yBaTH BIJIACHI OCBITHI MOTpeOM Ta 00 €KTUBHO OI[IHIOBATH
pe3ysbTaTH HaBYaHHS.

PHI18. [IlmanyBaTm HaBYaHHS, a TaKOX CYNPOBO/KYBaTH Ta
KOHTPOJIIOBAaTH POOOTY 3 MEPCOHATIOM Y HaIpsiMy 1H(OpMaIiitHOi 6e3rneku
Ta/ab0 KibepOe3neKu.




PH19. O6uparu, ananizyBaTH i po3poOiIsT NpUAaTHI TUIIOBI aHATITUYHI,
PO3paxyHKOBI Ta €KCIIEPUMEHTAIbHI METOH KiOEp3axuCTy, pPO3pOOIIATH,
peai3oByBaTH Ta CYIPOBOUKYBAaTH MPOEKTH 3 3axXUCTy iH(opmarmii y
KibeprpocTopi, IHHOBAIIMHOI JISJIBHOCTI Ta 3aXHCTy I1HTEJIEKTyaJbHOI
BJIACHOCTI.

PH20. CtaBuTH Ta BUpIITyBaTH CKJIAIH] IH)KEHEPHO-TIPUKJIAIHI Ta HAYKOBI
3amadi iH(opmaniiiHoi Oesmeku Ta/abo kibepOesneku 3 ypaxyBaHHIM
BUMOT BITUYM3HSHUX Ta CBITOBHX CTAHIAPTIB Ta KPAIMX ITPAKTHK.

PH21. BukopuctoByBaTH METOAM  HATypHOro,  (izuyHOrO i
KOMIT' FOTEPHOTO  MOJICJIIOBAHHS JUISL  JIOCHI/DKCHHS TPOIECiB,  SKi
CTOCYIOThCS iH(pOpMaLiiHOi Oe3nexkn Ta/abo KibepOesneku.

PH22. IlnanyBatu Ta BHUKOHYBaTH EKCIEPUMEHTAJbHI 1 TEOPETHUHI
JIOCJIIJDKEHHSI, BHCYBAaTH 1 TEPEBIPATH TINOTE3U, OOMpATH JUIsl IHOTO
NpUaTHI METOJIU Ta IHCTPYMEHTH, 3/1HCHIOBATH CTAaTHCTUYHY OOpOOKY

aHUX, OLIIHIOBATH JIOCTOBIPHICTh pe3ynbTaTiB JOCIIIIKEHD,
apryMEeHTYBaTH BUCHOBKH.
PH23.  OGrpyntoByBatn  BuUOip  mporpamHoro  3abe3medeHHs,

YCTAaTKyBaHHS Ta 1HCTPYMEHTIB, 1H)KEHEPHUX TEXHOJIOTIH 1 Mporecis, a
TakoX OOMEXeHb I0JI0 HUX B Tamy3i iHdopmarliiiHoi Oe3neku Ta/abo
KiOepOe3neKr Ha OCHOBI Cy4aCHUX 3HAHb Y CYMDKHUX Taly3siX, HAyKOBOI,
TEXHIYHOT Ta JJOBIIKOBOI JIiTepaTypH Ta 1HIIOI JOCTYMHOI iHpopMaIlii.

8 — PecypcHe 3a6e3neueHHs peanizaunii nporpamMu

Kanpose
3a0e3nmeuyeHHd

Bci HaykoBo-Tie1aroriyHi mpamiBHUKH, 3aJIy4eHi 10 peati3alii OCBITHbO-
npodeciiiHol MporpaMyu MarOTh HAYKOBHM CTYIIHB 1/a00 BUeHE 3BaHHS Ta
NIATBEPKEHUIH pIBEHb HAyKOBOi 1 mpodeciiHOl aKTUBHOCTI, IO
BiJIMOBi1a€ BUMOTaM JIIEH31HHUX YMOB. JI0 OCBITHBOTO MIPOIIECY MOXKYTh
3aiydatucs ¢axiBiii 3 IHO3EMHHUX KpaiH.

MarepiajbHo-
TeXHiYHe
3a0e3meYeHHs

OcBiTHI TIpoIIeC 3/IMCHIOETHCS B CIIEHIATBHO O0JaHAHUX AYIUTOPIAX 1
nabopaTopisix, SKi BIANOBINAIOTH CAHITAPHO-TEXHIYHUM HOpMaM i
OCHAIIEHWX Cy4YacHHM CIeNiali3oBaHMM  oONagHaHHSIM  (cepsep,
MapuIpyTU3aTOpH, KEpOBaHI  KOMYTaTOPH, MDKMEpEXKHI  eKpaHH,
reHepaTop BiOPOaKyCTUYHOTO 3alTyMIJICHHS, TEHEPATOPH 3aBajl, IPUCTPIi
3aXMCTy  BiJ  CNCKTPOMArHITHUX  3aBal),  MYJbTUMEAIHHOIO,
KOMIT'IOTEPHOI0 ~ TEXHIKOI0  Ta  CIHEHiadi30BaHUM  MPOTPaAMHHUM
3a0e3MeueHHsIM, 3 MOKIIMBICTIO TOCTIITHOTO J10CTyny 10 Mepexi Internet
Ta BHYTpiHbOI Mepexi 3YHY.

Indopmaniiine Ta

OnnaitH-010/110TeKa, €IEKTPOHHI HABUYAIBHO-METOAUYHI KOMILJIEKCH

HABYAJIbHO- JTUCIUTIIIH, poO0Yl MPOrpaMu JAUCIHUIUTIH, METOIWYHI PEeKOMEHaIlli Ta
MeTOAHYHE BKa3iBKM 1O BUBYEHHS JTUCIUILIIH, HAMHUCAaHHS MIKIUCIUILUTIHAPHOI
3a0e3nevyeHHs! KypcoBOi poOOTH, MPOXOKEHHS MPaKTUKW 1 HANKWCaHHS BUIYCKHOI
kBasTi(ikaiitHoi po6oTH.
Odiuiitamii BeO-caiit https://www.wunu.edu.ua/ wmicTuth iHPOpMAIitO
PO OCBITHI IpOrpaMu, HaBYallbHy, HAyKOBY 1 BUXOBHY JiSUIbHICTb,
CTPYKTYpHI HIAPO3IUTH, TPaBHIIa IPUIHOMY, KOHTaKTH, TOILIO.
9 — AkaaeMiuHa MOOLILHICTE
HanionaianHa Biamosigno o yrog 3YHY.

KpPeIuTHA MOOIJIBHICTH



https://www.wunu.edu.ua/

Mixknapoana

KpeauTHa MooinbHicTh | MOOUTBHICTS (Epaszmyc+ K1)

BigmoBimno nmo yrog 3YHY Tta yrom mpo MiDKHApOAHY akaJeMidHy

HaBuyannsg iHo3eMHHX
3100yBa4iB BUIOL

OCBiTH

BinmoBigHO 10 HOPMATUBHO-TPABOBUX JTIOKYMEHTIB.

2. IlepeJiik KOMIIOHEHTIB OCBITHBO-NIPO(eCiiiHOI MPOrpamMM Ta iX JIOriYHA

MOCJII0BHICTH
2.1. Iepemnix kommoreHTiB OI1
Kon KoMmoHeHTH OCBITHBOI ITporpamMu Kinpkicte | ®opma micyMKOBOTO
H/1 | (HaBYAIbHI IUCIHUILTIHHU, KYPCOBI POEKTH (poOOTH),|  KPEIUTIB KOHTPOJIIO
NpaKTUKH, KBamidikariitna podora) €KTC
1 2 3 4
O00B’s13K0Bi KOMIIOHEHTH OCBITHHOI IPOrpPaMu
MKk 3arajJbHOI MiArOTOBKH
OK 1 | Meronoorisi HAyKOBHUX JOCIIPKEHb ) eK3aMeH
OK 2 | [dinoBi koMyHiKallii aHTJI1HCEKOI0 MOBOIO 5 3aIK
uxa npodgeciiiHol miAroTOBKM
OK 3 | MoniTopunr Ta ympaBiiHHA 1H(OpMAIIHHOIO 5 eK3aMeH
0e31eKoro
OK 4 | TecryBanus KOMIT FOTEPHHX CHCTEM Ha 5 €K3aMEH
MIPOHUKHEHHS
OK 5 | AHanii3 mKiAIuBOTO MPOrpaMHOro 3a0e3neyeHHs 5 eK3aMeEH
OK 6 | HochimkeHHS 1 TPOEKTYBaHHS CHCTEM 3aXUCTY 5 eK3aMeH
1H(popmarii
OK 7 | Uudposa kpumiHamicTrka 5 3K
OK 8 | IlepennumuiomHa npakTuka 15 3aJiK
OK 9 | Ksamigikauiitna po6ora 15 3aXUCT
3araabHuii 00csr 000B’SI3KOBUX KOMIIOHEHTIB: 65
3arajabHuii 00csAr BUOIPKOBMX KOMIIOHEHTIB: 25
3ATAJIbHUM OBCST OCBITHBOI TIPOTPAMHU 90




2.2. CTpyKTypHO-JIOT1YHA  CX€Ma  OCBITHBO-TIpO(eciiHOi  mporpamu

«Kibepbesnekar

1 cemecTp

OK 1. MeTopornoria Ta opraHisauif
HayKOBMX OOCNIOYKEeHb

2 ceMecTp 3 cemecTp

OK 2. [linosi koMmyHikauii
aHMMIACLKOK MOBOIO

OK 3. MoHiTOpUHr Ta ynpaeniHHA
iHchopmadiinHoto Be3nekoto

OK 4.TecTyBaHHA KOMN'IOTEPHUX
CUCTEM Ha NPOHUKHEHHA

4

OK 5. AHania WKianveoro nporpamMHoro
3abesneyeHHA

A\ 4

OK 8. MNepepaounnomHa
npakTuka

OK 6. JocnimkeHHA | NpoeKTyBaHHA
cucTeM 3axucTy iHdopmadii

OK 7. LUundppoea kpumiHanicTvka

v

OK 9. KeanigikaunitHa
po6oTa

Bnok BuGipkoBuXx avcumvnniH

>

3. @opmMma arecTauii 3100yBaviB BUILOI OCBITH

dopmu aTecrauii 3100yBayviB
BHUIIIOI OCBIiTH

AtecTartis 3411CHIOETHCS Y pOopMi yOIIUHOTO 3aXUCTY
kBauti(pikamiiiHoi poOOTH.

Bumoru a0 xkBagigikaniinoi
podoTu

KaamigikariitHa po6oTa Mae po3B’s3yBaTH CKJIAJHY 3a/1a4y
1H(popMmariiiHoT Oe3nexu Ta/abo kibepOesneku 1 nepeadayaTu
MIPOBEICHHS JOCIIKEHb Ta/a00 3111 ICHEHHS 1HHOBAITiH.

KBanigikaniiina poboTa He TOBUHHA MICTUTH aKaJeMI4HOTO
iariary, (abpukarii, gpanscudikarii.

Kganigikamiiina podota Mae 6yTu po3MillieHa y perno3uTapii
3YHY. OnpumoHeHHs KBaTiikaiifHux pooOiT 3 0OMexeHM
JIOCTYIIOM 3/IICHIOETHCS BIJIMOBITHO 0 BUMOT 3aKOHOIaBCTBA.




4, MaTpuus BiOBIAHOCTI MPOrPaMHUX KOMIIETEHTHOCTEH

KOMIIOHEHTAM OCBITHBOI POIrpamMu

OK1 | OK2 | OK3 | OK4 | OKS5 OK6 | OK7 OK8 | OK9
K31 + + + + + + + + +
K32 + + + +
K33 + + + + + + + + +
K3 4 + + + + + + +
K35 + + +
Kd 1 + + + + + +
K® 2 + + + +
K® 3 + + + + + + +
Ko 4 + + + +
K® 5 + + + + + + +
K® 6 + + + +
Kd 7 + + + + + +
K® 8 + + + +
K® 9 + + + +
K®10 + + + +




5. Martpuis 3a0e3ne4eHHs NPOrpaMHuX pe3y/abTaTiB Hap4aHHs (PH)
BiIMOBITHMMY KOMIIOHEHTAMH OCBITHBOI POrpaMu

PH/OK| OKI1 OK2 OK3 OK4 OK5 OKo6 OK7 OK8 OK9
PH1 + + + +
PH2 + + + + + + + +
PH3 + + + +
PH4 + + + + + + +
PH5 + + + + + + + +
PH6 + + + + + + +
PH7 + + + +
PHS + + + + + +
PH9 + + + +

PH10 + + + + + + +
PH11 + + + + +
PHI12 + + + + + +
PH13 + + + + +
PH14 + + + +
PHI15 + + + + +
PH16 + + + + +
PH17 | + + + +
PH18 + + +
PH19 + + + + + + +
PH20 + + + + +
PH21 | + + + +
PH22 + + + +
PH23 + + +




