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HHEPEIMOBA

Po3pobaeno pobouoro epynoio y cknaoi:
1. Bacunp SLIKIB, noktop TexHIYHUX Hayk, mpodecop, 3aBigyBad Kadeapu
ki0epOesnexku 3YHY;

2. Muxaitno KACAHYYK, noktop TexHIYHWUX HayK, mnpodecop, mpodecop
kadenpu kidbepoesneku 3YHY;

3. Irop AKMUMEHKO, xanmunaT TeXHIYHMX HaAyK, JOIICHT, MOICHT Kadempu
kibepOesnexu 3YHY;

4. Crenan IBACbHEB, kaHauaaT TEXHIYHMX HayK, JOIEHT, JOIEHT kadenpu
ki0epoOesneku 3YHY;

5. Cepriii KYJIMHA, nokrop ¢utocodii 3 kibepOe3neku, AOLEHT Kadeapu
ki0epoOesneku 3YHY;

6. Cepriit BO3HJIK, 3actynuuk aqupekropa HHIIT 3 nurans ekcrutyarariiii Ta
oesnexu Mepex, 3YHY;

7. bornan BAPAHHIK, Buknagau kapeapu kibepOe3neKku, BATYCKHUK OCBITHBO
-npodeciitnoi mporpamu «Kidepoesneka» 3YHY;

8. Aneccannpo LIAPBKOB, 3100yBay ocBiTH nepiioro (0akaiaBpCbKoro) piBHs
Buioi ocBiTa OIIII Ki6ep6esneka, 3YHY.

OcBiTHBO-TIpOdeciiina mporpama po3pobiieHa Ha ocHOBI CTaHAapTy BUIIOI OCBITH
31 cnerianbHOCTI 125 KiGepbesneka ranysi 3Hanb 12 «IHpopmaiiitHi TEXHOJIOT» IS
nepuioro (0akajxaBpPChKOTO) PiBHS BUINOI OCBITH, 3aTBepakeHoro Hakazom MOH
VYkpainu Bi7 04.10.2018 p., Ne 1074, 3 ypaxyBaHHSM 3MiH 0 cTaHaapTy Big 29.10.2024
p., Ne 1547, 3minu Ha3Bu cneniainbHocTi 125 «KiGepOesneka Ta 3axucT iH(opMariii»
(ITocranoBa KabGinery MinicTpiB Ykpainu Big 16 rpynus 2022 p., Ne 1392) rta
[IpodeciitHoro cranmapTy « AHAJITUK 3arpo3 OE3MeKn», SKUN 3aTBEPKEHO HAKA30M
Anminictpartii Jepxcenenss’sizky Ne 38 Bix 23 ciuns 2024 p.

Binrykm ta penensii Ha oCBiTHBO-TIPO(eciiiHy nporpamy:

1. Oner TAPACUMYYK, K.T.H., TOIIEHT, TOUEHT Kadenpu 3axucty iHpopmMarii
HauionansHoro yHiBepcutety «JIbBiBChbKa MOJTITEXHIKAY;

2. Irop MVJISAP, k.T.H.,, [OOUEHT, JAOUEHT Kadeapu KidepOe3neku
XMENBbHUIIPKOTO HAI[IOHAIBHOTO YHIBEPCUTETY;

3. Augnpiit CATAH, nupextop TOB «KOJIYMBYC.My;

4. Muxona CTPUIELIbKUU, nupextop TOB «AIIIKO Ykpaina.



1. IIpodiab ocBiTHBLO-TIPOdeciiiHoi MporpaMu
3i cneniagabHocTi FS KidepOe3neka Ta 3axuct indopmairii

1 — 3araabHa indopmanis

IToBHA HA3Ba BHIOTO
HABYAJBHOI0 3aKJIaay
Ta CTPYKTYPHOIO
miapos3ainy

3axiAHOYKpaTHCHKHI HAIlIOHAIBHUIN YHIBEPCUTET,
(hakybTeT KOMIT FOTEepHUX 1H()OpPMAIIHHUX TEXHOJIOTIH,
kadenpa kibepOe3neku

Cryninb BHIIIOI OCBITH
Ta Ha3Ba KBaJidikauii
MOBOI0 OPHUTIHAJY

bakanasp,

OakanaBp 3 KibepOe3neKu Ta 3axucTy iHpopmarii

Odiuiitna nazpa
OCBITHBOI IpOrpamMu

Ocgitapo-npodeciitaa mporpama «Kidepoesnexar»

dopma 3100yTTSI BUILOT
ocBiTH

JCHHAa

Tun gumiiomy ta odcsr
OCBITHBOI IporpamMu

Jurnom 6akanaBpa, oguanaHui, 240 kpeautie EKTC (Ha 6a3i moBHOT
3arajpHOI cepenHboi ocBiTH), 180 (Ha 6a3i Mosoamoro 6akaaaspa
(MomoamIoro creniancra),

TepMiH HaBYaHHS 3 pokH 10 micsIiB

HasiBHicTh akpeauTaumii

OcBiTH mporpama akpeAuToBaHa HailioHadbHUM areHTCTBOM 13
3a0e3neueHHs IKoCTi BUIIOT ocBiTH Ne5562, pimenns Bix 11.07.2023 p.
Crtpoxk naii ceptrdikaTa mpo aKpeaUTaIlil0 OCBITHBOI TPOTrpaMu
01.07.2026 p.

ukJa/piBeHb [epmnii (bakanaBpchbKuid) piBeHb /
HPK VYkpainu— 6 piBenb, FQ-EHEA — nepmmii nukn, EQF LLL — 6
piBCHBD.

IlepenymoBu [ToBHa 3aranbHa cepeHs OCBiTa, OCBITHI CTYIEHI: «MOJIOIIIHHA

OaxayaBpy», «MOJOIIINHA CIIEIIATICT.

MogBa(u) BUKJIaJaHHS

YKpaiHCbKa

Tepmin aii ocBiTHBOI
NporpamMu

Tepmin He Moxe nepeBulyBatu 3 pik 10 MicA1iB.

InTepHer-agpeca
NMOCTIHOT0 PO3MilllCHHS
OIHUCY OCBITHBOL
NporpamMu

https://www.wunu.edu.ua

2 — Meta ocBiTHBOI IporpamMu

[TinroroBka BHCOKOKBaIi(hiKOBaHUX, KOHKYPEHTOCHPOMOXKHUX (DaxiBIiB, 3JaTHUX PO3POOJIATH 1
BUKOPHUCTOBYBATH TE€XHOJIOTI iH(opMaLiiHO1 Oe3neku Ta/abo kidbepOe3neKu; skl MatoTh TEOPETUYHI
3HaHHS Ta ¢()OPMOBAHE KPUTUYHE MUCIIEHHS; BOJIOAIIOTh CYy4YaCHUMH KPUNTOTpapiuHUMHU METOAAMU
3axucTy 1H(poOpMallli; METoJlaMu 3aXMCTy MepexeBoi 1H(ppacTpykTypu Ta Web pecypciB; BMIIOTh
6e3K0H(]ITIKTHO Ta MPOAYKTUBHO MPAIIOBATH B KOMaH/aX 11010 PO3B’sI3aHHs Po0IeM Ta IPUHHATTS
pillleHb 3 TMHWTaHb 3axucTy I1Hopmalii, Oe3nepebifHOro (¢GyHKI[IOHYBaHHS, ONEPATHBHOIO
pearyBaHHs Ta BiIHOBJIEHHS pOOOTH MicCJIsi HECAHKIIIOHOBAHOTO BTPYYaHH B IHPOpMaLiifHi CHCTEMHU.

3 - XapaKTepuCTHKA OCBITHbOI IpOrpamMmu

06'exmu 6uguenus:

— TeXHOJIOT1i KibepOe3neku Ta 3aXucTy iHdopmalii;

— MPOLIECH YIPaBIiHHA KiOepOe3neKoro Ta 3aXUCTOM 1H(pOopMalLlii;

— 00'exTH 1HQOPMAIIITHOI AISUIBHOCTI, B TOMY 4MCI1 1HGOpMaIiiiHi Ta
iHpopMaliiiHO-KOMYHIKalliiHI cucTeMHu, iH(opMmarlliiiHi pecypcu i
TEXHOJIOT1I.

Onuc npeamMeTHOl
odsacri

L{ini nasuanns:




— miaroroBka (paxiBIliB, 31aTHUX BUKOPUCTOBYBATH 1 BIPOBAKYBATH
TexHoJorii KibepOesneku Ta 3axucTy iH(oOpMawii Ta po3B's3yBaTH
CKJIQJHI 3a/1a4i y ramy3i KibepOe3neku Ta 3aXxucty iHdopmarii.
Teopemuunuii 3micm npedmemnoi obnacmi:

— MPUHIIMII, KOHIEMI{, TeOpii 3aXUCTY )KUTTEBO BAKIIMBHUX 1HTEPECIB
JIOOUHHM,  CYCHUIbCTBA,  JEpKaBHM  MiJi 4ac  BUKOPUCTaHHS
KiOeprpocTopy, 3a SKOTO 3a0e3MeuyroTbCs CTalHil  PO3BHTOK
iHpopMaIiifHOTO CyCHibCTBA Ta HHU(GPOBOTO KOMYHIKATHUBHOTO
Cepe/IOBUINA, CBOEYACHE BHUSBJIICHHSA, 3amo0iraHHs 1 HeWTpamizaris
peaNbHUX 1 MOTEHIIIHHUX 3arpo3 HaIllOHAJIbHIK Oe3memi YKpainu y
KibepripocTopi.

Memoou, memoouxu ma mexnonoeii:
METOJIM, METOAMKH Ta TEXHOJOrIl pO3B'I3aHHSA TEOPETUYHHUX 1
MPAKTUYHUX 33724 KiOepOe3neku Ta 3aXucTy iHpopMariii.

Incmpymenmu ma 0061a0HaANHA:

3aco0M, TPHUCTPOI, MEpEeKHE YCTaTKyBaHHSA, IPHUKIAJAHE Ta
crieniaiaizoBaHe MporpaMHe 3a0e3neyeHHs, iHpopMaliliHi CHCTEMH Ta
KOMILJIEKCH TPOEKTYBaHHS, MOJIEIIOBAHHS, KOHTPOJIIO, MOHITOPHUHTY,
30epiranHs, OOpoOKH, BimOOpakeHHS  Ta  3aXUCTy  JIaHUX
(iropmariiHuX MOTOKIB)

Opienranis 0cBiTHBOL
nporpamMu

OcsitHBO-TIpO(eciitHa mporpama 3 kibepOe3neKu.

BpaxoByroun  pi3ke  30iblIeHHS ~ Ki0epaTak Ha  MEPEKEeBY
iHOpacTpyKTYpy JHepXaBHHX Ta mpuBaTHUX opranizamiii OIIIl
OPIEHTYETBCS Ha MOINIMOJICHE BHBYCHHS MEpEkKeBOi Oe3ImeKHu,
BKJIFOYAIOYM TECTYBaHHs Ha NMPOHMKHEHHS, a Takox Ha 3axucti Web
pecypciB, Tak SK OUIBLIICTh 30BHIIIHIX aTak Ha KOPIOpPaTHBHI
1H(pOopMalliliHI CHCTEMH HallIJIEH] cCaMe Ha BPa3JIMBOCTI B€O-/10/1aTKIB.

OcHoBHuii Qokyc
OCBITHBOI pOrpamMu

OIl dokycyerbcst Ha (QOpMyBaHHI Ta pO3BUTKY Yy 3700yBayiB
npodeciiHux KOMIIETEHTHOCTEN (3acTocoByBaTH METOAU
KpunrorpagiuHoro 3axucty iH¢popmalii, MOUIYK, OI[IHIOBaHHA
Bpa3uBOCTEe Ta 3axucT Web-mogaTkiB; 3A1MCHIOBATH TECTH Ha
MIPOHUKHEHHS B KOMII IOTE€PHI CUCTEMH Ta MEPEXi IIJISIXOM BHUSBICHHS
Ta eKCIUTyaTallii HasBHUX BPA3JIMBOCTEH), MOETHAHHS SIKUX CTBOPIOE
YMOBH JJIsl BUPILIEHHS CKJIAJHUX 3a/a4 I[0JI0 3aXUCTY HMPOTrPaMHOro
3abe3nedeHHs, MepexeBoi iHppacTpykTypu Ta Web - pecypcis.
KirouoBi cnoBa: kibepHeTnuHa Oe3neka, Kpunrorpadis, oOe3mexa
KOMIT'IOTEPHUX MEpeX, YIpaBliHHA 1H(QOpMaliiiHO Oe3MeKoro,
Oe3neka BeO-pecypciB, TECTYBaHHS Ha IPOHUKHEHHS.

Oco61uBoCTi porpamMmu

[HOBariiiHICTh, IMIJIEMEHTAIlIT KypciB MepekeBoi akamemii Cisco B
HaBYAJbHUHA TMpoIlec, MPAaKTUYHA OPIEHTOBAHICTb HA BUPILICHHA
aKTyalbHUX 3aBAaHb Ta mpobOiem y iHdopmariitHoi Ta/abo
kiOepOe3neku. Bucokuii piBeHb MPaKTUYHOI MiATOTOBKU (haxiBIIiB
3a0e3neyyeThesl PO3BUHEHOI0 MI>KHAPOHOIO CIIBIPAIEIO B HAYKOBIH 1
OCBITHI  cepax, BUKOHAHHS HAyKOBO-JIOCHIHUX  IPOEKTIB,
3JIy4CHHSIM BHKJIQJa4diB TMPAKTUKIB, HASBHICTIO CIEIlai30BaHUX
nabopaTopii.
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4 — IlpuaaTHiCTh BUIIYyCKHHKIB
aleBJAIITYBAaHHS TAa NOJAJIbIIOI0 HABYAHHS

IpunatHicTs 10
npaneBJamITyBaHHA

daxiBenb MOke 3aiimatu nepuHHI mocaau (3a 1K 003:2010):

2132.2- Po3po0OHUK cUCTEM 3aXHUCTy iH(popMarrii;

2139.2- AnMiHICTpaTOp MEPEX 1 CHCTEM;

2139.2- ®axisenp 3 kpunrorpadiyHoro 3aXucTy iHGopmarrii; daxienb
3 mnuraHb Oe3nekd (iHPOpMaLiHHO-KOMYHIKAIiiHI  TEXHOJOTI1);
AHaJIITUK 3arpo3 0e3MneKHu.

International Standard Classification of Occupations 2008 (ISCO-08):
2529 Security specialist (ICT).

ITopanbnie HABYAHHA

bakamaBp  MOXe  TPOJOBXKYBAaTH  HABYAHHA HA  JIPYTOMY
(MaricTepcbKOMY) PiBHI BHIIOI OCBITH

5 — BukjaagaHHs Ta OLIHIOBAHHSA

Bukiaanannsa ta
HABYAHHSA

CTy/IeHTChKO-IICHTPOBaHE HABYAHHS, CAMOHABYaHHS, IPOOJIEMHO-
OpIEHTOBaHE HAaBYaHHS, KpPEAUTHO-TPaHCPEpHA CHUCTEMa OpraHi3aiii
HABYaHHS, HABYaHHS 3 BHKOPUCTAHHSM CHUCTEMH JMCTAHIIIHHOTO
HaBuaHHs Moodle, BukiIamaHHs KypciB MepexeBoi akamemii Cisco,
HABYaHHS Ha OCHOBI JIOCHTI/DKCHb, HAaBYaHHS 4Yepe3 J1adopaTopHY
NPaKTUKY, BUKOPUCTaHHsI OHJIaiH 1aboparopiii: TryHackMe, RootMe,
HackTheBox, BukopucTaHHSM  €JIEMEHTIB  JyaJlbHOI  OCBITH,
PO3B’sI3yBaHHS NMPUKJIAJHUAX 33]1a4, BAKOHAHHS MPOEKTIB, HABYATHLHUX
Ta BUPOOHUYHUX MPAKTUK, KYpCOBUX poOIT Ta KBamidikaiiiHoi poOOTH.

OuiHoBaHHA

MonyabHHI KOHTpPOJIb, 3aJiKH, YCHI €K3aMEHH, TECTH, IIOTOYHE
ONMUTYBaHHS, TPEHIHTU, MUKAUCUUIUTIHAPHA KypcoBa poboTa, 3BIT PO
MPOXO/KEHHS MPAKTHKH. ATECTallisl 3MIHCHIOEThCS Y (HOpMi €IMHOTO
Jep>KaBHOTO KBalTi(hiKaiiHOTO ICITUTY.

6 — [IlporpamMHi KOMIIETEHTHOCTi

InTerpanbua
KOMIIETEHTHICTh

31aTHICTh PO3B’SA3yBaTH CKJIQJHI CIIeliai3oBaHi 3a7adi 1 MpaKTHYHI
3aBJlaHHsl y rajy3i kibepOe3neku Ta 3axucty iHdopmarti.

3araabHi
kommnerenTHOCTI (3K)

3KI. 31aTHicTh 3aCTOCOBYBAaTH 3HAHHS y MPAKTUYHUX CUTYAI[IsIX.
3K2. 3naHHs Ta po3yMiHHS NPeIMETHOT 00JIaCTi 1 PO3YMiHHS
npoeciiHol AISIBHOCTI.

3K 3. 3naTHICTh cHNKYBaTHCA JepPKaBHOK MOBOIO SIK YCHO, TaK 1
MUCHMOBO.

3K 4. 3naTHICTH CTIIKYBATUCS 1HO3EMHOIO MOBOIO.

3K 5. 31aTHICTh BUMTHCSA 1 OBOJIOIIBATU CyYaCHUMH 3HAHHSIMHU.
3K6.3naTHicTh peaizyBaTH CBOI IpaBa i 000B’3KH K 4JieHa
CYCIIbCTBA, YCBIJOMIIIOBATH LIHHOCTI IPOMAISIHCHKOTO (BIJILHOTO
JIEMOKPATUYHOT'0) CYCHIIbCTBA Ta HEOOXIJHICTh HOT'O CTAJI0ro
PO3BHUTKY, BEpXOBEHCTBA MPaBa, MpaB Ta CBOOO/T JIFOJMHH i
IpOMaJiTHUHA B YKpaiHi.

3K 7. 3naTHICTh YXBaJIIOBaTH PILIEHHS W JISITH TOTPUMYIOUHCH
MPUHIUITY HEMIPUITYCTUMOCTI KOPYILii Ta Oyb-sIKUX IHIIUX MPOSBIB
HEJI00pOYECHOCTI.

3K 8. 3natHicTb 30epiraT Ta NPUMHOXKYBATH MOpaJbHi, KYJIbTYpHI,
HayKOBI1 LIIHHOCTI 1 IOCSITHEHHS CYCIUJILCTBA HA OCHOBI PO3YMIHHS
icTOpii Ta 3aKOHOMIpPHOCTEH PO3BUTKY IpeAMETHOI 00acTi, i Micus y
3arajibHii cucTeMi 3HaHb IPO MPUPOJY 1 CYCTIIBCTBO Ta Y PO3BUTKY
CYCHUIBCTBA, TEXHIKH 1 TEXHOJIOT1H, BUKOPUCTOBYBATHU Pi3HI BUIH Ta
(hopmu pyXxOBOi aKTUBHOCTI JJIS1 aKTUBHOTO BIATIOYMHKY Ta BEJCHHS
3JI0POBOTO CIIOCOOY KUTTSL.




CrneniajgbHi CK1. 3garHicTh 3aCTOCOBYBATH 3aKOHOAABYY Ta HOPMAaTHBHO-TIPAaBOBY
(¢axoBi, npeameTHi) 0a3y, a TaKOXX JepXKaBHi 1 M>KHAPOIHI BUMOTH, IPAKTHKH 1 CTaHAAPTH
KOMIIETeHTHOCTI y npodeciitHiil TisIbHOCTI.

CK2. 3naTHicTh BUKOPUCTOBYBATH iH(OpPMAIIiifHI TEXHOJIOT1, CydacHi
MEeTOAM 1 MoJiesi KibepOe3IeKu Ta CHCTEMH 3aXHUCTy iH(popMartii.

CK3. 3natHicTh 3a0e3neuyBaTi HEMEPEPBHICTH O13HEC-TIPOIIECIB 3T1THO
BCTAHOBJICHO1 MOJIITUKY KiOepOe3Ieku Ta 3aXucTy iHpopmartii.

CK 4. 3narnicTs 3a0e3neuyBaTy 3axucT iHpopmaii B iHpopMaiiHux
Ta 1H(GOpPMaLIHHO-KOMYHIKAI[IHHUX CHUCTEMaxX 3TiHO BCTAaHOBJICHOI
MOJIITUKH KibepOe3neku i 3axucty indopmarrii.

CKS5. 3naTHicTh BiHOBIIOBaTH (YHKIIOHYBaHHS 1H(OpMaIiiHUX Ta
iHpopMaLiiiHO-KOMYHIKAallIHHUX CHUCTEM Ticis peaji3amii 3arpos,
3miiicHeHHs KibepaTak, 300iB 1 BIIMOB pi3HUX KJIAaciB Ta MOXOIKCHHS.
CK6. 3natHicTh BIIPOBaKYBAaTH Ta 3a0e3neuyBaTd (DyHKIIOHYBAaHHS
KOMIUIEKCHUX CHCTEM 3axHUCTy iH(opmMarllii (KOMIUIEKCH HOPMaTHUBHO-
MIPABOBUX, OpraHi3alliifHuX Ta TEXHIYHUX 3aC001B 1 METOAIB, IPOILIETYP,
MPaKTUYHUX TTPUHAOMIB TOIIO. )

CK7. 3patnicte 3xilicHIOBaTH TpodeciiHy isIbHICTh Ha OCHOBI
BIIPOBA/KEHOI ~ CHUCTEMH  YOpaBIiHHA  iHQoOpMaliiiHOIO  Ta
Ki0epOe3neKoro.

CKS8. 3gatHicTb 3aCTOCOBYBaTH METOJU Ta 3aCO0M KpUIITOTrpadhidyHOro
3axucTy iHdopmaiii Ha 00’ exTax iH(GOPMAIIITHOT AiSUTBHOCTI.

CK9. 3naTHicTh 3aCTOCOBYBATH METOAM Ta 3aCOOU TEXHIYHOTO 3aXHUCTY
iHpopmaii Ha 00’ exTax iH(POPMALIIHHOT TiSUTBHOCTI.

CK10. 3gaTHicTh BUKOHYBAaTH MOHITOPHHT 1H(GOpPMAIIHHUX MPOLIECIB,
aHaJII3yBaTH, BUSBIIATH, OI[IHIOBATH MOKJIMBI BPA3JIUBOCTI Ta 3arpo3u
iH(dopMaLiiiiHOMYy mpocTopy ¥ iHGoOpMaliiHUM pecypcaMm 3TiTHO 3
BCTaHOBJICHOIO TIOJIITUKOIO 1H(OpMAITIHHOT Oe3MeKH.

7/ — Pe3yJIbTaTH HABYAHHA

PH1. BinbHo cnisikyBaTucs Jep»KaBHOI MOBOIO YCHO Ta IMHMCHbMOBO NPU BUKOHAHHI MpodeciiiHuX
000B’I3KIB.

PH2. CroinkyBaTucsi 1HO3€EMHOK MOBOIO 3 METOI0 3a0e3leueHHs e(pEeKTUBHOCTI MpodeciiiHoi
KOMYHIKaIlii.

PH3. 3acrocoByBaTM NpWHIMII HENPHUITYCTUMOCTI KOPYMIlii Ta OyAb-IKMX IHIINX TIPOSBIB
HeZ00pOoYeCHOCT1 Y podeciiiHii AISUTbHOCTI.

PHA4. OpranizoByBatu BiacHy npogeciiiHy AisiIbHICTb, 00MpaTH i BUKOPUCTOBYBATH ONTHMAJIbHI
METOJIM Ta CHOCOOM pO3B'I3aHHS CKIJIAJHUX CIEiaNi30BaHUX 3a/Jad 1 NPaKTHYHUX MpoOJIeM y
npodeciiiniii qiSTBHOCTI, OI[IHIOBATH iXHIO €()EKTUBHICTb.

PHS. AwnanizyBaTH, aprymMeHTyBaTH, MpUIIMaTu pIlIEHHSs NpU PO3B’SA3aHHI  CKIAJHUX
CreLiali30BaHuX 3a]a4 1 NPaKTUYHUX 3aBJaHb y NpoQeciiiHiil AisIbHOCTI, K1 XapaKTepU3yIOThCs
KOMIUIEKCHICTIO Ta HETTOBHOIO BU3HAYEHICTIO YMOB, BIJIOBIAATH 3a MPUIHSTI PILLICHHS.

PH6. AnanTyBaTHCs 10 HOBUX YMOB 1 TEXHOJIOT1H podeciitHOi TiSIbHOCTI, TPOrHO3YBAaTH KiHIIEBUN
pe3yibTar.

PH7. 3actocoByBaTu i ajanTyBaTH Teopii iHpopMaii Ta KOJyBaHHS, MATEMaTUYHOI CTaTUCTHUKH,
yucen, Kpunrorpadii Ta creranorpadii, 00poOIeHHSs 1 epeaadi CUTHATIB TOIIO, TPUHITUITN, METOIH,
MOHATTS KibepOe3neku Ta 3axucTy iHdopMmarllil y HaBuaHHi Ta npodeciitHiil TisIbHOCTI.

PHS. 3actocoByBatu 3HaHHSA i PO3YyMIHHS MaTeMaTUKH Ta (I3UKU B MpOQeciiiHiil MisIbHOCTI,
dopmanizyBaTu 3a1a4i IpeAMeTHOI ramy3i kibepOesneku Ta 3axucty iHpopmaiii, popMmyroBaTH ix
MaTeMaTH4YHYy IMOCTAHOBKY Ta OOMpPATH palioHAIbHUI METO]T BUPIILIEHHS.

PHO. 3natu Ta 3acTOCOBYBATHM 3aKOHOJABCTBO YKpaiHM Ta MIKHApOJHI BHUMOTH, NMPAKTHKH 1
CTaHJIApPTH 3 METOI0 3[iiicCHeHHs mnpodeciiHol AISNIBHOCTI B Taiy3l KibepOe3meku Ta 3aXHCTy
iHpopMmaii.

PH10. BukopucroByBaTr cydacHi iH(popmarliiiHi TeXHOJOTii, METOau 1 Mojeli KioepOe3meku Ta
CHCTEM 3aXUCTy iHpopmaii 1 3aiiicHeHHs MpodeciiftHOl NiIBHOCTI.




PHI11. IInanyBatu miAroToBKy Ta 3a0e3leuyBaTd HEMEPEpBHICTh Oi3HEC-NPOIIECIB B OpraHizallisx
3TiHO 31 BCTAaHOBJICHOIO MOJITUKOIO KiOepOe3neKkH 3 ypaXyBaHHs BUMOT JI0 3aXUCTY iH(popMallii.
PH12. 3actocoByBaTH METOAM Ta 3acO0M 3axUCTy iHpoOpMaIlii B iHGopMaiitHUX Ta iHGOpMAaIIiitHO-
KOMYHIKAI[IHHUX CUCTEMaX BiJIMTOBIAHO O BCTAHOBIIECHOI MOMITUKH iH()OPMAIIIITHOT Oe3MeKH.

PH13. BrpoBamkyBaTu, HaJallTOBYBAaTH, CYINPOBO/DKYBAaTH Ta MIATPUMYBATH (PYHKI[IOHYBaHHS
MPOrPaMHUX 1 IPOrPaMHO-aNapaTHUX KOMILIEKCIB 1 CHCTEM KiOepOe3ekn Ta 3aXUCTy iHpopMaIlii sk
HEOOX1IHI mporeaypu s (YHKIIOHYBaHHSA iH(GOpMamiiHUX W iH(OpMaIiiHO-KOMYHIKAI[IHHUX
crcteM Ta/abo IHPPACTPYKTYpH OpraHizailii B I{LIIOMY.

PH14. BupimyBatu 3amavi yIpaBiHHS MPOIECAMHU BIJHOBJCHHS ITAaTHOTO (YHKIIOHYBAaHHS
iHpopmaniiHuX Ta 1H(QOPMAIIITHO-KOMYHIKAIIIMHUX CHUCTEM 3 BHUKOPUCTAaHHAM HPOIEIYp
pe3epBYBaHHS 3T1IHO BCTAHOBJICHOI TOJITUKM Oe3meku 1 3abe3medyBatd (YHKIIOHYBaHHS
CHeUiaIbHOTO MPOrPaMHOT0 3a0€3MeUeHHs MO0 3aXUCTY Ta BITHOBICHHS iH(OpMaIIii.

PH15. 30upatu, o0poOsstu, 30epiraTv, aHadi3yBaTH KPUTWUYHI JaHi IS JO0Ka3zy peamizamii
kibep3arpo3, MPOBOAWTH aHali3 Ta JOCHIKEHHS KiOSpIHIUAEGHTY 3 METOI ONEPaTHBHOTIO
BIIHOBJICHHS (PYHKITIOHYBaHHS iH()OpMAaIIHHOI CHCTEMHU.

PH16. BupimyBaru 3a1a4i BIpOBaXKEHHS Ta CYIIPOBOTY KOMITJIEKCHUX CUCTEM 3aXUCTY iH(opMariii
B iH(OpMAIIITHUX CHCTEMaX.

PH17. 3aGe3neuyBatn (yHKIIOHYBaHHS CHCTEMH YIpPaBIiHHSA KiOepOe3NmeKkow 1 3aXxHCcTOM
iHdopMmalii opranizaiii, BKIIOYAIOYM IE€pPCOHAN Ta YIpPAaBIIHHA HAclIiJKaM{ peati3amii 3arpo3
iHpopManiiiHiii 6e3meni B KpU30BUX CUTYaIlisX, Ha OCHOBI 3[[IICHEHHS IPOIIEyp KITBKICHOI 1 AKiICHOT
OIIIHKH PU3HKIB.

PH18. AnanizyBary, 3aCTOCOBYBAaTH METOJIU Ta 3aCOOM KPUIITOrpadivHOTO 3aXUCTy iHPOpMAIlii Ha
00’ekTax iHpopMaIiiHOI JiSILHOCTI.

PH19. BupimyBatu 3amadi IIOA0 OpraHi3aimii Ta KOHTPOJI CTaHy KPHITOTpadiyHOTO 3aXUCTY
iH(popMallii, 30KkpemMa BiAMOBITHO 1O BUMOT HOPMAaTUBHUX JOKYMEHTIB.

PH20. BusHauatm 3arpo3W CTBOPCHHsSI TEXHIYHMX KaHAJIIB BUTOKY iH(opMalii Ha 00’e€KkTax
iH(hOopMaLiIiHOT MiSITFHOCTI; BIPOBAKYBATH 3aCO0M 1 3aX0/IM TEXHIYHOTO 3aXHUCTy iH(pOpMaIi Bif
BUTOKY T€XHIYHHUMH KaHaJaMH, POBOJUTH OOCIyrOBYBaHHS 1 KOHTPOJb CTaHy amapaTHUX 3aco0iB
3axHCcTy iH(OopMaIlil Ta KOMIIJIEKCIB TEXHIYHOTO 3aXMCTY iH(popMallii.

PH21. BukoHyBaTu BIOpPOBa/DKEHHS, MIATPUMKY, aHali3 e(QEeKTUBHOCTI CHUCTEM BHSBIICHHS
HECAHKIIIOHOBAHOTO JOCTymly, Al 3 iH(opmaliero B iHpOpMaLiliHIi cucTeMi, Bpa3iIUBOCTEH,
MOKJIMBUX 3arpo3 iH(opmauiifHoMy npocTtopy i iHQOpMaIiiHUM pecypcaM Ta BUKOPHUCTOBYBaTH
KOMIUIEKCH 3aXMCTy JuId 3a0e3ledeHHs HeoOXiJHOro piBHA 3aXMIIEHOCTI iH(opmauii B
1H(pOopMaLlIHHUX cUCTEMAaX.

8 — PecypcHe 3a0e3neueHHsi peajiizaunii mporpamMu

Kanpose 3a6e3neuennss | Bci HaykoBo-meiaroriuyHi MpamiBHUKH, 3alydeHl [0 peajizaiii
OCBITHBO-TIpO(ECIiHOI TpOorpaMu MalTh HAyKOBHMH CTYIiHb 1/abo
BUCHE 3BaHHs Ta MiATBEp/DKEHUI pPiBEeHb HAayKoBOi 1 mpodeciiiHoi
aKTUBHOCTI, 110 BIATIOBIAa€ BUMOTaM JIIEH31MHUX YMOB. Y C1 HAYKOBO-
MeJaroriyHi  MpaliBHUKH MaloTh TIOKa3HUKHU aKaJeMidHol Ta
npodeciiiHoi kBamidikaiii BiAMOBIIHO 0 MWCUUIUIIHUA, BUKIATAHHS
SIKOi BOHU 3a0€3MeYyIOTh.

MarepianbHo-TexHiune | OcBiTHIM MpoIeC 3IHCHIOETHCS B CIIEIIAILHO 00IaHAHUX ayIUTOPIsSX
3a0e3neveHHs 1 nabopaTopisix, AKl BIANOBIJAIOTH CAHITAPHO-TEXHIYHUM HOpPMaM 1
OCHAIIIEHUX CYYaCHUM HaBYAJIbHUM OOJaTHAHHAM, MYJIbTUMEIIHHOLO,
KOMIT'IOTEPHOIO ~ TEXHIKOIO Ta  CIEliali30BaHUM  IPOrpPaMHUM
3a0e3MeueHHsIM, 3 MOJJIMBICTIO TOCTIMHOTO JOCTYyNy [0 Mepexi
Internet Ta BHyTpimHbOi Mepexi 3YHY.

Kowmm’rotepHa nabopartopisi objajiHaHa HACTYIIHUM YCTAaTKyBaHHSIM:
npoektop myastumenitanii BenQ TH671ST (1 mT.); komn’1oTepu Ha
0a3i mporecopa Intel Xeon W3550, (10 mt): cucremuuii 6110k Precsion
T3500 Westmere. N-serie; monitop Dell E2211H 21.5in.; mabopaTopHi
CTeHJM Ha 0a3i onHoOmIaTHUX Komm 'torepiB Raspberry Pi — 15 mT.;




uudposuii ocrmorpad SIGLENT SDS1202X ; mapmpyrtuzatop VPN
Router Cisco SB RV320 Dual Gigabit WAN VPN; nerextop
eJlekTpomarHiTHoro BunpomintoBanus CC308

Indopmaniiine Ta
HABYAJIbLHO-METOUYHE
3a0e3neYeHHs

OmnnaitH-610110TEKa, €IEKTPOHHI HAaBYAJIBLHO-METOJMYHI KOMIUICKCH
JTUCIUILIIH, po00Yi MporpaMu JUCIHILIIH, METOAMYHI PEKOMEHIAIlil Ta
BKa3iBKH JI0 BUBYEHHS AWCIUIUIIH, HAIMMCAHHSI MDKIUCIMIUTIHAPHOI
KypcoBOi poOOTH, MPOXOKEHHS MPAKTUKUA 1 HAMHWCAHHS BUITYCKHOI
kBamidikaiiHoi poOoTH.

Odiniitauii BeO-caiit https://www.wunu.edu.ua/ MicTuts iHpOpMALiO
PO OCBITHI MpOTpaMH, HaBYaJbHY, HAYKOBY 1 BHXOBHY MisJIbHICTb,
CTPYKTYPHI HiAPO3 1K, IpaBUiIa MIPUHOMY, KOHTaKTH, TOLIO.

Binmpauit goctyn dyepe3 cait 3YHY no 6a3 mgaHuxX mnepiogudyHUX
(axoBUX HAyKOBHUX BHAAaHb (B TOMY YHCIi, AHIJIIHCHKOIO MOBOIO)

3a0e3meuyeThcss y4acTio Oi0MIOTeKH YHIBEPCUTETY Y KOHCOPIIYMY
ElibUkr.

9 — AkageMiuHa MOOIJIBHICTD

HanionajgbHa KpeauTHA

BinmosigHo no yrox 3VHYV.

MOOIJIBHICTH
Misknapoana kpeauTHa | Bignosigao mo yrox 3VHY Ta yrom mpo MidKHapOIHY akajeMidHy
MOOITBbHICTD MoOutbHICTE (Epasmyc K1)

HaBuyannsg iHO3eMHHX
3100yBa4iB BUIIOL
ocBiTH

BinmnoBigHO 10 HOPMAaTUBHO-TIPABOBUX JJOKYMEHTIB.




2. Ilepenik KOMNOHEHT OCBITHBO-NPO(eciliHOi MporpaMu Ta iX JioriyHa MOCJTiT0OBHICTH

2.1 Ilepenix kommonent OI1

Kon v/ KoMmoHeHTH 0CBITHBOT TpOrpaMu KinbkicTh dopma
(HaBYaANIBHI JUCHUILTIHU, KYpCOBI IPOEKTH (POOOTH), IPAKTHKH, KpEIUTIB H/ICYMK.
kBanigikariiiHa pobora) KOHTPOJIIO
1 2 3 4
OBOB’A3KOBI KOMIIOHEHTH (OK)
LIUKJI 3ATC AJIbHOI HIATOTOBKU
OK 1 IcTopist nepkaBHOCTI Ta KyJnbTypa YKpaiHu 4 eK3aMeH
OK 2 VYkpainceka MOBa 3a MpoQeciiHUM CpsSIMyBaHHIM 3 3aJiK
OK3 ®i3uyHe BUXOBaHHS 2 3aITiK
OK 4 Ino3eMHa MoBa 7 3ajlK, eK3aMeH
OK'5 dinocodist 4 eK3aMeH
OK 6 [Momitomnoris 3 3aITiK
OK 7 Buma maremaTtuka 9 3aIiK, eK3aMeH
OK 8 Teopis HIMOBIpHOCTI Ta MaTeMaTUYHa CTATUCTHUKA 4 eK3aMeH
OK9 Dizuka 4 eK3aMeH
Pazom 40
LIUKJI TIPO®ECIMHOI NIATOTOBKU
OK 10 OcHOBU IPOrpaMyBaHHS 5 €K3aMEH
OK 11 OcHoBH KibepOe3neku 8 eK3aMeH
OK 12 HuckperHa MmaTeMaTHKa 5 €K3aMEH
OK 13 [IporpamyBanHs 11 KibepOe3nekn 5 eK3aMeH
OK 14 Teopis iHpOpMaIIii Ta KOTyBaHHS 4 eK3aMeH
OK 15 Web rexnomnorii 5 eK3aMeH
OK 16 [IpoexTyBaHHS Ta 3aXHCT 06a3 TaHUX 5 eK3aMeH
OK 17 APpXITEKTypa KOMIT FOTEPIB Ta CUCTEM 5 eK3aMeH
OK 18 HopmarusHo-nipaBoBe 3a0e3neueHHs Kidepoe3neku 5 eK3aMeH
OK 19 MateMaTHyHi OCHOBH 3aXHCTy iHpOpMarii 9 3alliK, eK3aMeH
OK 20 OnepariiiiHi cuctemMu ) eK3aMeH
OK 21 Komm’totepHi Mepexi 6 eK3aMeH
OK 22 OO0unciroBaIbHE MOJIEITIOBAHHS B KiOepOesmerti 5 eK3aMeH
OK 23 OmiHka Ta ynpaBliHHS pU3UKaMH 5 eK3aMeH
OK 24 KiGepuernyna Oe3mnexa 6 eK3aMeH
OK 25 Kpunrorpadis 6 eK3aMeH
OK 26 besneka koM FOTEPHUX MEPEX 6 €K3aMEH
OK 27 besnexa Web pecypcis 5 eK3aMeH
OK 28 VYnpasniaas iHpopMaiiftHOIO 6e3MeK0I0 4 eK3aMeH
OK 29 TexHiuHi 3acobu 3axucty iHopMaii 4 eK3aMeH
OK 30 TecTyBaHHSI Ha MPOHUKHEHHS 5 €K3aMeH
OK 31 MonesnroBaHHs KIOEPCTIMKHUX CUCTEM 4 €K3aMeH
OK 32 KommnekcHi cucremu 3axucty iHpopmarii 4 €K3aMEeH
OK 33 [IpakTukyMm 3i criemiajabHOCTI 4 €K3aMeH
OK 34 Kypcosa po6orta 3 nuctumutiny "KidepHetnyna Oe3mneka" 3 3aXUCT
OK 35 MixIucuuIuTiHapHUE KypCOBHH POEKT 3 3aXUCT
OK 36 IIpakTuka 9 3aXUCT
€uHuit nepkaBHuil KBamiikariiHuii icnuT eK3aMeH
Pazom 140
Pazom o6car 060B'SI3KOBUX KOMIIOHEHT 180
BUBIPKOBI KOMIIOHEHTHU 60
3ATAJIbHUI OBCST OCBITHLOI [TPOTPAMU 240




2.1.

CrpykrypHo-aoriuna cxema OIIIl «KidoepOe3nexka»

NHWIA icnuT

ichikaui

W oep>aBHUN KBani

ATtecTauia: eguHn

1 kypc 2 kypc 3 kypc 4 kypc
1 cemecTp ‘ 2 cemecTp ’ 3 cemecTp ‘ ‘ 4 cemecTp ‘ 5 cemecTp ‘ 6 cemecTp ‘ ‘ 7 cemecTp ‘ 8 cemecTp
1 ; : Moni i IHo3emHa mosa OllEkaia
cTOpiA AepXa@eHoCTi oniTonoria YNpaBiHHA —
Ta KynsTypa Ykpainu > |HO3eMHa MoBa pU3MKaMK »  TexHiuHi 3ac06u
VkpaiHcka MoBa MarematnuHi ocHosu ] » Beaneka 7 3axucTy
»| 3a npocheciiitum 3axucTy iHpopmaui —» Webpecypcie L —» iHcbopmavi
CNPAMYBaHHAM Lol .
> KibepHeTuuHa ||
a MaTtemaTu4Hi ocHoBU Teopin iimoBipHOCTI mEN 6esnexa KoMnnexcHi cucram
|Ho3emMHa MoBa }——)| IHo3emHa moBa + —» 3axucTy iHthopmauii Ta MaTteMmaTMdHa [ > . L
cTaTucTUKa 1] SexCylkihopra il
|—| > Beaneka —
> Oianka ™  KOMM''OTepHUX -
>
U Mepex —l TecTyBaHHA Ha
J KpunTorpadia > MPOHWUKHEHHA
-~ Buwa " >
Buwa matemaTuka ~ B  Web texHonorii — P > M
MaTemaTuka OnepauiiHi mini
> . Iy VnpaBniHHA —
’—|> [uvckpeTHa —>»  iHdopmaLiiiiHo0
®inocodbia — MareMaTuka 'y Geanekow > Mo MpakTukym 3i
AEeNI0BaHHA
MpoekTyBaHHA Ta Komn'toTepHi 1Tl O64KcnoBanbHe g —> KiBepCTiAkNX 3 cneuianeHocTi
I" P 3axucT 6a3 famx Mepeski MOAENIOBaHHA B . cneTem
OcHosu 5 Mpor ana ™ Kibep6eaneui i
nporpamyBaHHA [ 5 «ibepoesnexn ||
P ApxitekTypa ¥
—> _ L —T Komn'loTepis
— Teopin incpopmalii
; OcHoBK -r;mn?;a':mslu J—) Ta cucTem i l | MixxaucumnniHapHmia
kiGepbesnekun || — KYPCOBMiA NPOEKT
—| HopmaTtueHo- Kypcosa po6ota
- npaeose 3 AvcumniHn
i 7| sabesneqeHHRA 7| "Ki6epHeTnuHa Geanexa"
Gianxe kibepbeanexku
BUXOBaHHA » [lNpakTuka
v Y Y T ¢
BubipkoBa Bubipkosa Bubipkosa Bu6ipkosa Bubipkosa Bubipkosa
Aucumnniza 1 pvcumnnina 2 Aucunnnina 4 avecuumnnia 5 oucuvnniva 8 pvcumnnika 11
Brok
BM6ipKOB nx BuGipkosa BuGipkosa Bu6ipkosa Bubipkosa
. oucumnniva 3 aucumnniHa 6 # "
LVCLMNIIH aucumnniva 9 avcumnnida 12

Bubipkosa
avecumnnisa 7

Bubipkosa
aucuunniHa 10




3. ®opma aTecrauii 3100yBayiB BUIIIOI OCBITH

dopmu aTecrauii 3100yBayiB ATecTaris 301HCHIOETBCS Y POPMi €IMHOTO JIeP>KaBHOTO
BHILIOT OCBITH KBaTi(hiKaIIHHOTO ICIIUTY
Bumorn 110 €aMHOro | €IuHUN AepKaBHUIN KBaTipiKaiHHUN ICTUT rependavae

Jiep;KaBHOro KBaJiikaniiinoro OI[IHIOBAHHS JOCATHEHb PE3Y/IbTaTiB HABUAHHS, BU3HAYECHUX

icnuty UM CTaHAAPTOM.
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5. Marpuus 3a0e3ne4eHHs1 NpOorpaMHux pe3yabrartiB HapuaHHs (ITPH)
BIAMOBIITHMMH KOMIIOHEHTAMM OCBITHBLOI IIPOrpaMu

* | OK1
*+ | OK2
OK3
*+ | OK4
OKS5
OKo6
OK7
OKS8
OK9
OK10
OK11
OK12
OK13
OK14
OK15
OK16
OK17
OK18
OK19
OK20
OK21
OK22
OK23
OK24
OK25
OK26
OK27
OK28
OK29

ITPH1

+

IIPH2

ITPH3 + | +

I[IPH4 o T T S B B

IPH5 ++ |+ |+ + |+ ]+

IIPH6 + + |+ |+ |+ |+

IPH7 + |+ |+ + |+ |+ + +

IIPHS + |+ |+ + |+

IIPH9 + |+

IIPH10 + | + + |+ |+ |+ + + |+ |+

IMTPH11 + | + | + +

ITPH12 + + + + | +

ITPH13 + + |+

ITPH14 + +

ITPH15 +

IIPH16

IPH17 + |+ |+

IIPH18 + +

IIPH19 +

IPH20 +

IPH21 +

OK30
OK31
OK32
OK33
OK34
OK35
OK36




