





IHEPE/IMOBA

Po3pobiieno po6o10to Tpymnoro y CKIIaIi:

Aukie B. B. — n.1.1., npodecop, 3aBiayBaud kadeapu kibepoesneku 3YHY;
Kacsauyk M.M. — n.1.H., noneHT, npodecop kadeapu kidepoesneku 3YHY;
Axumenxo 1. 3. — k.T.H., TO1IEHT, To1eHT Kadenpu kidepoesneku 3YHY;
IBacheB C. B. — K.T.H., Io11eHT, J01IeHT Kadeapu kidepoesnexku 3YHY,
Xomuu O. B. — marictp OII «KibepOesneka», 3YHY.

Ok wnhE

Biozyku na oceimmuvo-npogeciiiny npozpamy:

1. Crpinenpkuii M.B., mupextop TOB «AIIIKO Ykpainay.

2. Bonomyk O.b., K.T.H., IOLIEHT, KOOPJAUHATOP OCBITHBOI Mporpamu B Distributed
Lab.

Peuyensii na oceimnvo-npogpeciitny npozpamy:

1. MakcumoBny B.M., n.1.H., mnpodecop, 3aBigyBau Kadeapu Oe3neku
iH(dopMaIiitHuX TexHoorii, Harionanbauii yHiBepcuTeT «JIbBIBChKa MO TEXHIKAY.

2. Kozak P.O., K.T.H., JOLIEHT, KOHCYIbTAHT 3 iH(POpPMAIIIHHOI OE3MEeKu y BiIiIi
iHpopMarttiiiHoi Oe3neku kommanii ELEKS.



1. lIpogiab ocBiTHBO-NIpO(eciiinoi mporpamu “KidGepOe3nexa”

3i cneniaabHocTi ""KiGepOesnexka'

1 - 3araabna indopmanis

IToBHA HAa3Ba BUILIOTO
HABYAJIbHOI0 3aKJIAAy
Ta CTPYKTYPHOI'O
miapo3ainy

3axiHOYKpaTHCHbKHIA HAIllOHAILHUI YHIBEPCHUTET,
kadenpa kibepobe3nexu

Cryninb BUIIIOI OCBiTH
Ta Ha3Ba KBaJgipikamii
MOBOIO OPHUTIHAJLY

Marictp,
MaricTp 3 Kidepoe3neku

Odiniitna HazBa
OCBITHBOI IpOrpamMu

OcaitHbo-npodeciitHa nmporpama “Kidepbesmneka”

Tun qunjiomy Ta oocsar
OCBITHBLOI MporpamMu

Jurutom marictpa, onuanganid, 90 kpeauris €EKTC,
TepMiH HaBuaHHs 1,4 poxu

HasiHicTh akpeauTauii

OcCBiTHS ITporpama aKkpeIuToBaHa
HarmionansHMM areHTCTBOM 13 3a0€3MCUCHHS IKOCTI BUIIOI OCBITH,
pimenss Big 13.01.2020 p.

Huxa/piBenn HPK VYkpaiau — 7 piBens, FQ-EHEA — npyruii nuki,
EQF-LLL — 7 piBenb
IlepenymoBu HasiBHICTB OCBITHBOTO CTYyTIEHS «OaKajiaBp», OCBITHBO-

KBaJTi(DiKAIITHOTO PiBHS «CIEIIaTICT»

MoBa(u) BUKJIAJaHHS

YkpaiHcbKa

TepmMin il 0CBITHBOI
nporpamm

o 13.01.2025

InTepHer-agpeca
NOCTIHOTr0 PO3MilllCHHS
OIUCY OCBITHBOI
nporpamMu

https://www.tneu.edu.ua

2 — Merta ocBiTHBOI IporpamMu

[TinroroBka BHCOKOKBaNi(PiKOBAHUX, KOHKYPEHTOCIPOMOXHHX (axiBIiB 34aTHUX NPOBOIAUTH
HAyKOBI JIOCTI/DKEHHS B Taimy3i i1HQopmariifHoi Oe3mekn Ta/abo kiOepOesneku, siKi MaroTh
TEOPETUYHI 3HAHHS Ta C(OPMOBAHE KPUTHYHE MHUCIIEHHS JIOCTaTHI i €(EeKTHMBHOTO BUKOHAHHS
3aBJlaHb 1HHOBALIMHOTO XapakTepy BIAMOBITHOTO piBHA NpodeciiHol IisUIbHOCTI B raiysi
1H(opMmartiifHoi 6e3mekn Ta/ado KibepOe3neKr; BOIOAII0Th CYYaCHUMH METOJIaMU Ta TEXHOJIOT1SIMU
TECTYBaHHsI Ha MPOHUKHEHHS, METOJaMHU IM(POBOI KPUMIHATICTUKU; BMIIOTh O€3KOH(IIKTHO Ta
NPOJYKTHBHO TPAIFOBATH B KOMaH/IaX MI0/I0 PO3B’I3aHHS MPOOJIEM Ta IPUHHSATTS PIillleHb.

3 - XapakTepHCTHKA OCBITHbOI NpOrpamMu

Onuc npeamMeTHol O0’c¢KTH BUBYECHHS:
o0Jiacri — cyqaCHi
3a0e3IeuyeHHs

MpOIEeCH AOCHTI/KEHHS, aHali3y,
¢byHKIIOHYBaHHS  1H(OpMaLIHHUX

CTBOPEHHSI Ta
CHUCTEM i




TEXHOJIOTiM, iHIIMX Oi3Hec-omepalifHuX MporeciB Ha 00’ eKTax
iHpoOpMaIiifHOT TIATBHOCTI Ta KPUTHYHUX 1HGPACTPYKTYp cdepu
iH(dopMmariifHOT 6e3meKku Ta/abo KibepOe3neKu;
— iHpopmariiai  cuctemu  (iHGOpMaIiTHO-KOMYHIKaIliiHI,
iH(OpMaIiifHO-TeTIEKOMYHIKAIlii{Hi, aBTOMATH30BaH1) Ta TEXHOJIOT1
— iH(ppacTpykTypa 00’€KTiB iH(pOpMAIiiHOI AISUIBHOCTI Ta
KPUTHYHUX 1HPPACTPYKTYD;
— CHCTEMH Ta KOMIUIEKCH CTBOpEHHS, OOpoOku, mepenaui,
30epiraHHs, 3HMINCHHS, 3aXHCTy Ta  BIIOOPaKEHHS  JIaHUX
(iHpopMaIliitHIX TTOTOKIB);
— iHopmariiiHi pecypcu Ppi3HHUX KiaciB (B T.4. JepKaBHI
iH(opMarliifHi pecypcn);
— IporpaMHe Ta HpOrpaMHO-anapaTHe 3abe3nedeHHs (3aco0m)
Ki0ep3axucry;
— CHCTEMH VIpaBIiHHA 1HQOpMaLiliHOIO Oe3mekor Ta/abo
Ki0epOe3neKoro;
TEXHOJIOT11, METOIU, MOJIeJIi Ta 3aco0u iH(dopMarliiiHol O6e3neku Ta/abo
KiOepOe3neKH.
ini HaBYaHHA:
[TinroroBka ¢axiBLiB, 3AaTHUX PO3B’A3YyBATH 3a7adi JOCIITHUIIEKOTO
Ta/abo iHHOBAIliITHOTO XapakTepy y chepi iHbopMaliiiiHoi Ta/abo
KiOepOe3neKH.
TeopeTu4yHmii 3MIiCT MpeAMETHOI 00J1aCTi
TeopeTnuHi 3acagu HAyKOEMHUX TEXHOJIOTiH, (Di3UYHI i MaTeMaTHYHI
dbyHIaMeHTallbHI 3HAHHS, Teopil i1eHTUdIKalii Ta TPUUHATTS PIllIeHb,
CUCTEMHOT'O aHai3y, CKJIIAJHUX CHUCTEM, MOJICITFOBAHHS Ta ONTHUMI3amii
IpoIIeciB, TEOpPis MaTeMaTHYHOI CTAaTMCTUKU, KpUOTOrpagiuHOro Ta
TEXHIYHOTO 3axUCTy 1HQopMmarlii, Teopii PpHU3UKIB Ta IHIIUX
MDKJIUCHMIUTIHADHUX TEOpid 1 MNpakTUK y rany3i iHpopmauiiHoi
Oe3neku Ta/abo KibepOe3neKH.
MeToau, METOAMKH Ta T€XHOJIOTII
Mertoaun, Mopeni, METOAUKH Ta TEXHOJOTIl CTBOpPEHHS, OOPOOKH,
nepeaayi, NOpuiMaHHSA, 3HHUILEHHS,  BIIOOpPaKEHHs,  3aXUCTY
(xi6ep3axucTy) 1HPOpPMALIHHUX PECypCiB y KiOepIpocTopi, a TaKoxk
METOAM Ta MOJeNi pPO3pOoOKH Ta BHUKOPUCTAHHS NPHUKIATHOTO 1
CIIEIIaJII30BaHOTO  MPOTPAMHOTO 3a0e3leueHHs Ui BUPIIICHHS
npodeciiiHuX 3amad B rauys3i iHpopmauiiiHoi Oe3neku Ta/abo
Kki0epOe3nexu.
TexHoorii, METOM Ta MOJIEINI JTOCIIPKEHHs, aHali3y, YIPaBIiHHA Ta
3a0e3neyeHHss Oi3Hec/onepalifHUX TMPOIECciB 13 3aCTOCYBaHHAM
CYKYIHOCTI HOPMAaTHBHO-TIPAaBOBMX Ta OpraHi3allifHO-TEeXHIYHUX
METO/IB 1 3ac001B 3aXUCTy 1H(HOPMAIIHHUX PECYPCIB y KiOepIpoCTopi.
IHCcTpyMeHTH Ta 00/1aJHAHHS.
3aco0u, mpUCTPOi, MEPEKHE YCTaTKYBAHHS Ta CEPEIIOBHIIE, TIPUKIIAIHE
Ta CreliajgizoBaHe MporpaMHe 3a0e3MeueHHs, aBTOMATU30BaH1 CUCTEMHU
Ta KOMIUIEKCH TIPOSKTYBAaHHS, MOJICTIOBAHHSI, €KCILITyaTalii, KOHTPOJTIO,
MOHITOPHHTY,  OOpOOKHM, BimoOpakeHHS Ta  3aXHCTy JaHUX
(iHpopMaIiitHUX MOTOKIB), @ TAKOX METOJHU 1 MOJIENi Teopii pU3UKIB Ta
yhnpaBiiHHSA  1HQopMamiiiHUMuU pecypcaMd TOpU  JIOCTKEHHI 1
CYNpOBO/KEHHI 00’€KTIB  1H(pOpMAIiiHOI [AISNIBHOCTI y  ramysi
iH(popMariifHoi Oe3neku Ta/abo KibepOe3neKH.




OpienTanis ocBiTHBLOL
nporpamMu

OcsiTHBO-TIpO(eciiiHa nporpama 3 KibepOesneku.

BpaxoByroun 30inbleHHs KibepaTtak Ha MiJIPUEMCTBA Ta OpraHizamii
OIIIT opieHTy€eTHCS HA MOTIHOJIICHE BUBYEHHS CUCTEM MOHITOPHHTY Ta
yIpaBiiHHSA 1H()OPMAIiITHOIO GE3MEKOI0 Ta TAKOX CYy4aCHUX METOJIB Ta
TEXHOJIOT1! TeCTyBaHHS Ha MPOHUKHEHHS.

OcHoBHMI (pOKYyC
OCBITHBOI IpOrpamMu

[TinroroBka (haxiBIiB IS MPOBEACHHS JOCHIIDKEHb Ta HAayKOBO-
TEXHIYHUX pO3poOOK Yy rany3i iHdopmaniiiHOi Oe3meku Ta\abo
KiOepOe3neKH.

KmrouoBi cnoBa: iHpopmariiina Oe3mneka, KibepOesmeka, IudpoBa
KPUMIHAQJIICTUKA, TECTYBaHHS O€3MEKH, PeBEPC 1HKUHIPUHT, OJIOKYCHH,
Oesrneka [HTepHET peuei.

OcobuBocTi nporpamu

[Tporpama 3abe3nedye MiIBUIICHHS PIBHS 3HAHH T4 HABUYOK B Tamysi
6esnexn [T mursixoMm BHKIAAAaHHS HOBITHIX IUCIMILIIH, CIPIMOBAHHX
Ha OTPUMAaHHS SKICHO HOBHX 3HaHb CTOCOBHO KOMIUJIEKCHOTO aHami3y
iHopMariifHoi Ta KibepOe3neKu.

OIT nependayae cTyIeHTCEKY MOOITBHICTB.

4 — IlpuaaTHicTh BUIYCKHUKIB

A0 IMpaleBJAIITYBAHHA TAa NOJAJbIIOI0 HABYAHHS

IIpupatHicTs 10
NpaueBJIAIITYBAHHSA

3rigno 3 Hamionansum kiacudikatopom mpodeciit K 003:2010
BUITYCKHUKA  MOXYTh  00iliMaTH  Taki  TEpPBUHHI  MOcajgd,  SIK:
- MPOrpamicT/TeCTyBAIbHUK MPOrPAMHOTO 3a0€3MEYeHHS CHCTEM
iH(popMariifHo1 Ta KibepOe3nekw;

- aJIMIHICTPATOP KOMII'FOTEPHUX CHCTEM 1 MEPEK;

- aJIMiHICTpaTop 1HPOPMAIIiiTHOT Ta KiOepOe3neKu;

- ayIUTOp/TIeHTeCTep Oe3MEeKH KOMIT FOTEPHHUX CUCTEM;

- pO3poOHUK 3ac001B 3aXUCTY 1H(OpMaIlii;

- IPOBIIHUI CHIeNiaTiCT/KePIBHUK CIIYKOU TEXHIYHOTO 3aXUCTY
1H(dopmarii;

- BUKJIaJIa4 BUIIOTO HABUAIHHOTO 3aKJIay

ITopanpie HAaBYAHHA

MoxnuBicTh 3400YTTS OCBITM Ha TPEThOMY (OCBITHRO-HAYKOBOMY)
piBHI BUILO{ OCBITH 3a crierianbpHICTIO 125 «kibepOe3neka» abo 1HIIUMHI
CHEIIaIbHOCTSMH Tally3l 3HaHb «IHQopMmariiiHi TEXHONOT1i», 1HIIUMHU
MDKJTUCHMITTIHAPHUMU MaricTepcbKUMU nporpamu 3 I'T KOMIIOHEHTO10.
Mo>xnuBICTh NiABUILEHHS KBali(iKalii Ta OTpUMaHHs J0JaTKOBOL
HICJITUTIIOMHOT OCBITH.

5 — BukjgaganHs TAa OLIHIOBAHHSA

Buxkiaaganus ta
HABYaAHHSA

OCHOBHI TIAXOAU: CTYAEHTO-IIEHTPOBAHE HABUAHHS, CaMOHABUYaHHS,
npo0JIEeMHO-OpPiEHTOBAaHE HABYAHHSI, IHTEPAKTUBHE HaBYaHHS, HABYAHHS
yepes MPakTUKy.

MeTtoau Ta TEXHOJIOTII: 3aralbHOHAYKOBI, MaTeMaTHYHO-CTATUCTHYHI,
1H(hopMaLiifHO-KOMYHIKaIliiHI TEXHOJIOT1], METO/IH HayKOBO-
JOCTIAHUIBKOT ISTIBHOCTI Ta Mpe3eHTallli pe3ysbTaTiB.

Buknananus npoBoauThest y (GopMi: JIEKIli, MyJIbTUMEIINHOT JeKIi,
IHTepaKTUBHOI JIEKIii, CeMiHapiB, MPAaKTUYHUX 3aHATh, CAMOCTIHHOTO
HaBYaHHS HA OCHOBI MiJPYYHHMKIB 1 KOHCIEKTIB, KOHCYJbTalii 3
BHKJIa/IadyaMu, TATOTOBKH KBaJi(piKaIiifHOi poOOTH.




OuniHoBaHHA

MoymbHUNH KOHTPOJb, 3alliKK, YCHI €K3aMEHH, TECTH, ITOTOYHE
ONHUTYBaHHS, KOMIUJICKCHI TpPaKTU4YHI 1HIWBIAyadbHI  3aBIaHHS,
TPEHIHTH, MDKIMCIUILIIHAPHA KypCcoBa poOOTa, 3BIT MPO MPOXOIKECHHS
MepeUIUILIIOMHOT MPAaKTUKHU, KBaridikaiiiiHa podoTa TOIIO.

6 — IIporpamMHi KOMIETEHTHOCTI

InTerpanbna
KOMIIETEHTHICTh

31aTHICTh 0cOOM PO3B’sSI3yBaTH 3a]1a4i TOCIITHUIIBKOTO Ta/abo
IHHOBAIIITHOTO XapakTepy y cdepi iHdopmartiiinoi 6e3mnexku Ta/adbo
KiOepOe3neKH.

3araabHi
KkoMmneTeHTHOCTI (K3)

K3-1. 3gaTHicTh 3aCTOCOBYBATH 3HAHHS Y IPAKTUYHUX CUTYAIIsX.
K3-2. 3naTHicTh MPOBOIUTH JOCITIKEHHS Ha BiMOBITHOMY PiBHI.
K3-3. 3gaTHicTh 70 aOCTPaKTHOTO MUCJICHHS, aHATI3Y Ta CHHTE3Y.
K3-4. 3natHicTb omiHIOBaTH Ta 3a0€3MeUyBaTH SIKICTh BAKOHYBAHUX
poOiT.

K3-5. 3garHicTh criikyBaTucs 3 MpeICcTaBHUKAMU IHIIMX TPOQeciifHuX
rpyn pi3HOro piBHA (3 €KcmepTaMH 3 IHIIUX Tajdy3eil 3HaHb / BHIIB
€KOHOMIYHOT JTIsTTLHOCT1).

daxoBi KOMIIETEHTHOCTI
cneniajabHocTi (KD)

K®1. 3patHicth O0OIpyHTOBAaHO 3acTOCOBYBAaTH, IHTErpyBaTH,
PO3pOOIATH Ta YAOCKOHATIOBATH Cy4acHi iH(OpMaIiifHi TEeXHOJIOrii,
¢Gi3uYHI Ta MaTeMaTHYHI MOJECII, a TaKOX TEXHOJIOTii CTBOPEHHS Ta
BUKOPUCTAHHS TPHUKIATHOTO 1 CIEHiali30BaHOTO IPOTPAMHOTO
3a0e3neyeHHs [Uisi BUpilmieHHs mpodeciiHux 3amady y  chepi
iH(popMariifHO1 Oe3nekn Ta/abo KibepOe3neKH.

K®2. 3partHicts po3po0isaTH, BHOPOBAXKYBATH Ta aHaJIi3yBaTH
HOPMATHBHI  JOKYMEHTH, TIIOJIOKEHHS, IHCTPYKIil ¥ BHMOTH
TEXHIYHOT'O Ta OPraHi3alifHOrO CHpPsSMYBaHHS, a TAaKOX IHTETrpyBaTH,
aHaJII3yBaTH 1 BUKOPUCTOBYBATH Kpallll CBITOBI MPAaKTUKH, CTAaHAAPTH
y npodeciiiHiii aisubHOCTI B cdepi iHpopMarliiiHoi Oe3neku Ta/abo
ki0epOe3nexu.

K®3. 3patHicTs JOCTIKYBaTH, PpO3POOIATH 1 CYNPOBOIXKYBATH
MeTOM Ta 3aco0M iH(opmaliiiHoi O6e3neku Ta/abo kibepOe3nexku Ha
00’exTax iH(popMaLiiiHOi AiISIBLHOCTI Ta KPUTUYHOI 1HPPaCTPYKTypH.
K®4. 3patHicTe aHamizyBaTH, po3poOJsITH 1 CYHpOBOIXKYBAaTH
CHUCTEeMY  yOpaBliHHA  iHQopMalliiiHolo  Oe3mekor  Ta/abo
ki0epOe3nekoro opranizauii, (opMyBaTH CTpaTeriro 1 MOJITUKA
iH(popMariifHO1 6e3MeKH 3 ypaxyBaHHSAM BITUM3HSIHHMX 1 MIKHAPOIHUX
CTaHJapTiB Ta BUMOT.

K®5. 3patHicTh A0 JOCHIIKEHHS, CHUCTEMHOTO aHalizy Ta
3a0e3neyeHHs Oe3nepepBHOCTI G13HEC/onepariiiHiIX MPOLECIB 3 METOIO
BU3HAYEHHS Bpa3IMBOCTeH 1H(OPMAIIHHUX CHUCTEM Ta pecypcis,
aHaJIi3y PU3MKIB Ta BUZHAYEHHS OIIHKM iX BIUIMBY y BIJAMOBIIHOCTI 10
BCTAHOBJIEHOI CTpaTerii 1 MOJITUKM iHpopManiiiHOi Oe3neku Ta/abo
ki0epOe3nexu opraxizaiii.

K®6. 3parHicTh aHamizyBaTH, KOHTPOJIIOBAaTH Ta 3a0e3leuyBaTH
CUCTEMY YIPaBIIHHS TOCTYNOM A0 iH(GOpMalIiHUX PECypCiB 3TiHO
BCTAHOBJIEHOI CTpaTerii 1 MmojiTUKH iHpopMauiiiHoi Oe3neku Ta/abo
ki0epOe3nexu opraxizaiii.

K®7. 3parHicTh AOCHIIKYBaTH, pO3pOOJIATH Ta BIPOBAIKYBATH
METOAM 1 3axoaM TpOTUli  KiOepiHIMAeHTaM, 3A1HCHIOBATH
OpoLelypH YIpPaBIiHHSA, KOHTPOJIIO Ta pPO3CIiAyBaHHA, a TaKOX
HaJgaBaTH  pPEKOMEHJallii IIOJ0  TOMEpeHKeHHS Ta  aHajizy




KiOEpIHIIUICHTIB B LIIJIOMY.

K®8. 3parHIiCTh AOCHITKYBaTH, pPO3pOOJIATH, BIPOBAKYBaTH Ta
CYIIPOBOJIKYBAaTH METOJH 1 3aCO0M KpUNTOrpadiqHOrO Ta TEXHIYHOTO
3axucty iHQopMmamii Ha o00’ekTax iH(GOpMAaLIMHOI AiSUTBHOCTI Ta
KPUTUYHOI 1HQpACTpyKTypH, B iH(OpPMAIIMHUX CHUCTEMaX, a TaKOX
3MaTHICTh OIIHIOBAaTH €(EKTHUBHICTh iX BHUKOPUCTAHHSA, 3T1IHO
BCTAHOBJICHOI cTpaTerii 1 mojiTuku iHpopmaniiHoi Oe3rneku Ta/abo
KibepOe3neku opraHizarii.

K®9. 3parmicte anamizyBaTd, pO3pOOJATH 1 CYNPOBOIKYBATH
CHUCTEMYy ayJWTy Ta MOHITOPUHTY €(pEeKTHBHOCTI (YHKIIIOHYBaHHS
iHpOpMaLIHHUX CUCTEM 1 TeXHOJOTriH, Oi3Hec/onepaniiHuX MpoLeciB
B raiy3i iHpopmarliiiHoi Oe3reku Ta/abo kibepOe3reku opraHizailii B
iomy.

K®10. 3parHicTh TPOBAaIUTH HAYKOBO-TIEJATOTIYHY  iSUTHHICTB,
TUTAHYBaTH HaBYAHHS, KOHTPOJIOBATH 1 CYIPOBOKYBaTH pPoOOTYy 3
NEPCOHANIOM, a TaKOX NpUAMaTH CQEKTHBHI PINICHHS 3 IHTaHb
iH(popMariifHO1 Oe3nexn Ta/abo KibepOe3neKH.

7 —Pe3yJbTaTH HABYAHHSA

PHI1. BinbHO CHiNKYBaTUCh JIEP>KaBHOIO Ta 1HO3EMHOIO MOBAaMH, YCHO 1
MUCBMOBO JIJISI TIPEJICTABIICHHS 1 0OTOBOPEHHS PE3YJbTATIB TOCIIKCHb
Ta iHHOBaIil, 3a0e3neueHHs Oi3Hec\omepaIiiiHuX MPOIECiB Ta MUTaHb
npodeciifHol IisIbHOCTI B Tamy3i iHdopmariitHoi Oe3meku Ta/abo
KibepOe3neKu.

PH2. InrterpyBatn ¢yHIaMeHTaNdbHI Ta CHEMiadbHI 3HAHHS JUISA
pPO3B’sI3yBaHHS CKIAAHMX 3aAad iHQopmamiiiHoi Oesmneku Ta/abo
k10epOe3neKu y MUPOKUX a00 MYJIbTUAUCIMILTIHAPHUX KOHTEKCTAaX.
PH3. IlpoBagutu AOCHITHUIBKY Ta/ab0 IHHOBAIIWHY iSIBHICTH B
ctepi iHPopMariitHoi Oe3meku Ta/abo Kibepbe3neku, a Takoxk B cdepi
TEXHIYHOIO Ta  KpunrorpadiyHoro  3axucty  iHpopmamii y
KibepripocTopi.

PH4. 3acrocoByBaru, iHTEerpyBaTH, pO3poOJIATH, BIPOBAIKYBAaTH Ta
YIOCKOHAJIIOBaTH Cy4acHl 1HQoOpMaIiiiHli TexHoJorii, ¢Ii3u4Hl Ta
MaTeMaTH4H1 METOJH 1 MoJeli B cepi iHpopMmaliifHoi 6e3nexu ta/abo
Kki0epOe3nexu.

PHS. KputnunHo ocmucitoBaTH mpoOineMu iHpopMaliifHOT Oe3nexu
Ta/abo kibepOe3neku, y TOMY UYHCIl Ha MDKraly3eBOMYy Ta
MDKJIUCIMIUIIHAPHOMY piBHI, 30KpeMa Ha OCHOBI PO3YMIHHS HOBHX
pe3ynbTaTiB 1HXXEHEPHUX 1 (I3MKO-MaTeMaTHYHUX HAyK, a TaKOX
PO3BHUTKY TEXHOJIOTIM CTBOPEHHsS Ta BUKOPHUCTaHHS CIEliali30BaHOTO
MIPOTPaMHOTO 3a0€3TCUCHHS.

PH6. AnanizyBatu Ta OIIHIOBATH 3aXMIIEHICTh CUCTEM, KOMIUIEKCIB Ta
3ac00iB  KiOEp3axUCTy, TEXHOJIOTli CTBOPEHHS Ta BUKOPHCTAHHS
CIEeNiaIi30BaHOT0 MPOrPaMHOT0 3a0€3MeYeHHS.

PH7. O6rpyHTOBYBaTH BUKOPHCTAHHS, BIPOBAIKyBaTH Ta aHANII3yBaTU
Kpallli CBITOBI CTaHJApTH, MPAKTUKH 3 METOI0 PO3B’S3aHHS CKIIAIHHUX
3ama4 nmpodeciiHol MIsITHHOCTI B Taly31 iHGopMariitHoi Oe3meku Ta/abo
KibepOe3neKH.

PHS. [HocnimxyBaTH, po3poOSsTH 1 CYHNpOBOIKYBaTH CHUCTEMH Ta
3acobu iHpopMalliiHoi Oe3neku Ta/abo KiOepOe3meku Ha 00’ €KTax
1H(OpMaLIHHOT AISUTBHOCTI Ta KPUTHYHOT IHPPACTPYKTYPH.




PHY. AmnanizyBatu, po3poOisiTH 1 CYHpPOBODKYBaTH CHCTEMY
yopaBimiHHSA  iHGOpMaIiiftHOIO  Oe3mekor  Ta/abo  KibepOe3neKoro
opranizauii Ha 6a3i cTparerii i MOMITHKY iH(pOopMaIiitHOT Oe3meKH.
PH10. 3a6e3neuyBatu Oe3nepepBHICTh Oi3HEC/ONepaIiiHuX MPOIECiB,
a TaKOXX BHABIATH YpA3iIMBOCTI iH(GOpMAaIiiHUX CHCTEM Ta PECcypciB,
aHaJTI3yBaTH Ta OI[IHIOBATH PU3HMKH IS iHPOpMaIiitHOT Oe3meku Ta/ado
KiOepOe3neKu opraHizarii.

PH11. AmamizyBaTH, KOHTpPOJIOBaTH Ta 3a0e3medyBaTu e()EKTHUBHE
(GYHKLIOHYBaHHS CHCTEMH YIPABIIHHS JIOCTYIIOM A0 iHpOpMamiiHuX
pECypCiB  BIAMOBIAHO 10 BCTAHOBJICHUX CTpaTerii 1 TMOJITUKH
iH(popMariifHoi Oe3nexu Ta/abo KibepOe3neKku opraHizaiii.

PH12. [ocmimkyBaTu, po3poOJATH Ta BIPOBAKYBATH METOAU 1
3aX0aM  MpOTHAll  KiOepiHIMIeHTaM, 3AIHCHIOBaTH  IMPOLEAYpH
YIpaBJiHHSA, KOHTPOJIIO Ta PO3CHIIyBaHHSA, a TaKOX HaJaBaTH
peKoMeHAamii M0J0 MOIMEPe/PKEHHS Ta aHami3y KiOepiHIUAEHTIB B
1JIOMY.

PH13. JocnipkyBartu, po3pobiATH, BIIPOBAJKYBATH Ta
BUKOPUCTOBYBAaTH METOJHU Ta 3aCOO0U KPUNTOrpadiyHOro Ta TEXHIYHOTO
3axucTy iH(opMmarii Oi3Hec/onepamiiHUX TPOIECiB, a TaKoX
aHaNi3yBaTU 1 HaJaBaTH OLIHKY €(QEKTUBHOCTI iX BHUKOPHCTAHHS B
iH(popMamLiifHUX cucTeMax, Ha 00’eKkTax iHpopMamiiHOl AiISITBHOCTI Ta
KPUTHYHOT iHDPACTPYKTYPH.

PH14. AnanizyBatu, po3poOisiTi i CyIpOBODKYBAaTH CHCTEMY AYAUTY
Ta MOHITOPUHTY e(EeKTHUBHOCTI (PYHKIIOHYBaHHS 1H(OPMALIHHUX
CHCTEeM 1 TEXHOJOrii, Oi3Hec\onepaliifHux mpoieciB y cdepi
iHpopMariiitHoi Ta\abo KibepOe3neK B HIJIOMY.

PHI15. 3po3ymino i HeIBO3HAYHO JJOHOCUTH BIIACHI BHCHOBKH 3
npobiieM iH(opmariiiHoi Oe3mekn Ta/abo kibepOe3meku, a TaKoX
3HAHHS Ta MOSICHEHHS, IO X OOTPYHTOBYIOTH JIO TIEPCOHAITY, TAPTHEPIB
Ta 1HIIUX 0Ci0.

PH16. IlpuiiMatu oOrpyHTOBaHI PIIIEHHS 3 OpraHi3alifiHO-TEXHIYHUX
nuTaHe 1HQopmaniiHoi Oe3meku Ta/abo kibepOe3neku y CKIaTHUX 1
Herepen0avyyBaHUX YMOBAxX, Y TOMY YMCII 13 3aCTOCYBAHHSIM Cy4acHUX
METO/IB Ta 3aC001B ONTHMI3allii, TPOrHO3yBaHHS Ta NPUNHHATTS PillICHb.
PH17. Maru HaBUYKH aBTOHOMHOTO 1 CAMOCTII{HOIO HaBYaHHA y cdepi
iHpopManiifHoi Oe3neku Ta/abo KkiOepOe3nmeku 1 JOTHMYHMX Tamy3ei
3HaHb, aHAJII3yBAaTU BJIACHI OCBITHI MOTPeOU Ta 00’€KTHBHO OLIIHIOBATH
pe3ysbTaTH HaBYaHHS.

PH18. [IlnanyBatm HaBuYaHHs, a TaKOX CYNPOBOUKYBaTH Ta
KOHTPOJIIOBATH pPOOOTYy 3 MEPCOHAJIOM Y HampsaMmy iHopMmauiiHoi
Oe3neku Ta/abo KibepOe3neKH.

PH19. OO6upatu, ananizyBatd 1 po3poONATH TNPUAATHI TUIOBI
aHAIITUYHI, PO3PaXyHKOBI Ta €KCIIEPUMEHTAJIbHI METOIU Ki0ep3axucTy,
pO3po0NIATH, peai3oByBaTH Ta CYNPOBOIKYBATU NPOEKTU 3 3aXHUCTY
iHdopmanii y kiOeprnpocTopi, 1HHOBALIWHOI AISUIBHOCTI Ta 3aXHUCTY
IHTENEKTYyalbHOT BIACHOCTI.

PH20. CraButu Ta BHpIlIyBaTH CKJIAJHI 1HXEHEPHO-TPUKIAIAHI Ta
HAyKOBI 3aj1aui iHQopmauiiiHoi Oe3meku Ta/abo kibepOesneku 3
ypaxyBaHHSM BHMOT BITUM3HSHUX Ta CBITOBUX CTaHIApPTIB Ta KpaIlIux
NPaKTHUK.

PH21. BukopuctoByBaTM METOAM HATypHOTO, (I3UYHOrO 1
KOMIT' FOTEPHOTO MOJIENIIOBAaHHS JJIsl  JIOCHIJDKEHHSI MPOILECiB, sIKi




CTOCYIOThCS 1H(pOpMaLiliHOi Oe3nekn Ta/abo KibepOe3neku.

PH22. IlnanyBaTi Ta BUKOHYBaTH EKCIEPUMEHTAJIbHI 1 TEOPETHYHI
JOCIIJKCHHS, BHCYBATH 1 NEPEBIPATH TiMOTE3U, OOUpPATH VI IHOTO
MpUAATHI METOAM Ta IHCTPYMEHTH, 3/IIHCHIOBATH CTATUCTHYHY 0OPOOKY

JAHWX,  OLIHIOBAaTH  JIOCTOBIPHICTb  pPE3yNbTaTiB  JOCHIJKEHb,
apryMEHTYBaTH BUCHOBKH.
PH23.  OGrpynroByBatm  BuOip mporpamMHoro  3a0e3nedeHHs,

YCTaTKyBaHHS Ta IHCTPYMEHTIB, 1H)KGHEPHUX TEXHOJIOTIH 1 MPOIIECiB, a
TaKoX OOMEXKEeHb IOJ0 HHUX B ramys3i iHpopMalliiiHoi Oe3neku Ta/abo
KiOepOe3leKkn Ha OCHOBI CYYaCHMX 3HAHb Yy CYMDKHHX Trany3sx,
HAYKOBO{, TEXHIYHOI Ta JOBIIKOBOi JiTepaTypu Ta iHIIOI JOCTYMHOL
iH(opmarrii.

8 — PecypcHe 3a0e3neueHHs1 peaJi3ailii nporpamu

Kanpose 3a6e3ne4ennst

Bci  HaykoBO-menmaroriyHi - MpamiBHUKH, 3allydeHi 0 peaji3amii
OCBITHBO-TIpO(eciHHOT MporpaMu MaroTh HAYKOBHUH CTYMIHb 1/a00 BUeHE
3BaHHSA Ta IiJITBEP/HKCHUH PiBEHb HAYKOBOI 1 MPOQeCiifHOT aKTUBHOCTI,
IO BIJMOBiZa€ BUMOTaM JileH31MHUX yMOB. J[0 OCBITHBOTO Mpolecy
MOXYTh 3aTydaThcs (axiBIli 3 IHO3EMHHX KpaiH.

MarepiajibHO-TeXHiYHE
3a0e3neyeHHs

OcBiTHIN mpo1iec 31ACHIOETHCS B CIIELIATbHO O0NIaJHAHUX ayAUTOPIsIX
1 jmabopaTopisx, sKi BIJIIOBIJAIOTh CaHITAPHO-TEXHIYHUM HOpMaM 1
OCHAIIIEHUX CYYaCHHM HaBYaJIHHUM OOJaJHAHHSM, MYJIBTUMEIINHHOO,
KOMIT'IOTEPHOI0 ~ TEXHIKOK  Ta  CIHEI[ialli30BaHUM  IPOTPAMHUM
3a0e3MedeHHsIM, 3 MOJMJIMBICTIO TOCTIHHOTO JOCTYIy II0 MeEpexi
Internet Ta BHyTpimHBOI Mepexi 3YHY.

Komn’rotepna naboparopist oOnajHaHa HACTYNHUM YCTaTKYBAHHSIM:
npoektop myibTuMeniiau BenQ TH671ST (1 mit.); koM ' 1oTepu Ha
6a3i mpouecopa Intel Xeon W3550, (10 mmT): cucremuuii 610k Precsion
T3500 Westmere. N-serie; moniTop Dell E2211H 21.5in.

Indopmaniiine Ta
HABYaJIbHO-METOANYHE
3a0e3nevYeHHs

OnnaitH-010/110TeKa, €JNIEKTPOHHI HABYAIbHO-METOAUYHI KOMIUIEKCH
JUCIUILIIH, poO0Yl MporpamMu JTUCHUIUIIH, METOJUYHI peKOMEeHaalli Ta
BKa3iBKM JI0 BUBYCHHS JUCIUIUTIH, HAMUCaHHSI MUIKIUCIUILTIHAPHOL
KypCOBOi POOOTH, TPOXOJKCHHS IMPAKTHKH 1 HAIMCAaHHS BUITYCKHOI
KkBasTi(hikamiitHoi poOoTH.

Odoiuiitnuii BebG-caift https://www.tneu.edu.ua/ MicTuTh iH(OpMaIiO
PO OCBITHI IpOrpamMu, HaBHajbHY, HAYKOBY 1 BHXOBHY [ISJIbHICTb,
CTPYKTYpHI HIAPO3I1UIH, TPaBUIIa IPUHOMY, KOHTAKTH, TOILO.

9 — AkageMiuHa MOOIJIBHICTD

HauionanbHa kpeauTHa
MOOUIBHICTH

Biamosigno o yrog 3YHY.

MixnapoaHa KpeauTHA
MOOIILHICTH

Bignoigao no yron 3YHY Ta yrom mpo MiKHApOIHY akKaaeMiduHy
MoO1pHICTh (Epazmyct+ K1)

HaBuanug inozeMHUX
3100yBa4iB BUIOL
ocBiTH

BiamoBigHO 10 HOPMATUBHO-TIPABOBUX JIOKYMEHTIB.




2. IlepeJtik KOMIIOHEHTIB OCBITHBO-TIPO(deciiiHOI MPOrpamMM TAa iX JOriyHa
MOCJIi/IOBHICTH

2.1. llepenik komnoneHTtiB OI1

Kon KoMIoHeHTH OCBITHBOI ITpOrpamMu Kinbkicth dopma
H/11 (HaBUaJIbHI IUCUUIUTIHY, KYPCOBI TPOEKTU KpEIUTIB M1JICYMKOBOTO
(pobotn), mpakTUKH, KBai(ikaliiHa podoTa) KOHTPOJIIO
1 2 3 4

Oo0oB’sa3k0Bi komnouentu OI1

[k 3arajbHOI MiATOTOBKH

OK 1 | MeTozmonorist HAyKOBUX JOCIIJIKEHb ) eK3aMeH

OK 2 | [dinoBi koMyHiKamii aHTTIHICHKOI0 MOBOIO 5 3aJiK

Huxa npogeciiiHoi miAroroBKu

OK 3| Monitopunr Ta ympaBiiHHS 1H(GOpPMAIIITHOO 6 eK3aMeH
0e3I1eKor0
OK 4 TGCTYBaHHSI KOMH,IOTepHI/IX CHUCTEM Ha| 3] eK3aMeH
MIPOHUKHCHHS
OK 5| Uwudpoa kpumiHaizicTHKa 5 eK3aMeH
OK 6 | PeBepc imxuHIpUHT 5 eK3aMeH
OK 7 | HocmimxeHHs 1 IIPOEKTYBaHH: CUCTEM 5 eK3aMeH
iHhopmariiHoi Oe3rmeKn
OK 8 [ MixauciummiiHapaa KypcoBa podora 3 3aXUCT
OK 9 | TlepemmuriioMHa IpaKTHKA 14 3aUTiK
OK 10| Ksaumidixkarmiiina podota 16 3aXUCT
3aranbHuii 06cAT 000B’I3KOBUX KOMIIOHEHTIB: 65
3araabHuii 00cAT BUOIpKOBHX KOMIIOHEHTIB: 25

3ATAJIBHUM OBCST OCBITHBOI IIPOT'PAMU 90




2.2. CTpyKTypHO-JIOTiYHa CXeMa OCBITHBO-TIpodeciitHoi mporpamu «KidepOesneka

MeToaonoriA HayKoBUX

nocnimxeHb
Y. A
MoHiTopuHr T2 TecTyBaHHA
ynpasniHHA KOMM'tOTepPHNX Uucposa PeBepc
[ocnimkenHa i iHcbopmaLiiiHoo cuctem KpUMiHanictuka IHXXWHIpUHI
Ainosi kowyHikau NPOEKTYBAHHA 6e3neKoio Ha NPOHUKHEHHA
o cuctem
aHrNIACLKOI0 MOBOIO . o | |
iHcbopmauiiHoi <
6e3neku

Y . . . >

g Bnok BuGipkoBmMx aucumniiH B

> MixxaucumnniHapHa KypcoBa poboTa <

MepepounnomHa npakTukKa <

KeanicikaumiiHa po6oTa <




3. ®opma arecrailii 3100yBauiB BUIIIOI OCBITH

®opmu arecranii 3100yBaydiB
BHUIIIOI OCBITH

ATecrartis 37iiCHIOEThCS Y (popMi yOIIiYHOTO 3aXHCTy

KBaJiikamiitHoi poboTH.

Bumoru 1o kBajigikaniiHoi
po6oTu

Ksamidikariitna poboTa Mae po3B’s3yBaTu CKIAAHY 3a7a9y
iHopmMariifHoi 6e3reku Ta/abo kibepOesneku 1 nependadaTa
MIPOBEJICHHS TOCIIKEHB Ta/a00 3/11iICHEHHS IHHOBAIIii.

Kamidikariiina po6oTa He TOBHHHA MICTUTH aKaJIeMIYHOTO
riariary, adbpukanii, gpanscudikarii.

Kpamidikariiina po6ora Mae OyTu po3MillieHa y perno3uTtapii
3YHY. OnpunrogneHHs KBaidikamiitHux pooiT 3 0OMeKeHIM
JOCTYTIOM 3JIIHCHIOETHCS BIATIOBIIHO 10 BUMOT 3aKOHO/IaBCTBA.

4. MaTpuus BiAIOBIAHOCTI NPOrpaMHUX KOMIIETEHTHOCTEH

KOMIIOHEHTAM OCBIiTHbOI POrpaMu

OK1| OK2| OK3

OK4 | OKS5 | OKé6

OK 7

OK 8

OK9

OK 10

K3-1 .

K3-2 .

K3-3 .

K3-4 .

K3-5

3K 6

3K7

3K 8 .

Kd 1

K® 2

K® 3

K® 4 .

K® 5

K® 6 .

K® 7

K® 8

K® 9 .

K®10 .




5. Martpuis 3a0e3ne4eHHs NPOrpaMHuX pe3y/abTaTiB Hap4aHHs (PH)
BiIMOBITHMMY KOMIIOHEHTAMH OCBITHBOI POrpaMu

OK1| OK2| OK3| OK4| OK5| OK6 | OK7| OK8| OK9 | OK 10
PH1 ° ° ° ° °
PH 2 . . .
PH 3 . . . .
PH 4 . . . .
PH5 . . . . .
PH 6 . . . . .
PH 7 . . . . .
PH 8 . . . .
PH 9 . . . .
PH 10 . . . . .
PH 11 . . . .
PH 12 . . . .
PH 13 . . . .
PH 14 . . . .
PH 15 . . . .
PH 16 . . . .
PH 17 . . . .
PH 18 . . . .
PH 19 . . . . .
PH 20 . . .
PH 21 . . . . .
PH 22 . . . .
PH 23 . . . . .




